Surveillance Advertising:
What is it?
Surveillance advertising, also known as targeted advertising or behavioral
advertising, is the practice of showing individual consumers different advertisements
based on inferences about their interests, demographics, and other characteristics
drawn from tracking their activities over time and space.
Tracking is done1 primarily by identifying the internet-connected devices that
consumers use to search for information, make purchases, engage with social media,
play games, watch videos, and participate in other aspects of our increasingly digital
lives. When data from these varied activities are combined, it paints detailed portraits
of individuals or households, even without personally identifiable information.
However, consumers often provide these personal details to create accounts, make
transactions, respond to questionnaires, enter contests, and conduct other digital
activities, further enriching their profiles. In addition, data brokers sell information
about people from public records and commercial sources, which provides another
data source for profilers.
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The “ad tech” industry is central to surveillance advertising. Ad tech companies
conduct tracking, create profiles of consumers, match consumers with ads based on
their profiles, and place those ads where they’ll see them. Individual companies in
this industry may perform some or all of these tasks. Businesses that want to advertise
their products or services to people who fit certain profiles (advertisers) pay ad tech
companies to find those consumers and deliver ads specifically to them.
On the other side of the equation are businesses that operate the websites and apps
where ads appear (publishers). Ad tech companies lurk on publishers’ platforms
(usually with their permission, but not always), tracking what consumers do there in
order to build profiles. When a consumer visits the platform, ad tech companies
broadcast the consumer’s profile to advertisers (or to other ad tech companies
working for advertisers). An automated auction then takes place in a matter of
milliseconds to sell the right to advertise to that person.2 The publisher makes money
when the consumer clicks on the ad. Google and Facebook maintain their own ad tech
ecosystems, tracking consumers on their platforms and other sites and apps. Based on
the consumers’ profiles, Facebook shows them ads on its site on behalf of advertisers;
Google does the same thing and also delivers targeted ads to consumers on other
publishers’ websites.

What Are the Concerns About Surveillance Advertising?
Surveillance advertising can perpetuate discrimination in housing, credit,
employment, and other economic opportunities.3 It also hides personalized pricing
from consumers,4 leaving them unaware that a company has charged them a different
amount than others. Surveillance advertising is also sometimes used for promoting
unhealthy products,5 encouraging gambling,6 and perpetrating fraud.7 The data that
are fed into algorithms to profile consumers may be inaccurate,8 but even when they
are correct, the fact is that surveillance advertising is unfair.
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It uses invisible and invasive techniques to manipulate consumers and robs them of
real choice in the marketplace. Furthermore, the enormous stores of personal data
collected for surveillance advertising put consumers at risk for exposure, identity
theft, and more malicious tracking.9 It can also lead to erosion of their 4th Amendment
rights, as government agencies can purchase data that otherwise requires a warrant.10

How Can Consumers Avoid Surveillance Advertising?
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It is extremely difficult for people to avoid tracking and profiling.11 Consumers can
clear cookies on their computers, but not all tracking involves cookies. Ad blockers
allow consumers to stop seeing some ads and thus stop some tracking by default, but
not all. Consumers can use global privacy controls on their internet browsers to send
a signal communicating that they don’t want their data to be sold, but that says
nothing about data collection.12 Most importantly, companies can simply ignore these
signals unless the law requires companies to honor them.

How Does Surveillance Advertising Affect Small Business?
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Facebook touts surveillance advertising as vital for small businesses to connect with
consumers efficiently.13 It’s important to remember, though, that Facebook relies on
millions of small business advertisers for the bulk of its ad revenue.14 A 2019 study
found that surveillance advertising is not as effective at actually targeting the desired
demographic or interest group as previously believed, showing low gains over
random ad placement.15 The idea that small businesses need surveillance advertising
to reach consumers is unfounded.

Is There a Good Alternative to Surveillance Advertising?
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Yes! Contextual advertising – placing advertisements based on characteristics of the
content of a webpage a user is currently browsing – does not require any tracking of
individual users. A recent study found contextual advertising to be more costeffective than targeted advertising.16 Contextual advertising can also provide more
revenue for publishers. Much of the cost of surveillance advertising goes to the
various middlemen in the ad tech industry.17 Since contextual advertising doesn’t
involve this elaborate infrastructure, more of the ad revenue goes to publishers. Both
the New York Times18 and Dutch public broadcasting company NOP19 saw revenues
increase after they stopped accepting targeted advertising.
It is important, however, to look closely at what a company is actually doing under
the label “contextual advertising.” Not all contextual advertising systems are the
same, and some so-called contextual advertising systems look more similar to
surveillance advertising, taking into account consumer data from online behavior and
outside sources.20
The risks of surveillance advertising outweigh the benefits, and contextual advertising
provides a good alternative. Therefore, many organizations in the U.S.21 and other
countries22 are calling on legislators to ban surveillance advertising.

See https://consumerfed.org/surveillance-advertising-factsheets/ for more information about
surveillance advertising (August 2021).

