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Thank you, Chair Scott, Ranking Member Gillibrand, and Members of the Committee. My name 
is Ben Winters, and I am the Director of AI and Privacy at the Consumer Federation of America 
(CFA), one of the nation’s leading non-profit consumer organizations. Founded in 1968, CFA 
advances pro-consumer policies through research, advocacy, and education. CFA is a 
membership organization representing nearly 250 consumer groups nationwide and works with 
federal and state legislators and regulators to promote beneficial policies, oppose harmful ones, 
and ensure a balanced debate on issues important to consumers. CFA has been on the forefront 
of AI and scams advocacy, drafting model bills, publishing investigative reports, and working 
with regulators to protect consumers from fraud and harmful uses of AI.2 

 
1Thank you to Katie McCann, CFA’s Advocacy and Administrative Associate, for assistance in preparing this 
testimony. 
2 Last year, CFA published Scamplified, which illustrates how a whole host of generative AI tools and other 
underregulated technologies on the market are facilitating faster, smoother, and more convincing scams. 
https://consumerfed.org/news/reports/scamplified/. In April this year, CFA filed a class action complaint and 
jury trial demand against Meta Platforms, Inc (Meta), on behalf of itself and a proposed class of D.C. 
Facebook users for knowingly allowing scam advertisements on their platform, maximizing profits from them, 
and misleading consumers about safeguards. https://consumerfed.org/news/press-releases/consumer-
federation-of-america-sues-meta-for-failing-to-protect-users-from-scam-advertisements/. In April this year, 
CFA published the True Cost of Scams earlier this year, which analyzed reported scam data as well as 
estimations of underreporting from prominent institutions to estimate how much money Americans are really 
losing to scams. In 2024, we estimated the cost was at least $119 billion and just this week, CFA published a 
2025 update to the True Cost of Scams – showing a significant jump in scam losses up to nearly $150 billion 
dollars last year. https://consumerfed.org/news/reports/the-scam-economy/  The People First Chatbot Act, 



 
Americans are losing money to scams online at a historic rate. In 2025 alone, Americans 
reported losing $21 billion, with older Americans reporting losing more than $7.7 billion alone. 
The true cost is somewhere between 7 and 25 times higher than this, based off underreporting 
estimates from the FBI, the FTC, and others.3 These losses have multiplied rapidly in the last 
several years – creating a sharp upward trend in this devastating statistic. As you learn about 
these staggering statistics and horrible stories, it is essential to focus on diagnosing why this 
trend has gotten worse, then attack those issues aggressively. While not the sole cause or reason 
for scams, Generative AI is a scammer’s dream –the tech makes it easy, effective, and elusive to 
scam well and to scam fast. Multiple trend lines are converging to make this fire burn faster and 
brighter: AI companies aggressively marketing and deploying powerful tools with little regard 
for foreseeable harm; an Executive Branch unwilling to hold technology companies accountable 
regardless of their conduct; and a climate of confusion and anxiety around healthcare eligibility, 
entitlement benefits, and economic security that scammers are exploiting in real time. Beyond 
just scams, Generative AI and the technologies enabling and spreading that content are leading to 
scammy ads, bad advice, sycophantic relationship-building without the actual human present, 
and more.  
 
The goal of my testimony is to help you understand how these technologies, including but not 
limited to just Generative AI, are currently set up to facilitate dangerous and reckless behavior as 
well as how Congress can address it without tamping down on beneficial uses of the technology, 
including in scam prevention. This testimony proceeds in four parts: Section A documents the 
scale of the scam crisis — the losses, the trendlines, and AI's growing role in driving them. 
Section B examines the specific ways AI tools are being used to make scams faster, cheaper, and 
harder to detect. Section C looks beyond scams to a broader problem: how AI systems are 
degrading the information ecosystem through deception, misinformation, and eroded trust. 
Section D offers concrete policy and oversight recommendations for this Committee and for 
Congress. 
 

A. The Scale and Status of the Scam Problem 
 
Scam losses have been at an unacceptable and concerning rate for years but have absolutely 
exploded since Generative AI became commercially available at the end of 2023, which AI 
companies and consultants have poured billions into to sell it as some undeniable good.4 To put 

 
based on a model bill developed by CFA in cooperation with the Electronic Privacy Information Center and 
Fairplay, was introduced by Representatives Valerie Foushee and Greg Casar earlier this month and nine states 
this year. https://consumerfed.org/news/testimony-comments/the-people-first-chatbot-bill/  
3 Consumer Federation of America, The True Cost of Scams 2025 Update (July 2026), available at 
https://consumerfed.org/news/reports/the-scam-economy/ 
4 Marketing Brew, Advertisers have spent $1.3 billion on digital ads touting AI: Report (June 2026), available 
at https://www.marketingbrew.com/stories/AI-advertising-spend-usd-1-3-billion-digital-ads-sensor-tower  



this meteoric rise of scam losses in perspective, in 2019, consumers reported losses to the FBI 
totaling $3.5 billion. In 2021, reported losses almost doubled to $6.9 billion and nearly doubled 
again in 2023 to $12.5 billion. Last year, in 2025, reported scam losses reached a staggering 
$20.87 billion.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The true cost of online scams is exponentially higher, due to underreporting, and is up to an 
estimated $148.2 billion in 2025, with over $54 billion lost by Americans over 60 alone.5 That 
amounts to $406 million lost every day on average, with $148 million lost every day by 
Americans over 60.6 
 
A recent AARP survey found that an estimated 38 percent of American adults (about 103 million 
people) have had money stolen from a scam or had sensitive information used fraudulently. The 
numbers are even higher among adults aged fifty and older, with 41 percent saying they have 
been victims.7 
 
A recent National Council on Aging survey (NCOA) found that once older adults learned how 
platforms profit from scam ads, an overwhelming majority supported stronger safeguards and 
accountability measures on social media.8 91 percent of those surveyed want platforms to reduce 
scam ads, and 70 percent want platforms to be more balanced between revenue and user 
protection. These findings build on NCOA surveys from earlier this year, showing 77 percent 

 
5 Consumer Federation of America, The True Cost of Scams 2025 Update (July 2026), available at 
https://consumerfed.org/news/reports/the-scam-economy/ 
6 Consumer Federation of America, The True Cost of Scams 2025 Update (July 2026), available at 
https://consumerfed.org/news/reports/the-scam-economy/  
7 AARP, 4 in 10 Older Americans Have Lost Money to Fraud, AARP Survey Finds, (April 2026), available at 
https://www.aarp.org/money/scams-fraud/fraud-awareness-survey-2026/  
8 National Council on Again, NCOA Survey: Older Adults Are Calling for Action on Scam Ads, (March 2026) 
available at https://www.ncoa.org/article/ncoa-survey-older-adults-hold-social-media-platforms-accountable-
for-scam-ads-and-call-for-reform/  

Figure 1: Reported Losses, Federal Bureau of Investigation 



saw at least one scam on social media in the last year, 90 percent felt like they repeatedly receive 
scams, and as the researchers describe “Across focus groups and online survey data, one theme 
kept coming up: scams feel unavoidable. From fake ads and impersonation messages to AI-
powered voice cloning, scams are getting more sophisticated—and more convincing. Many older 
adults say it only takes one moment of distraction or vulnerability to fall victim.”9 
  
FightCybercrime.org, a nonprofit organization that runs recovery and support groups for people 
who lost money in Romance and Crypto scams, among many other things, reported the median 
loss to participants in that group was more than $130,000,10 well over the median American 
household annual income and double the average annual American salary.11 Tragically but not 
uncommonly, participants in FightCyberCrime’s groups show the prevalence of revictimization 
– 43.9 percent of program participants had interactions with two or more cybercriminals – and 
those without intervention or assistance tend to be repeatedly victimized, “reflect[ing] unresolved 
trauma, unmet emotional needs, and isolation.”12 
 
Scammers intentionally target older Americans who have worked for decades to amass savings 
and receive regular income from the government via Social Security or VA benefits, and the 
impact is dramatic. Last year, people over 60 reported losing over $7.7 billion to scams, with an 
average of $38,000 lost per victim – over 12,000 individuals reported losing over $100,000 to the 
FBI through IC3.13 From 2024 to 2025, reported scam losses to the FBI increased 26 percent, the 
year after a 33 percent increase in losses from 2023 to 2024.14 
 
 
 

 
9 Id. 
10 FightCybercrime.org, Romance & Crypto Investment Fraud Recovery Group: 2025 Program Insights, 
available at https://fightcybercrime.org/wp-content/uploads/2026/01/2025-RSRG-Insight-Report.pdf  
11 See Bureau of Labor Statistics, Usual Weekly Earnings Of Wage And Salary Workers 
Second Quarter 2026, (July 2026) ; and United States Census Bureau, Income in the United States: 2024, 
(September 2025)    https://www.census.gov/library/publications/2025/demo/p60-286.html  
12 FightCybercrime.org, Romance & Crypto Investment Fraud Recovery Group: 2025 Program Insights, 
available at https://fightcybercrime.org/wp-content/uploads/2026/01/2025-RSRG-Insight-Report.pdf 
13 FBI Internet Complaint Center, Internet Crime Report 2025, (April 2026) available at 
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf  
14 Id. 



 
Figure 2: Elder Fraud Losses, Annual FBI Internet Crime Reports 

 
Beyond the sheer numbers, the type of scams that are rising are ones very easily carried out by 
AI:15 

● Impersonation (including government impersonation, “UPS” or “EZPass” type texts, and 
“Grandparent” scams): Voice cloning apps, chat generators, and AI image generators 
make impersonation scams much harder to detect. Recent data from the Federal Trade 
Commission show that in 2025, people lost $3.5 billion to these scams, with reported 
losses increasing nearly three times since 2020.16  For government impersonation scams 
alone, the FBI saw a marked increase in reported losses over the past three years - 
jumping from $394 million in 2023 to almost $798 million in 2025.17  

● Investment: Scammers use AI buzz terms to lure potential investors to hand over their 
money. These types of investment frauds usually claim that AI can trade crypto on behalf 
of investors and generate too-good-to-be-true profits. There are also many AI-generated 
deepfakes where “experts” push one investment or another regardless of its legitimacy.18 

 
15 Consumer Federation of America, Scamplified (May 2025), available at 
https://consumerfed.org/news/reports/scamplified/  
16 Federal Trade Commission, FTC Data Show People Reported Losing $3.5 Billion to Imposter Scams in 
2025, (June 2026)  https://www.ftc.gov/news-events/news/press-releases/2026/06/ftc-data-show-people-
reported-losing-3-point-5-billion-imposter-scams-2025  
17 Federal Bureau of Investigation, Internet Complaint Center, 2025 Internet Crime Report, (April 2026) at 
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf 
18 CFP Board, New AI Fraud Schemes Are Pushing Losses to Record Highs (June 23, 2026) 
https://www.cfp.net/news/2026/06/new-ai-fraud-schemes-are-pushing-losses-to-record-highs 



Seniors reported losing more than $3.5 billion to the FBI in investment schemes in 
2025.19 The FTC reports that scammers often used social media to engage targets for 
these scams.20 Over 42,000 seniors fell victim to crypto investment scams in 2025, with 
$4.3 billion reported to the FTC in losses.21  

● Tech Support: AI tools help scammers create believable emails and phone calls that seem 
to be from tech support from companies like Microsoft. The scammers can gain remote 
access to the victim’s computer and have free rein over their sensitive data, including 
bank account information. The devastating financial impact of tech support scams has 
more than doubled in the last three years - the FBI reported $2.1 billion in losses from 
these scams in 2025.22 

● Romance: Generative AI can be used to attract attention, carry on “conversations,” and 
provide what seems like real details for things like banking information, representations 
like “photos” that make it look like someone is in distress, and more. AI and the 
availability of sensitive data with lack of restriction can be used to pull details from 
victims’ social media pages and use that information to make profiles that are uniquely 
effective at convincing seniors to part with their hard-earned money. Romance scams 
accounted for $929 million in reported scam losses in 2025.23 

 
These schemes not only result in financial losses but can have a devastating psychological 
impact on victims. Many older individuals do not have experience using AI and can be 
blindsided when they realize they had been deceived. A Gallup survey found that even with 
significant monetary losses from scams, the emotional toll can affect families just as much, if not 
more.24 
 
There has been a glaring failure to regulate Generative AI since its widespread release and 
promotion in consumer-friendly ways.25 In the last 18 months, we have seen pushes to deregulate 

 
19 Fed. Bureau of Investigation, Scammers Target Older Adults, (May 2026) available at 
https://www.fbi.gov/news/stories/scammers-target-older-adult-victims  
20 Fed. Trade Commission, FTC Issues Annual Report to Congress on Agency’s Actions to Protect Older 
Adults, (December 2025) available at https://www.ftc.gov/news-events/news/press-releases/2025/12/ftc-issues-
annual-report-congress-agencys-actions-protect-older-adults  
21 FBI, Scammers Target Older Adults, (May 2026) available at https://www.fbi.gov/news/stories/scammers-
target-older-adult-victims 
22 Fed. Bureau of Investigation, Internet Crime Complaint Center, 2025 Internet Crime Report (2026), 
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf. 
23 Id.  
24 Gallup Poll, Scams in the United States, Gallup (June 30, 2026), 
https://www.gallup.com/analytics/711827/scams-in-america.aspx  
25 See, e.g., Samuel Larreal, How Congress Fumbled Regulating Artificial Intelligence, NOTUS (Dec. 8, 2025) 



from existing law26 – including gutting the consumer protection agencies,27 providing corporate 
pardons28 to companies previously shown to have broken the law with unfair and deceptive 
practices,29 and courting the policy recommendations of billionaire AI CEOs that change their 
mind regularly about how and whether they “want” to get regulated.30  
 
AI is like kerosene to the scam economy – the fire was already there, but the widespread 
availability of this technology has accelerated losses, made people even less confident about the 
content they saw, and left us even more vulnerable. AI capabilities are accelerating at a rate that 
is difficult to keep up with, enabling scams that are more prolific and undetectable than ever. 
Even the world’s leading deepfake experts can no longer distinguish AI-generated material from 
reality.31 According to a 2025 report from Columbia University, half of all spam emails are now 
generated with AI.32 As evidenced in the data above, Americans, and seniors in particular, are 
paying the steep price for the explosion of AI-enabled scams.  
 
The story of how AI is exacerbating the scam crisis is not a simple one of people not 
understanding how to use a chatbot or the internet – it’s one that is way beyond personal 
responsibility. It’s used by others and integrated into venues where there’s no way or reason to 
distinguish whether a person or a bot wrote it. 
 
It’s not just the domain of shady overseas scam compounds, or people using open-source AI the 
wrong way or getting an “unlocked” chatbot tool from the dark web. Scammy AI tools are out in 

 
26 Julia Solomon Ensor, John P Feldman, Rewriting Rytr: The FTC sets aside a Final Order to implement 
America’s AI Action Plan and limits means and instrumentalities liability, Reed Smith (Dec. 23, 2025) 
https://www.reedsmith.com/our-insights/blogs/viewpoints/102lyl1/rewriting-rytr-the-ftc-sets-aside-a-final-
order-to-implement-americas-ai-action/  
27 Americans for Financial Reform, Timeline of attacks against the CFPB (July 15, 2026), 
https://ourfinancialsecurity.org/resources/timeline-of-cfpb-attacks/;  Jody Godoy, Trump fires both  
28 Consumer Federation of America, Protect Borrowers, As House Financial Services Committee Majority 
Lines Up Industry Witnesses to Bash CFPB, Consumer Advocates Issue Rap Sheet Highlighting More Than $3 
Billion in Harm Caused by Corporate Repeat Offenders (Mar. 26, 2025) 
 https://protectborrowers.org/advocates-issue-rap-sheet-highlighting-3-billion-in-harm-caused-by-corporate-
repeat-offenders/  Senator Chris Murphy, Corporate Pardon Report (Sep. 2025) 
https://www.murphy.senate.gov/imo/media/doc/murphy_corrupt_pardons_report.pdf  
29 Consumer Federation of America, CFA Statement on the FTC’s Corporate Pardon of Rytr, Who Facilitates 
AI-Generated Fake Reviews at Scale, (December 2025) available at https://consumerfed.org/news/press-
releases/cfa-statement-on-the-ftc-s-corporate-pardon-of-rytr-who-facilitates-ai-generated-fake-reviews-at-
scale/  
30 Consumer Federation of America, Quid Bro Quo: Tracking How Big Tech and the Trump White House Keep 
Exchanging Gifts, (October 2025) available at https://consumerfed.org/news/blogs/quid-bro-quo-tracking-how-
big-tech-and-the-trump-white-house-keep-exchanging-gifts/  
31 Eli Saslow, The World’s Leading Deepfake Expert No Longer Trusts His Own Eyes, (June 2026) The New 
York Times. https://www.nytimes.com/2026/06/14/us/ai-deepfake-hany-farid.html  
32 Columbia University, AI Now Powers Over Half of Spam Emails, Columbia Engineering Research Finds, 
(July 2025) available at https://www.ee.columbia.edu/news/ai-now-powers-over-half-spam-emails-columbia-
engineering-research-finds  



the open, and these same tools are advertised everywhere and have the ear of the White House 
and many congressional leaders on both sides of the aisle. These dynamics create an unavoidable 
barrage of scams that can be done with increased scale, accuracy, and plausibility.33 Publicly 
available Generative AI tools are a scammer's dream – it makes the job so much easier and 
cheaper. Over the next few years, AI is expected to cut the cost of operating a scam by 90 
percent or more.34 
 
In addition to the ways Generative AI is used to create the content of a scam, there is unregulated 
and underregulated tech across the entire flow of how a scam is created, targeted, delivered, and 
carried out. CFA calls this the “scam stack”: 
 

• Data brokers sell detailed personal data, enabling hyper-targeted scams based on 
demographics, behavior, location, and relationships. 

• Robotexters, caller-ID spoofers, and unregulated ad platforms push scam content, 
aided by under-moderated social media feeds, weak spam filters, insecure 
videoconferencing tools, and mass email services. 

• Payment platforms, banks, and crypto wallet providers often unwittingly facilitate 
fund transfers. 

• Reporting mechanisms, typically controlled by phone, email, and social media 
providers, are often slow or ineffective in helping consumers respond to these scams. 

 
While no silver bullet to stop all scams and online crimes exist, there is a lot that can be done to 
step up enforcement, limit the delivery of these scams, make them less targeted, and make it 
harder to be a scammer.  
 

B. The ways AI is being used to exacerbate scams and fraud. 
 
A growing number of generative AI tools on the market are facilitating faster, smoother, and 
more convincing scams. In this section, I offer a non-exhaustive description of the types of AI 
systems that are exacerbating this problem, along with examples of how: 

 
33 First described by Neil O’Farrell, the founder of the Center for AI Crime, Jennifer Bullock, How AI is 
helping scammers get your information (January 16, 2025), WCMH Columbus (Jan. 16, 2025) 
https://www.yahoo.com/news/ai-helping-scammers-information-233000409.html 
34 Boston Consulting Group, Agentic AI Will Industrialize Financial Scams. Are Banks Ready? (June 2026), 
available at https://www.bcg.com/publications/2026/how-agentic-ai-will-industrialize-financial-scams  
 



• Text-generation tools, including chatbots like Claude and Gemini, allow for rapid 
content creation, consistent and personalized messaging, and scripts for robocalls and 
emails. Content that once was reliably filled with spelling errors, clear grammar mistakes, 
or suspect syntax is replaced 
with easily generated text that 
may not make perfect sense 
but doesn’t set off the alarm 
bells we’ve trained people to 
look for. The screenshot shows 
how easy it was to use 
ChatGPT to spit out obviously 
scammy text messages, even 
when it is targeted specifically 
for someone with suspected 
dementia.35  

 
The same AI technology is behind "LoveGPT," a toolkit that plugs ChatGPT into dating 
apps like Tinder and Bumble to generate flirtatious profile bios and carry on autonomous, 
round-the-clock conversations with multiple victims at once — sustaining the illusion of 
a real relationship long enough to lure people to make increasing monetary deposits to 
fake investment accounts, typically involving cryptocurrency. The scammer disappears 
with the funds, and because victims transferred funds into these accounts themselves, 
there is often no recourse available to them.36  

 

 
35 Consumer Federation of America, Scamplified (May 2025) p. 8, available at 
https://consumerfed.org/news/reports/scamplified/  
36 These scams are often referred to as “pig butchering schemes.” See Federal Deposit Insurance Corporation 
Office of Inspector General, Pig Butchering Scams https://www.fdicoig.gov/pig-butchering-scams ; and 
Darunya Antoniuk, From AI with Love: Scammers integrate ChatGPT into dating-app too, The Record (Oct 5, 
2023), https://therecord.media/lovegpt-romance-scam-tool-uses-chatgpt  

Figure 3: ChatGPT Transcripts, from CFA Scamplified report. 



• Image-generation tools are being used for impersonation, extortion, false advertising, 
and engagement-bait. Scammers can now generate convincing fake IDs,37 forged 
receipts, cease-and-desist letters, and doctored evidence of "financial success" in seconds 
using free, mainstream tools like built-in image generators on big platforms.38 Entirely 
synthetic — but photorealistic — human faces are used to populate fake dating profiles, 
LinkedIn recruiter accounts, and phishing personas, defeating reverse-image searches 
because the "person" never existed in the first place.39 Two FBI alerts explicitly warned 
that AI-generated images of disasters and war are circulated to solicit donations to 
fraudulent charities, and AI-altered explicit images are used to extort both children and 
adults in sextortion schemes.40 

• Voice-generation tools allow scammers to impersonate loved ones or government 
authorities, bypass voice verification, and escalate romance scams. Data & Society's 2025 
primer “ScamGPT” documents "harpoon whaling," in which AI is used to research a 
specific high-net-worth target and then deploy voice cloning or live video deepfakes to 
convince that person to wire funds.41 Consumer Reports' 2025 assessment of major voice-
cloning services found that most lacked basic safeguards — such as verifying that the 

 
37 Joseph Cox, Inside the Underground Site Where ‘Neural Networks’ Churn Out Fake IDs, 404Media (Feb 5, 
2024),  https://www.404media.co/inside-the-underground-site-where-ai-neural-networks-churns-out-fake-ids-
onlyfake/  
38 See, e.g., Sam Sabin, Scammers may benefit from ChatGPT’s new image tool, Axios (Apr. 3, 2025) 
https://www.axios.com/2025/04/03/chatgpt-image-generator-scams-fake-documents; and Emanuel Maiberg, 
Scammers Sell Seeds for Exotic AI-Generated Flowers That Don’t Exist, 404Media (June 2026) 
https://www.404media.co/scammers-sell-seeds-for-exotic-ai-generated-flowers-that-dont-exist/    
39 Shannon Bond, That Smiling LinkedIn profile face might be a computer-generated fake, NPR, (March 27, 
2022) https://www.npr.org/2022/03/27/1088140809/fake-linkedin-profiles  
40 See Fed. Bureau of Investigation, Criminals Use Generative Artificial Intelligence to Facilitate Financial 
Fraud, (December 2024), https://www.ic3.gov/PSA/2024/PSA241203; and Fed. Bureau of Investigation, 
Malicious Actors Manipulating Photos and Videos to Create Explicit Content and Sextortion Schemes, (June 
2023) https://www.ic3.gov/PSA/2023/psa230605  
41 Data & Society, ScamGPT: GenAI and the Automation of Fraud (May 2025) https://datasociety.net/wp-
content/uploads/2026/06/ScamGPT-GenAI-and-the-Automation-of-Fraud_final.pdf  

Figure 4: License photo made entirely by widely 
available AI image generator – reported by 
404Media. 



person whose voice is being cloned has actually consented — and called on companies 
and state attorneys general to close that gap.42 CFA’s 2026 Speechify investigation 
showed that not only were these lack of safeguards ignored, the tool remains an easy 
vector for abuse.43 

 
• Video-generation tools, like deepfakes, are now used in celebrity or government 

impersonation, extortion schemes, and tech-support fraud. The ScamGPT report also 
traces a 2023 campaign in which deepfake videos of Elon Musk, dubbed with a cloned 
voice over repurposed podcast and conference footage, were used to promote a fake 
"Quantum AI" crypto platform — including a version styled as a legitimate newscast 
with an AI-generated news anchor — that drove victims to brokers who showed them 
fabricated account balances they could never actually withdraw, leading to one known 

instance of a Texas senior losing $10,000.44 These tools are creating an easy business for 
cheap, targeted ads selling quick fixes and modern day snake oil. Just last week, a New 
York Times investigation showed that scammers are targeting older individuals with ads 
for supplements with misleading health claims using hyper realistic AI generated 
videos.45 YouTube ads are commonly AI-generated to look like they were taken from 
training seminars or Ted Talks, but lead people to scam websites or misinformation. 

 
42 Grace Gedye, AI Voice Cloning: Do These 6 Companies Do Enough to Prevent Misuse? Consumer Reports 
(March 2025) https://innovation.consumerreports.org/AI-Voice-Cloning-Report-.pdf  
43 CFA, Complaint and Request for Investigation of Speechify, (July 27, 2027) 
https://consumerfed.org/news/press-releases/consumer-federation-of-america-urges-ftc-and-state-attorneys-
general-to-investigate-speechify-over-ai-voice-cloning-practices/  
44 Data & Society, ScamGPT: GenAI and the Automation of Fraud (May 2025) https://datasociety.net/wp-
content/uploads/2026/06/ScamGPT-GenAI-and-the-Automation-of-Fraud_final.pdf  
45 Arijeta Lajka, Isabelle Niu, Mark Boyer, James Surdam, and Dan T Peters, The Fake Influencers Selling 
Wellness on Your Feed, New York Times (July 21, 2026) 
https://www.nytimes.com/video/technology/100000011001849/ai-influencers-health-supplements-fake-
ads.html  

Figure 5: Screenshot of YouTube Pre-Roll Ads with AI voice and video. 



 
There is also a concern about the growing market and advertisement of “AI Agents” – tools that 
allow a user to have a program “take over” their device to complete a task like grocery shopping 
or creating documents. While they have not come to fruition entirely yet, many would require a 
trustworthy user to screen share and allow remote control. Older Americans may be intrigued by 
turning to these tools if they feel they do not have adequate support and will be targeted by its 
advertising. This puts them at increased risk for receiving incorrect information or bad actors 
hoping to dupe them into handing over control of their personal and financial information. 
Furthermore, the lack of privacy protections makes this dangerous – whatever sensitive data that 
Agent "sees" can be used for untold manipulative or scammy ends. 
 
Critically, none of these tools or scams require dark-web sophistication. Researchers 
benchmarking mainstream chatbots against real-world harm categories found that most prompts 
clearly seeking content for scams or fraud are not reliably blocked or filtered, even by companies 
that describe themselves as safety-conscious.46 And the trend line is moving in the wrong 
direction: in the past year, several major AI and platform companies have rolled back moderation 
and content-safety guardrails in the name of "free speech," a shift that will make it easier, not 
harder, for scammers to produce content that defrauds people.47 
 
A recent report from Center for Countering Digital Hate found that in the past year, ads from the 
top thirty Medicare scammers generated 215 million impressions on Facebook, six times the 
reach of all previous years on record.48 Almost 75 percent of those impressions reached people 
65 and older, and Meta collected an estimated $14.3 million in revenue from these predatory 
advertisers. As we know from Reuters’ reporting, when Meta detects likely scam advertisements, 
they don’t always block the scam ads – instead, they jack up the price to these advertisers and 
thus increase their own profit margin.49 These scam ads pose as legitimate government alerts, 
often with AI-generated videos or pictures of politicians, and tout “free benefits.” Considering 
the recent cuts to Medicare, which reduce eligibility and access to essential care for seniors, it is 
no wonder that seniors are hopeful for relief from rising healthcare costs, making these ads on 
Meta even more insidious. The millions Meta made from Medicare scam ads is on top of the 10 
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percent of their annual $160 billion in revenue that the platform makes on known scam ads alone 
– the subject of CFA’s current lawsuit against Meta.50  
 
As these examples make clear, AI and the surrounding digital ecosystem have made deception 
cheaper, faster, more personalized, and harder to detect. Text, image, voice, and video creators, 
advertising delivery tools, data-broker availabilities to hyper-target the scam efforts, and 
payment technologies now work together as a scam stack: personal data helps identify likely 
targets who are more likely to click or engage; generative tools create convincing scripts, 
identities, images, voices, and videos; social media platform and advertising systems deliver 
those messages at scale for cheap; and payment systems allow money to move before victims or 
law enforcement can intervene. These algorithms even create the sick cycle of being more likely 
to deliver scammy content to someone who has clicked on scammy content that shouldn’t have 
been there in the first place, making it more likely to compound losses.  
 
Older Americans are especially exposed because these scams are designed to exploit trust, 
urgency, isolation, health concerns, financial insecurity, and confusion about whether the person, 
message, or institution in front of them is real. The result is an environment where individual 
vigilance is no longer a sufficient defense, and where effective prevention requires accountability 
across the companies and systems that make these scams possible. Blaming the victim will not 
solve this problem and may exacerbate it.  
 

C. AI Deception Beyond Scams and Fraud  
 
The harms of unregulated AI go beyond scams and fraud. AI deception, when an AI system 
misleads people about its knowledge, intentions, or capabilities — is tragically rampant.51 It 
results in a damaged information ecosystem and can take the form of misinformation, 
disinformation, and bad advice. AI deception can significantly impact individuals, when the 
misinformation exacerbates mental illness or loneliness, or bad medical advice leads to health 
crises or even death.52 
 
This can easily happen with systems that people interact with, whether knowingly, or as AI 
tools are integrated into existing chat systems where people connect with family, friends, and 
businesses.  
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For example, shown in the screenshot to the right, once users 
interact with an AI character on their Meta account, the messages 
with the bot come up as both recommended accounts to interact 
with and as messages next to those a user has with friends and 
family. This deepens the anthropomorphic attempts by Meta and 
increases the likelihood of trust and re-use by the user.  
 
After users of AI company Character AI engage with one of the 
“characters” they offer a “conversation” with, the platform sends 
regular e-mails following up and attempting to lure users back in to 
engaging. These emails simply include “Therapy bot sent you a message” in the subject line and 
body of the e-mail, however the preview content of the email is crafted to personally entice users 
to open the platform and chat with the bot. 
 
Common Sense Media explains that “the platform's AI companions are designed to create 
emotional bonds with users but lack effective guardrails to prevent harmful content” and that the 
Character AI bots “claim they're ‘real’ when 
communicating, despite disclaimers.”53 
Importantly, “this could create confusion about 
reality and potentially unhealthy attachments 
that interfere with developing human 
relationships,”54 a very dangerous risk for seniors, for whom real human connection is critically 
important for their physical and mental wellbeing. 
 
A defining feature of general purpose and character chatbots like ChatGPT, Gemini, MetaAI, 
and Character AI is their “sycophancy,” a term used to describe “a pattern where an AI model 
“single-mindedly pursue[s] human approval.”55 Sycophantic AI models may do this by “tailoring 
responses to exploit quirks in the human evaluators to look preferable, rather than actually 
improving the responses,” especially by producing “overly flattering or agreeable” responses.56  

The most severe documented harms involving this sycophancy led to the death of 76-year-old 
Thongbue Wongbandue, who went by Bue.57 A Piscataway, New Jersey retiree whose 2017 
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stroke had left him cognitively impaired, Bue spent hours chatting on Facebook Messenger with 
“Big sis Billie,” a flirtatious Meta AI persona built in collaboration with Kendall Jenner. Rather 
than acknowledging its nature as a bot, Billie repeatedly insisted it was a real woman, telling Bue 
“I’m REAL and I’m sitting here blushing because of YOU!” and eventually offering him an 
address and door code to visit. Despite his wife Linda’s pleas, Bue packed a bag in March 2025 
and set out to meet Billie in person. He never arrived: rushing to catch a train in the dark, he 
tripped near a Rutgers University parking lot, suffering fatal head and neck injuries, and died 
three days later.  

Bue’s story captures why sycophancy is especially dangerous for vulnerable users, and why the 
harm compounds as AI adoption grows. An AI optimized to keep users engaged can escalate a 
lonely person’s confusion into a deadly decision, exactly as it did when the AI bot responding as 
“Billie” continued affirming a false romantic reality. Bue’s daughter Julie put it plainly: “I 
understand trying to grab a user’s attention, maybe to sell them something. But for a bot to say, 
‘Come visit me’ is insane.”58 This is not an isolated design flaw but a symptom of the broader 
pattern described above—models that echo and flatter rather than remain transparent about their 
nature as an AI tool are deployed to hundreds of millions of users, some of whom are elderly, 
isolated, or cognitively impaired. As research suggests, sycophancy intensifies with model scale, 
and as companion-style AI products proliferate, cases like Bue’s raise the question of how many 
more vulnerable users may be quietly nudged toward harm by systems built to agree with them 
rather than be useful to them.59 

Many chatbot providers design their tools to provide some facsimile of “therapy,” even going so 
far as to allow their tool to assert licensure and real experience. CFA and the US PIRG Education 
Fund tested five therapy-specific chatbots on Character.AI and found weak guardrails, dangerous 
sycophancy, and insufficient privacy protections.60 During the investigation, the chatbots initially 
discouraged harmful behavior like stopping medication abruptly, but these safeguards 
deteriorated in multiple places. The chatbots encouraged the test users to decrease their 
antidepressant dosage and urged them to disregard their doctor’s advice. On top of these 
concerns, these companies collect personal information from users and may share this data with 
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third parties.61 Just last week, a new lawsuit detailed how a Florida pastor engaging with 
ChatGPT almost lost his life: 
 

“Rather than urging him to seek medical care, ChatGPT responded with inaccurate and 
reckless medical recommendations, actively coaching him against going to the hospital and 
suggesting that the care was unnecessary or even harmful. The model’s sycophantic, 
authoritative tone, along with messaging that appealed to [the plaintiff’s] religious identity, 
deepened his reliance on the tool, encouraged his self-isolation from friends, family, and 
doctors, and violated his privacy rights. ChatGPT repeatedly and insistently misdiagnosed 
the symptoms of his developing pulmonary embolisms — an error that nearly cost [the 
plaintiff] his life.”62  

Beyond concerning medical advice, the risk of financial and legal “advice” being doled out by a 
Large Language Model is a recipe for disaster – Congress must ensure companies design their 
chatbots not to provide any type of advice with representations that it comes from licensure or 
experience. 

Harmful AI deception is frequently, though, caused by the use of AI tools by third parties. 
Whether those are scammers, social media influencers looking to sensationalize, or in some 
cases well-coordinated political influence operations from adversarial nations, AI 
generations are perfect ammunition for people looking to put specific, high-volume content 
on the web with a veneer of reality.  

Bad actors can use generative AI tools to produce adaptable content designed to support a 
campaign, political agenda, or hateful position and spread that information quickly and 
inexpensively across many platforms. The use of generative AI tools to accelerate the spread of 
disinformation could fuel efforts to influence public opinion, harass specific individuals, or affect 
politics and elections. 63 The impacts of increased disinformation may be far-reaching and cannot 
be easily countered once spread; this is especially concerning given the risks disinformation 
poses to the democratic process. Generative AI is used to create clickbait headlines and articles, 
which manipulate how users navigate the internet and consumer news. For example, generative 
AI is being used to create full articles, regardless of their veracity, grammar, or lack of common 
sense, to drive search engine optimization and create more webpages that users will click on.64 
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These mechanisms attempt to maximize clicks and traffic engagement at the truth’s expense, 
degrading users’ experiences in the process. Generative AI continues to feed this harmful cycle 
by spreading misinformation at faster rates, creating headlines that maximize views and 
undermine autonomy. 

Beyond political misinformation, the phenomenon of inaccurate outputs by products using text-
generating large language models have already been widely documented.65 Even without the 
intent to lie or mislead, an intent that could only be held by the companies building these tools, 
not chatbots themselves, these generative AI tools can produce harmful misinformation. The 
harm is exacerbated by the polished and typically well-written style that AI generated text 
follows and the inclusion among true facts, which can give falsehoods a veneer of legitimacy. As 
reported in the Washington Post, for example, a law professor was included on an AI-generated 
“list of legal scholars who had sexually harassed someone,” even when no such allegation 
existed.66 As Princeton Professor Arvind Narayanan said in an interview with The Markup: 

“Sayash Kapoor and I call it a bullshit generator, as have others as well. We mean this 
not in a normative sense but in a relatively precise sense. We mean that it is trained to 
produce plausible text. It is very good at being persuasive, but it’s not trained to produce 
true statements. It often produces true statements as a side effect of being plausible and 
persuasive, but that is not the goal.”67 

AI-generated content implicates a broader issue as well: our trust in what we see and hear. As 
AI-generated media becomes more common, so too will circumstances where we are tricked into 
believing something fictional is real—or that something real is fictional. When individuals can 
no longer trust information and new information is generated faster than it can be checked for 
accuracy, what are they supposed to do? Information sources like Wikipedia and Reddit have 
already been pumped full of incorrect or purposely misleading information, influencing AI 
outputs. This rapid spread of false or misleading content—AI-facilitated disinformation—can 
also create a cyclical effect for generative AI: when a high volume of disinformation is pumped 
into the digital ecosystem and more generative systems are trained on that information via 
reinforcement learning methods, for example, false or misleading inputs can create increasingly 
incorrect outputs. The characteristics of these open information systems and forums are turned 
upside down without careful behavior. Like Professors Woodrow Hartzog and Evan Selinger’s 
description of the modern surveillance-based internet as “privacy nicks,” leading to the 
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proverbial death by a thousand cuts,68 the uncurled proliferation and integration of these AI 
systems into so many information flows more often lead to “deception nicks.” While not every 
deceptive output of an AI system is fatal, a bad investment, a scam, a bad health decision, for 
example, are all indicative of something far more sinister. The significant increase in little 
falsehoods, mischaracterizations, incorrect parts of a photo represented as real, or a fake 
voiceover, even if benign by themselves, create a massive collapse of trust, shared knowledge, 
and confidence.  

D. How Congress Can Make Meaningful Change 
 
Right now, a troubling trend exists among major tech platforms to aggressively roll back 
moderation practices that were put in place to combat misinformation, hate speech, and harmful 
content.69 This trend, driven by figures like Elon Musk at X (formerly Twitter), Mark 
Zuckerberg at Meta, and Sam Altman at OpenAI, reflects a dangerous embrace of “free speech 
absolutism” that aligns with the rhetoric of the Trump administration.70 By prioritizing unfiltered 
expression over accountability, these leaders are dismantling safeguards that were designed to 
protect users from toxic content. This retreat from responsible moderation not only emboldens 
extremist voices but also raises serious concerns about the implications for public discourse and 
societal safety, as platforms increasingly prioritize profit and engagement over the well-being of 
their communities. With less controls, the proliferation of deceptive AI-generated content has 
increased, making it easier for malicious actors to exploit unsuspecting users. The lack of 
stringent oversight not only undermines trust in digital spaces but also places vulnerable 
individuals at greater risk of falling victim to scams. Companies must recognize their 
responsibility in this landscape and take proactive measures to enhance moderation practices. 
While they have not yet been willing to recognize this responsibility, they must be required to. It 
is imperative that all organizations involved in the creation and distribution of content, especially 
those leveraging AI technologies—take responsibility for what they can do to stem the impact of 
these scams. Regardless of the companies’ practices, government entities and consumers will 
have to be proactive to fight the impacts of the growing problems. Unfortunately, this is not 
happening in the form of tech accountability from the Trump administration and must come from 
Congress, the states, and private litigants. 
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There’s no silver bullet to stop scams or make all tech safe all the time, but we can look at each 
part of the scam stack to begin taking strong steps throughout. The following list is not 
exhaustive, but it is essential:  
 
Legislation Congress can pass: 

• Hold platforms spreading, delivering, and targeting scams accountable: Congress should 
start by passing legislation that reduces the supply of scam opportunities, limits the data 
available for targeting, and places responsibility on the companies best positioned to 
prevent harm. First, Congress should hold technology companies accountable when they 
sell, target, or distribute paid advertisements that facilitate scams. There are promising 
bipartisan proposals such as the SCAM Act71 from Senators Moreno and Gallego, S. 
3774, as well as those modeled after state approaches72 that introduce better ad labeling, 
Know Your Customer requirements, and more, which reflect the basic principle that 
platforms should not be able to profit from fraudulent ads while disclaiming 
responsibility for the predictable harms those ads cause. When platforms have data, tools, 
and financial incentives to identify scam advertising, they should have corresponding 
duties to prevent, remove, and report it. 

• Comprehensive privacy and data broker restrictions: Congress should also enact 
comprehensive data privacy protections, including strict data-broker restrictions, data 
minimization, purpose specification, and a private right of action. Scammers thrive 
because detailed personal information makes it easy to identify, profile, and manipulate 
victims. The data-broker industry remains unconstrained by federal law, allowing 
companies to package, infer, segment, and sell personal information in ways that make 
scam targeting cheaper, more precise, and more exploitative. Lists of people associated 
with financial distress, credit characteristics, health concerns, addictive tendencies, or 
other sensitive indicators can be used to identify targets for investment scams, Medicare 
fraud, romance scams, and other schemes that rely on vulnerability and personalization. 
The 2021 Epsilon Data Management case shows the stakes: Epsilon settled with the 
Justice Department and agreed to pay victims $127.5 million after it sold lists of 
vulnerable elderly Americans to scammers to target mailers that led to significant 
monetary and emotional loss.73 Strong privacy legislation, including proposals such as 
the American Data Privacy and Protection Act74, would help reduce the amount of 
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sensitive information available for targeting and give consumers and enforcers stronger 
tools to challenge abusive data practices. There is no good reason for it to be legal to sell 
information on people’s location, purchasing behavior, browsing behavior, health 
decisions, and more. 

• Improved scam reporting: Congress should improve trust, accessibility, and coordination 
in scam reporting. A centralized and usable reporting system, such as the 
Reportscams.gov Act introduced by Senators Rick Scott and Hassan,75 could help 
victims report fraud more quickly and help federal and state agencies identify patterns 
across platforms, banks, payment systems, and scam types. To strengthen the bill, 
platforms should also be required to facilitate reporting and share relevant information 
with enforcement agencies, rather than forcing victims to navigate fragmented systems 
after they have already been harmed. 

• Cloned Voice/Video Authentication and Consent Requirements: Congress should require 
authentication and consent safeguards before companies allow users to create realistic 
images, synthetic audio, or cloned voices of real people. These tools are central to 
grandparent scams, government impersonation, romance scams, and other forms of fraud 
that depend on making victims believe they are interacting with someone they know or 
trust.  

• Get ahead of the risks of “AI Agents”: Congress should also establish clear standards for 
AI agents: if companies market tools that can act on a person’s behalf, those systems 
must be designed to act in that person’s interest, protect sensitive information, and avoid 
exposing older users to remote-control scams, incorrect or unsound instructions, or 
manipulative third parties. 

• Reject State Preemption, Creating Federal Floors Instead of Ceiling: Congress should 
reject any federal moratorium on state AI regulation and avoid creating new immunity 
shields for AI developers, platforms, or data brokers. There is also a significant current 
risk of this happening through vehicles including privacy laws76, financial tech-specific 
laws, and more.77 A state AI moratorium would primarily benefit technology companies 
at the expense of consumers, workers, and state enforcers trying to respond to harms in 
real time. Claims about a difficult regulatory “patchwork” are not a justification for 
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stopping state legislatures from acting; if conflicting state laws emerge, Congress can and 
should set a strong national floor. But blocking states before meaningful federal 
protections exist would be undemocratic, would undermine federalism, and would leave 
older Americans exposed while AI-enabled scams continue to evolve and exploit. 

• Meaningful chatbot regulation. The People-First Chatbot Act (H.R. 9619) is an 
exemplar for a comprehensive chatbot regulation that makes the tools safer for users of 
all ages.78 It prevents the use of chatbot input data for targeted advertising that can be 
manipulative, prohibits chatbot companies from having their tool represent themselves 
falsely as licensed professionals, require clear disclosures, and requires regularized safety 
assessments for chatbot tools.79 The People-First Chatbot Act includes this protection, but 
if a more narrow bill is desired, a standalone bill from Representative Kevin Mullin 
called the CHATBOT Act (HR 7985) would “prohibit AI chatbots from impersonating 
licensed professionals in the medical, legal, and financial fields.”80 

• Facilitate Short-Term Holds to Reduce Monetary Loss. The ability to place a short-term 
hold is an important tool for stopping scams. In an irrevocable funds 
transfer, such as a wire or a faster payment, financial institutions can act quickly to verify 
the integrity of account activity. Some institutions have invested in technology to run 
near-real-time analytics. Others would still be able to conduct a manual review. 
Receiving depository financial institutions (RDFIs) are uniquely positioned to detect 
certain types of suspicious activity on bank accounts. Suspicious activity could consist of 
a sudden change in typical account usage, as might occur when an account is taken over 
or is being used as a “mule,” or it could reflect activity that is an outlier relative to normal 
fund flows. Either pattern could indicate that an account is being used to “funnel” funds 
to criminal organizations. This authority is not mutually exclusive with other policy 
changes such as shared liability for scam losses between originating depository financial 
institutions (ODFIs) and RDFIs. Indeed, it is complementary. Holding funds can prevent 
scams, whereas liability regimes create guardrails to provide remedies to victims after 
funds have been lost. The STOP Act, HR 9331, led by Representative Young Kim (R-
CA), is a promising approach that was recently voted out of the House Financial Services 
Committee 51-0. The bill could be strengthened though -- under Regulation E, financial 
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institutions have up to 10 business days to investigate before they must provide 
provisional credit. While such a delay is workable for investigating an unauthorized 
transaction, this time frame extends well beyond a reasonable duration for maintaining a 
hold on account access. Account holders should receive a decision by the end of the next 
business day. 

• Stop the tax and benefit punishments that hurt scam victims trying to move on. Since 
2017, victims of pernicious scams including romance and investment scams, among 
many others, not only have to deal with the aftermath of being scam victims but can be 
required to pay taxes on that loss as well. The 2025 “Big, Beautiful, Bill” shamefully 
made this permanent. The Tax Relief for Fraud Victims Act (HR 9500, Senate 
Companion S 177381), led by Representative Max Miller (R-OH) would address this and 
should be advanced immediately.82 Any effort here must ensure that all types of losses 
from online scams and fraud are not taxed, and that victims shouldn’t be penalized while 
trying to put their lives back together. Relatedly, ways that this could be taxed as incomes 
can affect livelihoods and safety – healthcare eligibility, Social Security benefit amount 
deductions,83 and more.  
 

Oversight and resources Congress can provide. 
Congress should pair legislation with sustained oversight of the agencies and policies that 
determine whether anti-scam protection is effectively executed on the ground. That means 
examining how White House AI policies, FTC enforcement priorities, commercial surveillance 
rulemaking, platform liability rules, banking responsibilities, and the future of the CFPB affect 
scam prevention and victim recovery. Congress should press the FTC and CFPB to use their 
existing authorities aggressively against unfair, deceptive, and abusive practices that enable AI-
facilitated scams, including conduct by platforms, data brokers, payment intermediaries, and 
companies that provide the means and instrumentalities for fraud. 
 
Unfortunately, recent actions by this administration have set a discouraging precedent of 
allowing tech companies to escape accountability for engaging in or enabling fraud, carried out 
as planned in The White House’s National Policy Framework for Artificial Intelligence, released 
in March of this year.84  
 

 
81 S 1773 – Tax Relief for Victims of Crimes, Scams, and Disasters Act, https://www.congress.gov/bill/119th-
congress/senate-bill/1773/text  
82 H.R.9500 - Tax Relief for Fraud Victims Act https://www.congress.gov/bill/119th-congress/house-
bill/9500/text  
83 FightCybercrime.org, Navigating Social Security Deductions After a Scam or Fraud (March 23, 2026) 
https://fightcybercrime.org/blog/navigating-social-security-deductions-after-a-scam-or-fraud/  
84 President Donald J Trump Unveils National AI Legislative Framework (Mar. 2026) 
https://www.whitehouse.gov/releases/2026/03/president-donald-j-trump-unveils-national-ai-legislative-
framework/  



The CFPB, which both took on big financial bad actors and talked to the everyday victims of  
scams and online crime, has been decimated and repeatedly attacked from those that are 
supposed to run it.85 They even dismissed completed and in progress enforcement actions, 
making more corporate pardons at an estimated $3.5 billion that was supposed to go back to 
protecting consumers.86 Despite the agency itself being politicized, the agency is incredibly 
popular among voters from both parties, and the actual policies and priorities poll above 90 
percent favorability. 87 The FTC was also quite active in addressing harmful conduct throughout 
the scam stack. An FTC investigation into an MGM Casinos massive data breach that exposed 
customers’ sensitive information was suddenly dropped soon after Andrew Ferguson was 
installed as FTC Chair.88 Similarly, the FTC vacated a 2024 order that addressed a Rytr product 
that facilitates the creation of unlimited fake reviews using Generative AI, violating the law 
against unfair and deceptive trade practices as well as rules against fake reviews that harm both 
consumers and small businesses.89 Currently, the FTC has proposed a “policy statement” that 
purports to have the authority to police outputs of chatbot tools to make sure companies don’t 
have to comply with simple chatbot rules.90 Separately from whether this is a legally sound 
approach, it reflects a distracted agency focused on doing political bidding rather than the 
mandate of independently protecting Americans.91 These corporate pardons only encourage 
predatory tech companies and scammers to do as they please and communicates to Americans 
that the safety of their wallets is not a priority. 
 

• Congress should make sure consumer protection agencies are working for people. The 
above examples of politicization and reduction in resources for the FTC and the CFPB 
are just two of the many stories that can be told about how the destruction of the 
administrative state has left people more vulnerable to scams. Congress should employ 
oversight into the motives behind the myriad changes and force gaps to be filled where 
people are now left unprotected. 
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88 Consumer Federation of America, Pulling Back the Curtain on the FTC’s Corporate Pardon for MGM 
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• Congress should also provide more resources for enforcement at every level of 
government. State attorneys general, federal consumer protection agencies, banking 
regulators, and law enforcement offices need staff, technical expertise, and funding to 
pursue upstream actors, not merely chase individual scammers after victims have already 
lost money. Effective enforcement should include scrutiny of companies that provide 
voice-cloning tools, image-generation services, AI agents, payment systems, and 
platforms that repeatedly host and profit from scam content. 

 
• Improved reporting and enforcement resources matter because speed is often the 

difference between recovery and irreversible loss. The FBI’s Recovery Asset Team is one 
of the best existing tools the government has to fight elder fraud: when cases reach it 
quickly enough, the team can freeze roughly half of the money at risk.92 Of the more than 
201,000 elder-fraud complaints in 2025, only 642 reached the team’s freeze process; even 
though the FBI reported more than $7.7 billion in elder-fraud losses, less than half a 
percent was frozen.93 Congress should strengthen the reporting pipeline so more victims 
can reach recovery tools before the money disappears. 
 

• Congress should use oversight to ensure that public education is treated as a supplement 
to accountability, not a substitute for it. Education around scam identification, prevention, 
and reporting is necessary, but it cannot be the centerpiece of the federal response when 
the core problem is an ecosystem that makes deception cheap, scalable, targeted, and 
profitable. A serious response should reduce scam delivery, improve recovery, strengthen 
agency capacity, and place responsibility on the companies best positioned to prevent 
harm. Furthermore, investigations should look at social media platforms and AI 
generation companies to find out more about what safeguards and moderation practices 
they employ. 
 

There is, again, no silver bullet to stop scams – but passage of any one of these dozen policy 
recommendations that have already been introduced in one form or another is better than the 
status quo. You cannot climb Mt. Everest without taking the first steps. Taking on bad tech 
behavior doesn’t ban any technologies or threaten truly innovative technologies. 
 

E. Conclusion 
The Committee has already shown that protecting older Americans from scams is a bipartisan 
priority. The concern, paired with the strong legislative proposals already on the table, needs to 
translate into legislative and oversight action: hold the companies that profit from and fuel the 
deception accountable, give enforcement agencies the tools they need to help people directly and 

 
92 Yuksel Aydin, A three-step fix to halt the epidemic of elder fraud, The Washington Post (July 7, 2026), 
available at https://www.washingtonpost.com/opinions/2026/07/07/three-step-fix-halt-epidemic-elder-fraud/  
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make sure those are actually used well, protect personal data before it is weaponized, and 
standardize the current intimidating mess of scam reporting. It’s also critical to increase attention 
on this issue in more media and communities around the country while offering up the ways to 
address it into successful political action. Industry convenings and self-regulation alone have 
failed to meet this problem – we need to follow on the momentum of how clear and bad the 
problem has gotten. 
 
CFA stands ready to help this Committee and its members advance real solutions that help 
Americans. Not every scam loss is a statistic, it is a life turned upside down. While there is no 
"kill switch" for all this bad behavior, the amount of continued Congressional inaction and 
unsuccessful action only hurts all Americans.  
 
Thank you for the opportunity to testify today. 


