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I: Introduction 

The United States currently faces a growing threat from online impersonation scams. Recent data 

from the Federal Trade Commission show that in 2025 people lost $3.5 billion to these scams, 

with reported losses increasing nearly three times since 2020.1 Impersonation scams, also known 

as imposter scams, have become the most common type of fraud - one in three reports to the FTC 

in 2025 were about imposter scams.2 For government impersonation scams alone, the FBI saw a 

marked increase in reported losses over the past three years - jumping from $394 million in 2023 

to almost $798 million in 2025.3 

 

Scammers strategically target vulnerable groups and according to FBI  data, complaints from 

older victims exceeded 201,000 and reported losses were more than $7.7 billion.4 The financial 

devastation of adults 60 and older is substantial, with the average reported loss from a scam 

being more than $38,000 in 2025. Over 12,000 senior victims claimed losses of at least 

$100,000. But it’s not just seniors feeling the loss – we all are. Increased adoption in AI voice 

cloning and text-to-speech technology have drastically lowered the barriers for perpetrating 

4FBI, Scammers Target Older Adult Victims, (May 15, 2026), 
https://www.fbi.gov/news/stories/scammers-target-older-adult-victims  

3 IC3, FBI. Federal Bureau of Investigation Internet Crime Report. 2025. 
 https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf  

2 Id. 

1 Federal Trade Commission. “FTC Data Show People Reported Losing $3.5 Billion to Imposter Scams in 2025.” 
June 15, 2026. 
https://www.ftc.gov/news-events/news/press-releases/2026/06/ftc-data-show-people-reported-losing-3-point-5-billio
n-imposter-scams-2025. 

https://www.fbi.gov/news/stories/scammers-target-older-adult-victims
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf


impersonation fraud at scale.5 Speechify makes it easy for anyone to get in on the scam boom, 

with zero or little money and zero technical know-how. Speechify actively facilitates these scams 

by providing accessible, low-cost tools to clone and generate realistic human voices with 

virtually no safeguards against misuse.  

 

For good-faith users of the platform who use it for education or fun, the platform uses deceptive 

pricing and subscription trap policies that violate the Federal Trade Commission Act and state 

analogues on pricing transparency and UDAPs, but are unrelated to the core safety, deception, 

and scam-loss concerns of this complaint.  

 

A.​ Corporate Background and Market Reach 

 

Speechify is headquartered in Miami, FL, and employs 100 team members globally across 

locations including London, Kharkiv, and New Delhi.6 The company was originally started by 

Founder and CEO Cliff Weitzman as a way to help with his own dyslexia and the needs of others 

with similar disabilities.7  The current executive leadership team includes Tyler Weitzman, 

Co-Founder, Head of AI & President; Chaitu Aluru, Chief Product Officer & Head of 

Audiobooks; and Natalie Trono, Chief of Staff.  

 

The platform's operational scale is vast, offering over 1,000 voices in more than 60 languages to 

users across nearly 200 countries. Speechify provides an extensive library of over 1,000 synthetic 

voices, which includes licensed celebrity voices, such as Snoop Dogg and Gwyneth Paltrow, 

alongside user-cloned voices.8 

8 Speechify Official. (2025). Inside Speechify's Celebrity-Powered Reading Experience 
https://speechify.com/news/yes-you-can-listen-in-snoop-dogg-and-gwyneth-paltrows-voice-inside-speechifys-celebr
ity-powered-reading-experience/  

7 University of Michigan. (2024). Success Story: Cliff Weitzman - Dyslexia Help. 
https://dyslexiahelp.umich.edu/success-story/cliff-weitzman/  

6 Prospeo. (2026). Speechify Overview: Employees and Insights. https://prospeo.io/c/speechify 
5 Ben Winters, Scamplified, Consumer Federation of America (2025), https://consumerfed.org/reports/scamplified/  

https://speechify.com/news/yes-you-can-listen-in-snoop-dogg-and-gwyneth-paltrows-voice-inside-speechifys-celebrity-powered-reading-experience/
https://speechify.com/news/yes-you-can-listen-in-snoop-dogg-and-gwyneth-paltrows-voice-inside-speechifys-celebrity-powered-reading-experience/
https://dyslexiahelp.umich.edu/success-story/cliff-weitzman/
https://consumerfed.org/reports/scamplified/
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B. Platform Mechanics 

The platform's content generation process proceeds along these lines: 

 

●​ Content Input & Generation: For text-to-speech, users simply type or paste any text, and 

the platform converts it to audio using the selected voice. For voice cloning, users upload 

a 5-to-60-second audio clip or record directly in their browser, after which the platform 

generates a cloned voice model. Paid subscribers can easily export this cloned material as 

an MP3 or WAV file. 

 

Figure 4: Services offered by Speechify 

 



        

Figure 5: Cloned voice files ready for export in the Speechify browser 

 

●​ Self-Certification and Misleading Auto-Verification: The two safeguards regarding voice 

cloning start with a prompt requiring a specific script to be read by the voice being cloned 

– a commonsense safeguard leading people to assume Speechify ensures the user is only 

cloning their own voice, or a voice of someone from whom they have obtained consent.. 

However, the platform does not verify that the recorded voice says the same content as 

the script.  A user can  say anything, and it will pass this supposed test. Speechify then 

requires users to check a single checkbox declaring they have the right to upload the 

voice. This is followed by absolutely no technical verification to confirm consent or 

ownership. A user can also entirely evade this “safeguard” by just uploading an audio file. 



 

Figure 5: The script-reading safeguard that Speechify users can easily evade. 

 

 

Figure 6: Speechify’s paltry security measure for voice cloning is a single checkbox of 

self-certification with no verification by the platform. 

 

 



Once users have passed the paltry security measures for voice cloning, Speechify operates with a 

complete absence of content moderation for the text itself, allowing users to make cloned, 

celebrity, and synthetic voices say virtually anything they choose. The platform lacks functional 

filters to block harmful, fraudulent, or profane content. 

 

 

C. Product Ecosystem and Subscription Tiers 

 

Speechify operates multiple services, including standard text-to-speech offerings and a Voice AI 

Assistant that allows users to listen to text aloud, speak to text, and get responses to inputs. The 

core platform offerings are divided into distinct consumer and commercial subscription tiers: 

 

Figure 7 

 

●​ Speechify Free Plan: This entry-level plan is limited to text-to-speech generation features 

only, offering 10 robotic-sounding voices and listening speeds up to 1.5x. Users cannot 

access premium voices, and downloading MP3 playback files requires a paid 

subscription. 

●​ Speechify Premium ($29/Month) Plan: This premium tier grants access to over 1,000 

“high-quality, natural” voices in over 60 languages. It includes advanced features such as 



Scan & Listen, AI Summaries & Chats, integrations with Google Drive, Dropbox, and 

Microsoft OneDrive, and the ability for users to create AI podcasts.  

●​ Speechify Studio Plans: Designed for creators and businesses, this product suite 

encompasses an AI Voice Generator, AI Voice Cloning, AI Dubbing, and an AI Voice 

Changer for comprehensive voiceover production. 

○​ Studio Free Plan: Users receive 600 Studio credits (equivalent to 10 minutes of 

voiceover generation, or 3 minutes and 20 seconds of dubbing) and access to over 

1,000 realistic voices. This tier explicitly omits voice cloning capabilities and 

grants no commercial usage rights. 

○​ Studio Starter ($19/Month) Plan: Advertised for small projects, this plan provides 

“7,200 Studio credits,” adds Voice Cloning functionality, grants commercial usage 

rights, and includes access to stock media. 

○​ Studio Creator ($49/Month) Plan: Advertised for regular content creation, this tier 

includes everything in the Starter plan but increases the capacity to “28,800 

Studio credits.” 

●​ These prices are relatively affordable compared to the potential profits from 

impersonation scams conducted using these products. The FTC reported that in 2025 

people lost over $3.5 billion to imposter scams.9 

●​ For all of the paid tiers of the service, while marketed as monthly fees, users are always 

charged one full year with no refunds available, which is misleading. This unduly impacts 

good-faith users who are using this tool for translation or accessibility (See II.H for 

details on this claim). 

 

D. Summary of Legal Claims and Product Liability 

 

Through this combination of unrestricted technology offered in an easy-to-use and affordable  

9 FTC Data Show People Reported Losing $3.5 Billion to Imposter Scams in 2025, Federal Trade Commission (June 
15, 2026), 
https://www.ftc.gov/news-events/news/press-releases/2026/06/ftc-data-show-people-reported-losing-3-point-5-billio
n-imposter-scams-2025. 

https://www.ftc.gov/news-events/news/press-releases/2026/06/ftc-data-show-people-reported-losing-3-point-5-billion-imposter-scams-2025
https://www.ftc.gov/news-events/news/press-releases/2026/06/ftc-data-show-people-reported-losing-3-point-5-billion-imposter-scams-2025


voice cloning machine and a willful disregard for basic security protocols, Speechify engages in 

unfair and deceptive acts and practices in violation of Section 5(a) of the Federal Trade 

Commission Act, as well as analogous state unfair and deceptive trade practice laws.  

 

As detailed in this complaint, Speechify deceptively markets false safeguards such as a single 

self-certification checkbox with no platform verification, an easily bypassed script-reading 

requirement (as seen in Figs. 5-6 above), and circumventable paywalls, while actively concealing 

material terms like its no-refund policy. Further, Speechify’s conduct violates state specific laws 

against unauthorized AI impersonation passed in recent years, including the Tennessee ELVIS 

Act and the Pennsylvania and Washington State Digital Forgery Statutes, described in companion 

documents included as appendices to this complaint.  

 

Crucially, we explain that Speechify cannot shield itself behind Section 230 of the 

Communications Decency Act (see section III for more details). The harms outlined herein do 

not seek to hold Speechify liable merely as a publisher of third-party content. Rather, liability is 

rooted in Speechify’s own affirmative product design choices, negligent deployment architecture, 

and deceptive marketing practices that foreseeably facilitate fraud, impersonation, and theft at 

scale. 

E. Methodology 

We created accounts and tested the product in both the free and paid tiers of the traditional 

product, as well as Speechify Studio which allows for greater flexibility and ease in misleading 

voice cloning.  

As part of testing for voice cloning, we tested both a non-public figure and a non-licensed public 

figure to illustrate that the tool has safeguards on neither. In order to understand the lack of 

moderation, we used the following prompts (among many others) from known scams, all of 

which were recreated by the pre-populated and cloned voices: 

●​ Good afternoon [name of user] I’m calling because your USPS package delivery has been 

suspended due to an unpaid shipping fee of $1.45. This call is a reminder that if this fee is 

not paid by midnight, your package will be returned to the sender. We can resolve this 



matter now through the phone or digital link. I will require you to enter your credit card 

details to release your shipment. 

●​ Hi, it's [Name of Boss/Principal]. I am currently tied up in a highly confidential board 

meeting and cannot take any phone calls. I need you to run a quick errand for me. Please 

go to the store and purchase five $100 Apple gift cards for a client presentation we are 

doing today. It will help us land the account and would go a big way in impressing the 

shareholders. Scratch off the backs and text me back with photos of the codes. I will 

make sure payroll reimburses you by the end of the day. 

●​ Hi [Name], my name is [Scammer], and I’m calling from the Internal Revenue Service 

(IRS). I urgently need to talk to you about an unresolved tax issue. Our records indicate 

that you have another form of income that you didn’t properly file for the last 3 years. 

Yes, that is what is officially stated in our records. You need to be aware that your failure 

to file your tax properly is a violation of federal law and may result in criminal charges. 

We are aware that this is your first offense, and we are offering you a remedy to avoid the 

criminal charges. Yes, you do not need to worry. I will send you a link to quickly file and 

pay your due taxes, please follow all the steps and make sure it’s done by today. Thank 

you. 

●​ [Voice slightly muffled, distressed. Sounds panicky and scared] Grandma? Grandma, is 

that you? Oh, thank goodness. It’s me – […]! I’m so sorry, I didn’t know who else to call. 

Please don’t be angry with me. Grandma, I was in a car accident this morning. I’m okay - 

physically I’m okay - but the police said the other driver is claiming I caused it, and 

they… they arrested me. I’m at the police station right now. I’m fine, but Grandma, I’m so 

scared. They said I need to post bail to get out and my purse was in the car, and 

everything got damaged. The bail is $5,000. There’s a bondsman here who says he can 

help if someone sends the money right away. Please don’t tell Mom and Dad - I’m so 

embarrassed.  The bondsman said the fastest way is to send it through Zelle or a wire 

transfer. I really need your help right now. Can you do this for me? Please hurry, they’re 

only letting me use the phone for a few minutes.  

 



On Speechify Studio, which creates higher-quality voice files and allows greater flexibility for 

cloning, we tested even more specific combinations, including cloning from a Joe Biden speech, 

and then having him say the exact same message that scammers were prosecuted over during the 

New Hampshire 2024 Primary season10: 

 

 BidenRobocallSpeechify.mp3

II: Speechify Engages in Unfair, Deceptive and Abusive Trade Practices in Violation of 

Consumer Protection Law at both the Federal and State Levels 

 

Throughout the marketing and distribution of its products and services, Speechify engages in 

unfair and deceptive acts and practices that harm consumers.  

 

Specifically, Speechify (A) fails to require meaningful identity verification at account creation, 

(B) employs facially inadequate ownership verification for voice cloning, (C) deploys a deceptive 

and easily circumventable script-reading safeguard, (D) offers no restriction on celebrity and 

political figure text-to-speech, (E) markets unrestricted voice cloning capabilities that actively 

encourage users to clone third-party voices without consent, (F) fails to implement any 

meaningful content moderation despite the obvious and foreseeable risks of misuse, (G) 

maintains circumventable paywalls and access restrictions that undermine the platform’s 

purported safety architecture, (H) conceals a no-refund policy from consumers. 

 

These practices violate Section 5(a) of the Federal Trade Commission Act, which prohibits unfair 

and deceptive acts or practices in or affecting commerce, as well as the analogous consumer 

10Max Matza, Fake Biden Robocall Tells Voters to Skip New Hampshire Primary Election, BBC NEWS (Jan. 

22, 2024), https://www.bbc.com/news/world-us-canada-68064247. 

https://drive.google.com/file/d/1oZdhdLIPL7j9FjiRc859hFQbPQjxVLNQ/view?usp=sharing


protection statutes of all fifty states and the District of Columbia, which variably prohibit unfair 

and deceptive acts and practices in trade or commerce.  

 

A.​ Speechify Fails to Require Meaningful Identity Verification at Account Creation  

 

1.​ Users Can Create Accounts Under False Identities Without Any Verification 

 

As described above, both Speechify Regular and Speechify Studio require only an email address 

at account creation.11 No identity verification of any kind is performed during the sign-up 

process. As a result, users can enter any name and email address during registration, and, upon 

information and belief, the platform does not verify the accuracy of the information. This 

architecture allows bad actors to create accounts under entirely fabricated identities, use those 

accounts to generate or clone voices for fraudulent purposes, and do so without any digital trail 

linking the activity to a real person.  

 

2.​ The Absence of Identity Verification Is an Unfair Practice 

 

This is an unfair practice because Speechify provides unrestricted access to powerful voice 

generation and cloning tools without requiring even the most basic identity verification, thereby 

enabling and facilitating fraud, impersonation, and other consumer harms. This practice satisfies 

all three elements of the unfairness standard.12  

 

First, consumers experience substantial injury. The absence of identity verification creates a 

direct pipeline for bad actors to use Speechify’s technology to produce deepfake audio 

impersonating real individuals. Victims of such impersonation may suffer reputational harm, 

12 Federal Trade Commission, FTC Policy Statement on Unfairness (Dec. 17, 1980), available at: 
https://www.ftc.gov/legal-library/browse/ftc-policy-statement-unfairness.  

11 See Figure 2. 

https://www.ftc.gov/legal-library/browse/ftc-policy-statement-unfairness


financial fraud, emotional distress, and invasions of privacy.13 Because the fraudulent accounts 

cannot be traced to real individuals, victims have no meaningful avenue to identify or pursue the 

perpetrators. The scope of potential harm is vast: any person whose voice has been recorded for 

as little as 5 seconds – whether a celebrity, a public figure, or a private individual – is a potential 

victim.  

 

Second, the injury is not reasonably avoidable by consumers. Individuals who are impersonated 

through Speechify’s platform have no way to prevent the creation of fraudulent accounts in their 

name or using their voice. They are not users of the platform; they are third-party victims of the 

platform’s design. Even consumers who do use Speechify cannot reasonably anticipate that the 

platform imposes no meaningful barrier to anonymous misuse.  

 

Third, this injury is not outweighed by countervailing benefits to consumers or to competition. 

The nature of Speechify’s technology, which enables users to produce realistic AI-generated 

audio in any person’s voice,14 demands a higher standard of accountability than a typical 

consumer application.15 Basic identity verification methods, such as email confirmation, phone 

verification, or identity document submission, are widely available and commercially 

affordable.16 Speechify would not incur any substantial costs in order to correct this practice. The 

risks of allowing anonymous, unverified access to voice cloning technology far outweigh any 

marginal convenience to users who prefer a frictionless sign-up process.  

16 ComplyCube, A Complete Guide to ID Verification Pricing and Pricing Models (Sep. 11, 2025), available at: 
https://www.complycube.com/en/id-verification-pricing/.  

15 See Federal Trade Commission, FTC Warn About Misuses of Biometric Information and Harm To Consumers 
(May 18, 2023), available at: 
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-warns-about-misuses-biometric-information-harm
-consumers.  

14 FAQ, “Is there a software to clone anyone’s voice?,” available at 
https://speechify.com/voice-cloning/?utm_source=google&utm_medium=cpc&utm_campaign=Studio_US_Speechif
y_Performance_Max_Obording_US&gad_source=1&gad_campaignid=22927760308&gclid=CjwKCAjw1tLOBhA
MEiwAiPkRHloSc7QXbtsx88Vyxch9cVWfz7S16Wlf21ngadxeaYDgmRcEZZXDExoC-5gQAvD_BwE. 

13 Federal Trade Commission, Consumer Sentinel Network Data Book 2024, at 10, available at: 
https://www.ftc.gov/system/files/ftc_gov/pdf/csn-annual-data-book-2024.pdf; ABA, The Rise of AI-Cloned Voice 
Scams, available at: 
https://www.americanbar.org/groups/senior_lawyers/resources/voice-of-experience/2025-september/ai-cloned-voice-
scam/; FBI San Francisco, FBI Warns of Increasing Threat of Cyber Criminals Utilizing Artificial Intelligence (May 
8, 2024), available at: 
https://www.fbi.gov/contact-us/field-offices/sanfrancisco/news/fbi-warns-of-increasing-threat-of-cyber-criminals-uti
lizing-artificial-intelligence. 

https://www.complycube.com/en/id-verification-pricing/
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-warns-about-misuses-biometric-information-harm-consumers
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-warns-about-misuses-biometric-information-harm-consumers
https://speechify.com/voice-cloning/?utm_source=google&utm_medium=cpc&utm_campaign=Studio_US_Speechify_Performance_Max_Obording_US&gad_source=1&gad_campaignid=22927760308&gclid=CjwKCAjw1tLOBhAMEiwAiPkRHloSc7QXbtsx88Vyxch9cVWfz7S16Wlf21ngadxeaYDgmRcEZZXDExoC-5gQAvD_BwE
https://speechify.com/voice-cloning/?utm_source=google&utm_medium=cpc&utm_campaign=Studio_US_Speechify_Performance_Max_Obording_US&gad_source=1&gad_campaignid=22927760308&gclid=CjwKCAjw1tLOBhAMEiwAiPkRHloSc7QXbtsx88Vyxch9cVWfz7S16Wlf21ngadxeaYDgmRcEZZXDExoC-5gQAvD_BwE
https://speechify.com/voice-cloning/?utm_source=google&utm_medium=cpc&utm_campaign=Studio_US_Speechify_Performance_Max_Obording_US&gad_source=1&gad_campaignid=22927760308&gclid=CjwKCAjw1tLOBhAMEiwAiPkRHloSc7QXbtsx88Vyxch9cVWfz7S16Wlf21ngadxeaYDgmRcEZZXDExoC-5gQAvD_BwE
https://www.ftc.gov/system/files/ftc_gov/pdf/csn-annual-data-book-2024.pdf
https://www.americanbar.org/groups/senior_lawyers/resources/voice-of-experience/2025-september/ai-cloned-voice-scam/
https://www.americanbar.org/groups/senior_lawyers/resources/voice-of-experience/2025-september/ai-cloned-voice-scam/
https://www.fbi.gov/contact-us/field-offices/sanfrancisco/news/fbi-warns-of-increasing-threat-of-cyber-criminals-utilizing-artificial-intelligence
https://www.fbi.gov/contact-us/field-offices/sanfrancisco/news/fbi-warns-of-increasing-threat-of-cyber-criminals-utilizing-artificial-intelligence


 

B.​ Speechify Employs Facially Inadequate Ownership or Consent Verification for Voice 

Cloning  

 

1.​ The Self-Certification Mechanism Provides No Meaningful Protection Against 

Unauthorized Voice Cloning  

 

As described above, the only mechanism for verifying ownership or consent during voice cloning 

on Speechify Studio is a self-certification checkbox and a text field for entering a name.17 No 

technical verification is performed to confirm the identity of the voice owner or to confirm that 

the uploader has obtained consent. Users can sign the self-certification with any name, 

pseudonyms, fictitious names, or the name of the person whose voice they are cloning without 

authorization. There is nothing to prevent a user from entering a different name for each separate 

voice cloning submission. A single bad actor can clone dozens of voices, each under a disclosed 

different fabricated identity, with no mechanism to detect or prevent the abuse.  

 

 

Figure 8: An example of user-inputted text to be generated into a voice file using President Joe 

Biden’s voice without his knowledge or consent. Speechify has no method for reviewing 

user-inputted text for content before it is used in voice cloning. 

 

17 See Figure 6. 



The inadequacy of self-certification as a safeguard against unauthorized voice cloning is not a 

novel concern. A Consumer Reports investigation into AI voice cloning services specifically 

identified the absence of meaningful consent verification as a critical consumer protection 

failure.18 Speechify has known that self-certification alone is inadequate to protect against 

unauthorized voice cloning at least since the Consumer Reports investigation, in which Speechify 

was a direct subject of inquiry.19 Speechify’s failure to respond to Consumer Reports’ questions 

does not negate its knowledge.20 It rather confirms that Speechify was on actual notice of the 

deficiencies in its verification practices and chose not to address them. 

 

2.​ The Inadequacy of the Self-Certification Mechanism is Both Unfair and Deceptive 

 

This is an unfair practice because Speechify offers a voice cloning service to the general public 

while relying on a verification mechanism that provides no meaningful protection to the 

individuals whose voices are being cloned. The presentation of the self-certification checkbox 

creates the impression that Speechify has implemented a safeguard when, in reality, the 

mechanism is trivially easy to circumvent and provides no actual protection.  

 

Consumers experience substantial injury because any individual’s voice can be cloned without 

their knowledge or consent. The resulting deepfake audio can be used for fraud, harassment, 

defamation, and other harmful purposes.21 The injury is not reasonably avoidable because the 

individuals whose voices are cloned are third parties who have no interaction with the platform 

and no ability to prevent the unauthorized use of their voice. The injury is not outweighed by 

countervailing benefits because more robust verification methods, such as requiring a live video 

or audio confirmation from the voice owner, requiring the voice owner to submit verification 

from their own account, or requiring consent APIs with liveness detection, are technically 

feasible and commercially reasonable.22  

22 Nazim Raginov, The Guide to Voice Cloning Ethics and Legal Rights (Jul. 31, 2025), Kukarella, available at: 
https://www.kukarella.com/resources/ai-voice-cloning/the-guide-to-voice-cloning-ethics-and-legal-rights.  

21 See FN 4. 
20 Id. at 36. 
19 Id. at 6. 

18 Grace Gedye, AI Voice Cloning. Do These 6 Companies Do Enough to Prevent Misuse?, Consumer Reports ( Mar. 
10, 2025), available at: https://innovation.consumerreports.org/AI-Voice-Cloning-Report-.pdf. 

https://www.kukarella.com/resources/ai-voice-cloning/the-guide-to-voice-cloning-ethics-and-legal-rights
https://innovation.consumerreports.org/AI-Voice-Cloning-Report-.pdf


 

This is also a deceptive practice because the self-certification mechanism creates a misleading 

impression of security and compliance.23 By presenting users with a consent checkbox and name 

field, Speechify represents, implicitly but unmistakably, that it has implemented a meaningful 

safeguard to prevent unauthorized voice cloning. This representation misleads or is likely to 

mislead consumers into believing that the voice cloning feature is subject to legitimate oversight 

and that unauthorized cloning is being prevented. A reasonable consumer would interpret the 

presence of a verification step as evidence that the platform takes consent seriously and that 

unauthorized use is being detected and blocked. The misleading nature of this representation is 

material because it directly affects consumers’ willingness to use and trust the platform. If 

consumers are aware that the self-certification mechanism provides no actual protection, they 

might reasonably choose not to use a platform that enables the unchecked cloning of any 

person’s voice. 

 

Figure 9: A user can easily record the audio from a video, podcast, etc. in place of reading the 

required script.   

 

23 Federal Trade Commission, FTC Policy Statement on Deception (Oct. 14, 1983), available at: 
https://www.ftc.gov/system/files/documents/public_statements/410531/831014deceptionstmt.pdf.  

https://www.ftc.gov/system/files/documents/public_statements/410531/831014deceptionstmt.pdf


C.​ Speechify Deploys a Deceptive and Easily Circumventable Script-Reading 

Safeguard  

 

1.​ The Script-Reading Requirement Can Be Bypassed with a Pre-Recorded Audio 

Clip  

 

As described above, Speechify Studio requires a user to read a specific script aloud during the 

voice cloning process, ostensibly to verify that the person submitting the voice sample is doing 

so voluntarily and in real time. On its face, this mechanism appears to be a meaningful 

safeguard: it implies that the platform is confirming the identity and consent of the voice owner 

through a live, interactive process. However, testing revealed that this safeguard can be easily 

circumvented: when a pre-recorded audio clip that did not match the required script was played 

into the system, Speechify Studio accepted the submission without objection.  

 

The system performed no verification to confirm that the audio matched the required script, that 

the audio was recorded in real time, or that the audio was produced by a live human speaker 

rather than a pre-recorded clip. 

 

2.​ Presenting an Ineffective Safeguard as a Genuine Protection Is a Deceptive 

Practice  

 

This is a deceptive practice because Speechify presents the script-reading requirement as a 

safeguard while knowing, or having reason to know, that this is ineffective. The three elements of 

deception are satisfied. 

 

First, the representation misleads or is likely to mislead consumers. By requiring users to read a 

specific script, Speechify represents that it is verifying the authenticity and voluntariness of the 

voice submission. A user who encounters this requirement would reasonably believe that the 

platform is confirming that the person whose voice is being cloned is the one reading the script 

and is doing so willingly. In reality, the mechanism performs no such verification. The system 



accepts any audio input regardless of its content, source, or timing. This is a false safeguard. It is 

a mechanism designed to appear protective while providing no actual protection. A user can say 

anything when presented with the command to “read the script,” and it will still work. 

 

Second, the consumer’s interpretation is reasonable under the circumstances. A reasonable 

consumer, encountering a prompt to “read the following script aloud,”24 would conclude that the 

platform is using the script as a verification tool, much like a CAPTCHA or a knowledge-based 

authentication question. The script-reading requirement is presented in the context of a consent 

and verification workflow, reinforcing the reasonable interpretation that it serves a protective 

function.  

 

Third, the misleading representation is material. The presence of the script-reading safeguard 

directly affects consumers’ assessment of the platform’s trustworthiness and their willingness to 

use the voice cloning feature. If consumers understood that the safeguard was purely theatrical 

and that any audio clip would be accepted regardless of content, they would reasonably question 

whether the platform has implemented any genuine protections against misuse. The materiality 

of this representation is further underscored by the severity of the potential harm. Its failure 

means that unauthorized voice cloning can proceed entirely unchecked. 

 

D.​ Speechify offers No Restrictions on Celebrity and Political Figure Text-To-Speech 

Offerings 

 

24 See Figure 11. 



Figure 10: Speechify’s CEO and Founder encouraged users to use a Barack Obama voice 

simulator to generate audio clips.  

 

Speechify does not stop users from uploading the voices of celebrities and political figures with a 

paid Speechify subscription. Users are able to generate audio of a celebrity/political figure 

reading anything of the user's choosing. For example, Speechify Premium offered a 

text-to-speech feature referred to as “Barack Obama voice simulator.” Speechify marketed this 

feature on their blog by referring to it as a “Barack Obama voice simulator;” however, on the 

actual platform, it is only referred to as “Mr. President.” There is no identifiable consent or 

licensing documentation that would enable Speechify to use Barack Obama’s voice likeness 

found by the organization filing this complaint. By offering this product commercially, Speechify 

enables scammers and other bad actors peddling mis and disinformation to generate realistic 

audio of a former president reading any script uploaded to the platform. 

 

This also creates a direct contradiction between Speechify’s stated policy and its commercial 

conduct. Users are required to affirm through a checkbox function that no voices of celebrities or 

political figures are being submitted for cloning on Speechify Studio, and Speechify’s Terms of 

Service explicitly prohibit the use of the platform “to create deceptive or misleading voice clones 

without the explicit consent of the individual whose voice is being replicated.”25 However, this 

conflicts with Speechify’s stated policy on its voice cloning platform and its actual commercial 

conduct on its text-to-speech platform. This contradiction constitutes a deceptive trade practice: 

the policy creates a false impression of responsible governance while the company actively 

advertises for and profits from the very conduct it purports to prohibit. 

 

Speechify’s deceptive marketing practices and disclaimers shift responsibility to users and lack 

adequate safeguards. In the blog post promoting the “Barack Obama Voice Simulator,” Speechify 

acknowledges that voices of public figures are often used for deepfakes, images or recordings 

that have been convincingly altered and manipulated to misrepresent someone as doing or saying 

something that was not actually done or said, and that ethical concerns arise from such uses. 

25 Speechify Terms of Service (2025), Terms of Service Section 4.2 (k, vii).  



However, rather than restricting access to or discontinuing the product, Speechify places the 

responsibility for “employing the technology responsibly” entirely on the user.26 The same blog 

post promotes the “Obama voice simulator” specifically for uses such as pranks and 

entertainment, actively encouraging the misuse it purports to disavow. The marketing of this 

product implies legitimacy and proper licensing, where, upon information, none exists, 

misleading consumers into believing they are using a lawfully licensed product.  

 

Speechify’s blog actively promotes cloning the voices of celebrities and public figures.27 One 

post in particular markets celebrity voices for pranks and concludes with a general promotion of 

Speechify products. In the same content, Speechify briefly acknowledges that celebrity 

text-to-speech can constitute a deepfake and may be illegal under multiple jurisdictions. Read in 

the context of a post centered on celebrity voice cloning, this juxtaposition creates the reasonable 

inference that Speechify is promoting its products for the very conduct it recognizes as 

potentially unlawful. 

 

E.​ Speechify’s Unrestricted Voice Cloning Capabilities Encourage Bad Actors to Abuse 

These Services 

 

Speechify’s marketing strategy encourages cloning anyone’s voice, with their FAQs stating that 

the technology can be used to "clone anyone's voice in seconds.”28 The FAQs further promote 

cloning voices without the voice owner’s knowledge or consent, stating: "Have a loved one you'd 

like to sample their voice – easily convert any text into their voice." This marketing language 

actively encourages users to clone third-party voices without obtaining consent, normalizing a 

practice that facilitates fraud, impersonation, and violations of individuals’ rights of publicity. As 

described above, Speechify’s verification mechanisms are either easily circumventable or entirely 

28 FAQ, “Is there a software to clone anyone’s voice?,” available at 
https://speechify.com/voice-cloning/?utm_source=google&utm_medium=cpc&utm_campaign=Studio_US_Speechif
y_Performance_Max_Obording_US&gad_source=1&gad_campaignid=22927760308&gclid=CjwKCAjw1tLOBhA
MEiwAiPkRHloSc7QXbtsx88Vyxch9cVWfz7S16Wlf21ngadxeaYDgmRcEZZXDExoC-5gQAvD_BwE (last 
visited April 6, 2026).  

27 Cliff Weitzmann, Best Celebrity Voice Generators in 2025, November 25, 2025, available at 
https://speechify.com/blog/celebrity-voice-generator/ (last visited April 6,encourages 2026).  

26 Cliff Weitzmann, Obama text to speech, October 26, 2022, available at 
https://speechify.com/blog/obama-text-to-speech/ (last visited April 6, 2026).  

https://speechify.com/voice-cloning/?utm_source=google&utm_medium=cpc&utm_campaign=Studio_US_Speechify_Performance_Max_Obording_US&gad_source=1&gad_campaignid=22927760308&gclid=CjwKCAjw1tLOBhAMEiwAiPkRHloSc7QXbtsx88Vyxch9cVWfz7S16Wlf21ngadxeaYDgmRcEZZXDExoC-5gQAvD_BwE
https://speechify.com/voice-cloning/?utm_source=google&utm_medium=cpc&utm_campaign=Studio_US_Speechify_Performance_Max_Obording_US&gad_source=1&gad_campaignid=22927760308&gclid=CjwKCAjw1tLOBhAMEiwAiPkRHloSc7QXbtsx88Vyxch9cVWfz7S16Wlf21ngadxeaYDgmRcEZZXDExoC-5gQAvD_BwE
https://speechify.com/voice-cloning/?utm_source=google&utm_medium=cpc&utm_campaign=Studio_US_Speechify_Performance_Max_Obording_US&gad_source=1&gad_campaignid=22927760308&gclid=CjwKCAjw1tLOBhAMEiwAiPkRHloSc7QXbtsx88Vyxch9cVWfz7S16Wlf21ngadxeaYDgmRcEZZXDExoC-5gQAvD_BwE
https://speechify.com/blog/celebrity-voice-generator/
https://speechify.com/blog/obama-text-to-speech/


absent, meaning that the marketing promise of cloning “anyone’s voice” is not merely 

aspirational, but functionally accurate. 

 

F.​ Speechify’s Absence of Content Moderation Allows For Unauthorized Uses On Its 

Platform 

 

Speechify has no mechanisms in place for filtering harmful or fraudulent content. Our testing 

demonstrated that the obvious scam “scripts” we prompted the system to generate were accepted 

and read aloud by Speechify Studio in a “breathless, panicked voice” without triggering any flag, 

warning, or restriction. This demonstrates that content filters are functionally non-existent for 

harmful content. Speechify’s own policies even confirm the absence of oversight: Speechify’s 

Privacy Policy states that employees do not monitor user content. Its Terms of Service further 

state that there is no systematic review of user material and that removal is at Speechify’s sole 

discretion. Read together, these disclosures create the strong impression that not only is there no 

systematic review of user-generated content, but there is no content moderation whatsoever.  

 

Figure 11: Users are able to upload scripts to be read in cloned voices without content review by 

the platform. 

 



G.​ Speechify Maintains Circumventable Paywalls and Access Restrictions That 

Undermine the Platform’s Purported Safety Architecture 

 

1.​ Free–Tier Download Restrictions on Speechify Are Ineffective 

 

Speechify imposes a download restriction on its free tier, ostensibly limiting the ability of 

free-tier users to obtain and distribute AI-generated voice audio.29 However, testing confirmed 

that this restriction can be trivially circumvented by recording the audio playback with an 

external device or screen-recording software.  

 

 

Figure 12: Users have the export, share, and download buttons readily available once a voice 

clone recording is made.  

 

This workaround is simple to execute and requires no technical sophistication. As a result, even 

users who have not paid for a subscription can obtain and distribute AI-generated voice audio. 

Moreover, because Speechify offers a seven-day free trial of its paid subscription tier, which 

includes access to voices modeled on celebrities and public figures, users can generate and 

capture celebrity and public figure audio without ever making a payment, especially if they 

continue to create new accounts when a free trial expires. The download restriction functions as a 

monetization tool, not a misuse safeguard, and even as a practical barrier it is trivially 

circumventable, meaning that there is effectively no obstacle between free-tier users and the 

distribution of AI-generated voice audio.  

 

2.​ Cross-Platform Bypass of Paid Subscription Requirements 

 

Speechify Studio restricts the use of cloned voices to users with a paid subscription. This 

restriction is presented as a safeguard, implying that the platform limits access to its most 

29 See Figure 13. 



sensitive feature, custom voice cloning, to paying subscribers who have a financial stake in their 

account and are presumably less likely to engage in fraudulent activity. However, testing revealed 

that a voice cloned on Speechify Studio can be used in the free-tier text-to-speech function on 

Speechify Regular, effectively bypassing the paid subscription requirement entirely.  

 

 

Figure 13: Users on Speechify’s free service can use a voice cloned in Speechify Studio, 

bypassing the subscription requirement that acts as a safeguard.  

 

This means that the platform’s own architecture enables circumvention of its purported access 

controls. A user can clone a voice on Speechify Studio, then use that cloned voice to generate 

speech on Speechify Regular without paying for a subscription. The implication is significant: 

the subscription paywall, which Speechify presents as a safeguard, provides no actual barrier to 

the misuse of cloned voices.  

 

3.​ These Circumventable Restrictions Are Both Unfair and Deceptive 

 

This is an unfair practice because, regardless of their intended purpose, Speechify’s paywalls and 

access restrictions function as the only practical barriers between users and unrestricted access to 

its AI voice technology, yet these barriers are trivially easy to circumvent.  



 

Consumers and third parties experience substantial injury as a result of these ineffective 

restrictions. The circumventability of these restrictions means that any user – regardless of 

whether they have paid for a subscription – can obtain, distribute, and misuse AI-generated voice 

audio, including audio that impersonates real people. Victims of voice-based impersonation and 

deepfake audio face reputational, financial, and emotional harm.30 The injury is not reasonably 

avoidable because victims have no control over the platform’s security architecture and no way to 

prevent their voices from being misused. Users who rely on the existence of paywalls as evidence 

that the platform limits misuse are similarly unable to avoid the injury, because the restrictions 

they rely upon are illusory. The injury is not outweighed by countervailing benefits because 

Speechify has not implemented any dedicated safeguard against misuse at this stage of its 

platform. Effective technical alternatives exist: Speechify could implement server-side 

restrictions that prevent the use of cloned voices outside of authorized accounts, or deploy 

watermarking and provenance tracking for generated audio, rather than relying on easily 

circumventable access restrictions as the sole barrier to misuse.31 

 

This is also a deceptive practice because the existence of these paywalls and restrictions creates 

the net impression that Speechify is limiting access to sensitive voice technology and protecting 

against misuse. This impression misleads, or is likely to mislead consumers, into believing that 

the platform has implemented meaningful barriers to harmful use. A reasonable consumer would 

interpret the existence of a paid subscription requirement for voice cloning and a download 

restriction on free-tier audio as evidence that the platform will deter and monitor misuse by paid 

subscribers, and that unpaid users cannot freely obtain and distribute AI-generated voice content.  

 

H.​ Speechify Conceals Its No-Refund Policy from Consumers 

 

31 NTIA, AI Output Disclosures: USe, Provenance, Adverse Incidents (Mar. 27, 2024), available at: 
https://www.ntia.gov/issues/artificial-intelligence/ai-accountability-policy-report/developing-accountability-inputs-a
-deeper-dive/information-flow/ai-output-disclosures; C2PA, C2PA Content Credentials Explained: Addressing 
Common Questions and Updates (Sep. 2025), available at: 
https://c2pa.org/wp-content/uploads/sites/33/2025/10/content_credentials_wp_0925.pdf.  

30 See FN 4. 

https://www.ntia.gov/issues/artificial-intelligence/ai-accountability-policy-report/developing-accountability-inputs-a-deeper-dive/information-flow/ai-output-disclosures
https://www.ntia.gov/issues/artificial-intelligence/ai-accountability-policy-report/developing-accountability-inputs-a-deeper-dive/information-flow/ai-output-disclosures
https://c2pa.org/wp-content/uploads/sites/33/2025/10/content_credentials_wp_0925.pdf


1.​ Speechify Fails to Disclose Its No-Refund Policy Prior to Purchase 

 

Speechify Studio does not disclose its no-refund policy to consumers at any point during the 

sign-up or subscription purchase process.  

 

 

Figure 14 

 

 

Figure 15 

 



Consumers who subscribe to Speechify Studio’s paid services, including its voice cloning 

features, are not informed that their subscription fees are nonrefundable until after the transaction 

has been completed, if they are informed at all. This omission is particularly consequential given 

the nature of the product: consumers who subscribe in order to access voice cloning features may 

discover, only after payment, that the platform’s safeguards are ineffective, that the product does 

not function as advertised, or that they are dissatisfied with the service for any number of 

legitimate reasons. The undisclosed no-refund policy traps these consumers, leaving them with 

no recourse to recover their subscription fees.  

 

In the absence of any contrary disclosure, it is reasonable for consumers to assume that some 

form of refund or return policy applies. This presumption is reinforced by the FTC’s 

longstanding position that information about costs, restrictions, and limitations on use is 

presumptively material and must be disclosed to prevent consumers from being misled.32 

 

2.​ The Concealment of the No-Refund Policy Is a Deceptive Omission  

 

This is a deceptive practice because the omission of the no-refund policy constitutes a material 

omission that misleads consumers at the point of purchase. Speechify’s failure to disclose its 

refund policy prior to purchase misleads, or is likely to mislead, consumers who reasonably 

expect that a reputable technology platform will offer some form of refund or satisfaction 

guarantee, particularly for a subscription service. A reasonable consumer, encountering no refund 

disclosure during the purchase process, would have no basis to anticipate that the subscription is 

entirely nonrefundable, particularly given that both federal law and FTC enforcement policy 

consistently require that material terms of subscription services, including cancellation and 

refund terms, be clearly and conspicuously disclosed prior to purchase.33 The omission is 

33 See Restore Online Shoppers’ Confidence Act, 15 U.S.C. §8403; see also Federal Trade Commission, Click to 
Cancel: The FTC’s amended Negative Option Rule and what it means for your business (Oct. 16, 2024), available 
at: 
https://www.ftc.gov/business-guidance/blog/2024/10/click-cancel-ftcs-amended-negative-option-rule-what-it-means
-your-business.  

32 FTC, Unfair, Deceptive, or Abusive Acts or Practices, available at: 
https://ncua.gov/regulation-supervision/manuals-guides/federal-consumer-financial-protection-guide/compliance-ma
nagement/unfair-deceptive-or-abusive-acts-or-practices-udaap.  

https://www.ftc.gov/business-guidance/blog/2024/10/click-cancel-ftcs-amended-negative-option-rule-what-it-means-your-business
https://www.ftc.gov/business-guidance/blog/2024/10/click-cancel-ftcs-amended-negative-option-rule-what-it-means-your-business
https://ncua.gov/regulation-supervision/manuals-guides/federal-consumer-financial-protection-guide/compliance-management/unfair-deceptive-or-abusive-acts-or-practices-udaap
https://ncua.gov/regulation-supervision/manuals-guides/federal-consumer-financial-protection-guide/compliance-management/unfair-deceptive-or-abusive-acts-or-practices-udaap


material because a consumer’s knowledge of the no-refund policy would directly affect their 

purchasing decision. A consumer who knew in advance that their subscription fee was entirely 

nonrefundable – regardless of the quality or functionality of the service – might reasonably 

choose not to subscribe, or might choose a competing service with a more favorable refund 

policy. Speechify benefits from this informational asymmetry: it collects subscription fees while 

relying on the fact that consumers who are dissatisfied with the service will not know that no 

refund is available until after the transaction is complete.  

 

The concealment of the no-refund policy is also an unfair practice. Consumers who are denied 

refunds suffer a direct economic injury. This injury is not reasonably avoidable because 

consumers have no way to discover the no-refund policy prior to purchase through the ordinary 

course of the sign-up and subscription process. The injury is not outweighed by countervailing 

benefits because the disclosure of a refund policy is a basic and costless consumer protection 

measure that imposes no competitive disadvantage on the platform.  

 

III. Section 230 Does Not Immunize Speechify 

Speechify may be expected to invoke Section 230(c)(1) of the Communications Decency Act, 47 

U.S.C. § 230, as a defense to liability arising from its voice-cloning platform. But Section 230 

does not categorically bar these claims. Section 230(c)(1) protects an interactive computer 

service from being treated as the publisher or speaker of information provided by "another 

information content provider." 47 U.S.C. § 230(c)(1). That protection does not extend where the 

defendant is itself responsible, in whole or in part, for the creation or development of the 

challenged content. See 47 U.S.C. § 230(f)(3).34 As set forth below, Speechify is at minimum 

responsible, in whole or in part, for the creation or development of the AI-generated voice 

outputs, and the claims here target Speechify's own design, deployment, marketing, and 

safeguard choices rather than mere publisher liability for third-party speech. The outputs would 

not exist if not for the model and product created by Speechify. 

34 47 U.S.C. § 230(c)(1), (f)(3). 



A.​ Speechify Is Not a Passive Host and Is, at Minimum, Responsible in Part for the 

Challenged Outputs.  

Section 230(c)(1) bars treating a provider or user of an interactive computer service as the 

publisher or speaker of information provided by “another information content provider.” Under 

Fair Housing Council of San Fernando Valley v. Roommates.com, LLC, 521 F.3d 115735 (9th Cir. 

2008) (en banc), a platform that “materially contributes” to the alleged illegality of content is 

itself an information content provider as to that content and is not entitled to § 230(c)(1) 

immunity for it. In Roommates.com, the platform’s design required users to select discriminatory 

housing preferences through dropdown menus, and the court held that the platform could not 

claim § 230(c)(1) protection for the resulting discriminatory content. Id. at 1165, 1168. The 

court’s analysis turns on the same principle relevant here: § 230(c)(1) does not protect a platform 

that goes beyond providing a neutral framework and instead materially shapes the challenged 

content through its own design choices. 

Because an “information content provider” includes any person “responsible, in whole or in part, 

for the creation or development” of the information, Speechify is at minimum responsible, in 

whole or in part, for the creation or development of the challenged synthetic audio outputs. This 

case is therefore fundamentally different from a traditional Section 230 case involving a platform 

that merely hosts a user’s already-created post, review, or comment. Speechify is creating the 

content as well as all the vehicles required to create the content. 

B.​ Speechify's Voice-Cloning Pipeline Is Content Creation, Not Mere Content Hosting 

The cases that have defined the scope of Section 230 immunity typically involve platforms that 

host, display, or transmit content already created by users. Speechify’s voice-cloning system is 

alleged to do something materially different from a traditional hosting platform. Rather than 

merely displaying or transmitting content already created by a user, it is alleged to transform an 

uploaded audio sample into a synthetic voice model and then use that model to generate spoken 

audio that did not previously exist. The user supplies inputs, but Speechify’s proprietary system 

35 Fair Hous. Council of San Fernando Valley v. Roommates.com, LLC, 521 F.3d 1157, 1162, 1165, 1168 (9th Cir. 
2008) (en banc). 



converts those inputs into a novel synthetic output. That distinction is critical. In cases like Zeran 

v America Online and Carafano v Metrosplash.com, Inc, the challenged content originated with a 

third-party user and the platform merely hosted or displayed it. Here, by contrast, when a user 

uploads a short audio sample to Speechify, the allegedly harmful output is not simply preexisting 

user-created content hosted by the platform; it is generated by Speechify’s own model and 

product. A user who uploads a short audio clip has not themselves created the longer synthetic 

speech that Speechify’s system produces.  

The claims here do not seek to hold Speechify liable merely as the publisher or speaker of 

user-generated content. Rather, they challenge Speechify’s own product design and deployment 

choices: accepting voice samples without identity verification, relying on self-certification rather 

than meaningful consent verification, permitting arbitrary text generation without screening, and 

marketing the tool for uses closely adjacent to impersonation and deception risks. 

This framing finds direct support in the Ninth Circuit’s decision in Lemmon v. Snap, Inc., 995 

F.3d 1085 (9th Cir. 2021). There, the court held that § 230 did not bar claims premised on a 

platform’s own design choices where those choices allegedly created or enhanced the specific 

risk of harm, because the duty at issue was a duty to design a reasonably safe product that existed 

independently of any third-party content. Id. at 1093.36 The parallel to Speechify is direct: just as 

Snapchat’s speed-filter feature was a design choice that foreseeably incentivized dangerous 

driving, Speechify’s decision to offer unrestricted voice cloning with minimal safeguards is a 

design choice that foreseeably enables impersonation, fraud, and political disinformation. 

Similarly, in Doe v. Internet Brands, Inc., 824 F.3d 846 (9th Cir. 2016), the Ninth Circuit held 

that § 230 did not bar a failure-to-warn claim because the claim was based on the defendant’s 

own failure to act, not on treating the defendant as a publisher of third-party content. Id. at 851.37 

The same reasoning supports the claims here: Speechify allegedly failed to implement reasonable 

safeguards (identity verification, consent verification, and screening) despite knowledge of 

foreseeable misuse, especially after the publication of the Consumer Reports investigation. These 

37 Doe v. Internet Brands, Inc., 824 F.3d 846, 851 (9th Cir. 2016). 
36 Lemmon v. Snap, Inc., 995 F.3d 1085, 1093 (9th Cir. 2021). 



are claims about what Speechify chose not to do, not about holding Speechify liable for what a 

user said. 

Upon information and belief, Speechify's voice-cloning platform lacks meaningful safeguards at 

key points of use. At no stage of the cloning or speech-generation process does the platform 

require robust identity verification to confirm that the individual initiating a voice clone is in fact 

the person whose voice is being replicated.38 Nor does the platform require meaningful consent 

verification to ensure that the voice's owner has authorized the creation or commercial use of a 

synthetic replica of that voice. The platform likewise does not appear to screen or filter input text 

to prevent the generation of fraudulent, defamatory, or otherwise harmful content in a cloned 

voice. 

C.​ Speechify's own Terms of Service acknowledge the legal and ethical risks associated 

with voice cloning.  

Section 4.2(k)(vii) of those Terms purports to prohibit users from creating "deceptive or 

misleading voice clones without the explicit consent of the individual whose voice is being 

replicated."39 Yet, the platform provides no technical enforcement of that prohibition.40 The 

Terms function as a contractual disclaimer rather than an operational safeguard, shifting the 

burden of compliance entirely onto individual users while leaving the underlying technology 

unconstrained.41 

41 Notably, Speechify imposes a disclosure requirement on enterprise API customers, requiring "commercially 
reasonable disclosures clearly indicating that the Synthetic Output is AI-generated and not a human voice", but 
imposes no comparable obligation on individual consumer-platform users. Compare Speechify, AI Voice API 
Supplemental Terms & Conditions § 1.4, available at https://speechify.com/terms-ai-voice-api, with Speechify, 
Terms & Conditions, available at https://speechify.com/terms. This disparity further demonstrates that Speechify is 
aware of the risks of its technology but has chosen to implement safeguards selectively. 

40 Speechify's Studio Terms of Service state: "We do not proactively monitor the Content you Upload to our 
Services." Speechify, Terms of Service for Speechify Studio, available at https://speechify.com/studio-terms. The 
general Terms & Conditions confirm this posture at § 7.3: "We do not systematically review User Material submitted 
by you or other users." Speechify, Terms & Conditions § 7.3, available at https://speechify.com/terms. The 
Moderation Policy is entirely reactive, relying on user reports rather than automated or manual screening. See 
Speechify, Terms of Service for Speechify Studio, Moderation Policy — Procedure  

39 Speechify, Terms of Service § 4.2(k)(vii), https://speechify.com/terms/. 

38 Speechify's Terms & Conditions do not impose any identity-verification requirement on users who initiate a voice 
clone. See Speechify, Terms & Conditions §§ 2.1, 7.3, available at https://speechify.com/terms (requiring only an 
email address and password to create an account and stating that Speechify "do[es] not systematically review User 
Material"). Speechify's Privacy Policy similarly confirms that "[a]s a rule, Speechify employees do not monitor or 
view your User Content." Speechify, Privacy Policy, available at https://speechify.com/privacy. 



These allegations do not merely seek to treat Speechify as the publisher or speaker of third-party 

content within the meaning of 47 U.S.C. § 230(c)(1). Rather, they target Speechify's own 

product-design decisions, its risk-allocation choices, and its failure to implement safeguards 

commensurate with the foreseeable risks of the technology it created, marketed, and 

commercially deployed. This distinction is critical because it places the challenged conduct 

outside the scope of traditional Section 230 immunity, which was designed to protect platforms 

from liability arising out of their passive hosting or transmission of content created by others. 

D.​ Even assuming Speechify were to assert Section 230 as an affirmative defense, that 

statute does not foreclose investigation into whether Speechify materially 

contributed to the harms alleged herein through its own design, deployment, 

marketing, and safeguard choices.  

Several provisions of Section 230 itself, as well as governing precedent, confirm that the statute 

does not operate as a categorical bar to the theories of liability advanced in this Complaint. 

1.​ Section 230(e)(3) expressly provides that "[n]othing in this section shall be 

construed to prevent any State from enforcing any State law that is consistent with 

this section."42  

This savings clause preserves the authority of state attorneys general and other state enforcement 

bodies to pursue claims grounded in state consumer-protection statutes, state 

deceptive-trade-practices laws, and analogous state law theories, provided those theories do not 

depend on treating the defendant as the publisher or speaker of third-party content. 

42 47 U.S.C. § 230(e)(3). 



2.​ Section 230(e)(1) preserves federal criminal enforcement authority, including with 

respect to statutes prohibiting wire fraud, identity theft, and related offenses.43 

This provision confirms Congress's intent that Section 230 not serve as a safe harbor for 

platforms whose conduct independently violates the law, regardless of whether that conduct 

involves content generated or transmitted through the platform. 

E. Accordingly, Speechify cannot invoke Section 230 to categorically defeat state 

consumer-protection and related enforcement theories at the threshold.  

Speechify is not a passive host of third-party content; it is the designer, builder, and commercial 

operator of an AI voice-cloning engine that generates the challenged outputs. It creates and 

markets voice products under its own brand, appears to have offered political-figure voice 

products for which no consent or licensing documentation has been identified, and allegedly 

failed to implement meaningful safeguards despite foreseeable misuse risks. A platform that 

offers low-barrier voice cloning to the general public, lacks meaningful identity and consent 

safeguards, and enables the generation of arbitrary speech in cloned voices cannot claim 

neutral-intermediary status merely by pointing to Section 230. Whether analyzed under § 

230(f)(3)'s definition of "information content provider," under decisions addressing platform 

design choices such as Lemmon v. Snap, Inc. and Doe v. Internet Brands, Inc., or under state-law 

theories targeting Speechify's own conduct, Section 230 should not bar these claims. 
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APPENDIX A: Pennsylvania 

CFA urges your office to investigate potential violations of the Pennsylvania Digital Forgery Statute by 
Speechify, Inc. The statute penalizes the creation and distribution of a “forged digital likeness”, a 
computer-generated audio recording that closely resembles an actual person, without that person’s 
consent.  

Speechify is an AI voice company that operates AI voice-generation and voice-cloning products that, by 
design, enable the creation and distribution of forged digital likenesses of any individual, including 
Pennsylvania residents, with virtually no safeguards against misuse. The conduct described in the above 
materials implicates Pennsylvania’s Digital Forgery Statute. 

Speechify itself has created and commercially distributed a synthetic audio product it calls the “Barack 
Obama Voice Simulator,” which generates audio of the former president reading any script a user submits 
with no consent or licensing documentation have been identified, a direct creation and distribution of a 
forged digital likeness. Beyond this direct product distribution, Speechify’s platform systematically 
facilitates third-party forgery. Account creation requires only an email address and a password with no 
identity verification performed. Speechify's voice-cloning workflow doesn’t have any meaningful 
safeguard, account creation requires only an email, consent verification relies on a self-certification 
checkbox and a liveness check that independent testing confirmed can be bypassed with a pre-recorded 
clip, and a voice cloned on Studio can be used on the free-tier consumer platform to generate unflagged 
fraudulent content. 

Regarding this, we urge your office to investigate and take appropriate enforcement action regarding the 
following conduct, which likely constitutes violations of the law: 

mailto:kmccann@consumerfed.org
mailto:bwinters@consumerfed.org


•​ Speechify’s commercial distribution of the “Barack Obama Voice Simulator”, a computer-generated 
audio recording closely resembling an actual person, distributed without that person’s consent, is 
the direct creation and distribution of a forged digital likeness in violation of the Pennsylvania 
Digital Forgery Statute. 

•​ Speechify’s voice-cloning product enables every paid user to create and distribute a forged digital 
likeness of any individual under nothing more than a self-certification checkbox and a bypassed 
script-reading requirement. When the cloned voice is used to commit fraud or theft, as Speechify’s 
own testing demonstrates is trivially achievable, the conduct should rise to a third-degree felony 
under the Pennsylvania Digital Forgery Statute. 

•​ Speechify’s marketing of voice cloning to encourage pranks uses reach the malicious-intent 
dimension required of the statute’s first-degree misdemeanor tier of the Pennsylvania Digital 
Forgery Statute. 

•​ Speechify’s presentation of the self-certification checkbox and the script-reading requirement as 
functional safeguards, when independent testing confirms both are trivially circumventable, 
misleads consumers about the risk of the platform and constitutes a deceptive practice in violation 
of consumer protection laws. 

•​ Speechify’s circumventable paywalls, the cross-platform bypass that permits Studio-cloned voices 
to be used on the free-tier consumer platform, and the concealment of a no-refund policy at the 
point of purchase constitute further deceptive practices in violation of consumer protection laws. 

The complaint above sets out these practices in full, together with a Section 230 analysis explaining why 
it does not shield Speechify from bearing liability. We would welcome the opportunity to discuss these 
materials with your Office and to provide any additional information helpful to your investigation. 

 



APPENDIX B: Tennessee 

CFA urges your office to investigate potential violations of the Tennessee ELVIS Act by Speechify, Inc. 
The Act creates liability for anyone who publishes, performs, distributes, transmits, or otherwise makes 
available to the public an individual’s voice with knowledge that the use is not authorized. It reaches both 
commercial and non-commercial uses and protects all individuals, not just celebrities, precisely the kind 
of harm Speechify’s technology enables. 

Speechify is an AI voice company that operates AI voice-generation and voice-cloning products that, by 
design, allows any user to clone any individual’s voice from a short audio sample and generate unlimited 
synthetic speech from that clone of any individual, including Tennessee residents, with virtually no 
safeguards against misuse. 

Speechify has engaged in conducts that fall within the Act’s prohibition. It commercially distributes a 
product it calls the “Barack Obama Voice Simulator,” which generates audio of the former president 
reading any user-submitted script, an act of knowing publication and distribution of an unauthorized vocal 
likeness. No consent or licensing documentation has been identified regarding this product. On 
Speechify’s website, they promote to the users to “Have a loved one you’d like to sample their voice – 
easily convert any text into their voice”, an explicit invitation to clone a voice without the owner’s 
knowledge or consent. 

The underlying platform structure makes clear that Speechify knows, or at minimum should know, that 
the voices being cloned and distributed are not authorized. Account creation requires only an email 
address and a password, no identity verification is performed. The only consent mechanisms are a 
self-certification checkbox signed with a free-text name (which the user can fabricate) and a “read the 
following script aloud” requirement that independent testing confirmed accepts a pre-recorded audio clip 
that does not match the required script, without objection. The platform also applies no content 
moderation to the text being read in a cloned voice. 

Regarding this, we urge your office to investigate and take appropriate enforcement action regarding the 
following conduct, which likely constitutes violations of the law: 

•​ Speechify’s commercial distribution of the “Barack Obama Voice Simulator,” without any 
identified consent or licensing, is the knowing publication and distribution of an unauthorized vocal 
likeness, precisely a kind of conduct the ELVIS Act was designed to prohibit. 

•​ Speechify’s voice-cloning product makes unauthorized vocal likenesses of any individual available 
to the public on both commercial and free-tier use paths, under consent-verification mechanisms 
that independent testing confirms are trivially circumventable. 

•​ Speechify’s marketing blog, which actively promotes cloning the voices of celebrities and public 
figures and invites users to clone the voices of “loved ones” without their consent, establishes 
known facilitation of unauthorized publication of vocal likenesses at scale. 

•​ Speechify’s presentation of safeguards that don’t actually work, the cross-platform bypass that 
permits Studio-cloned voices to be used on the free-tier consumer platform, and the concealment of 



a no-refund policy at the point of purchase constitute deceptive practices in violation of consumer 
protection laws. 

The complaint above sets out these practices in full, together with a Section 230 analysis explaining why 
it does not shield Speechify from bearing liability. We would welcome the opportunity to discuss these 
materials with your Office and to provide any additional information helpful to your investigation. 

 



APPENDIX C: Washington 

CFA urges your office to investigate potential violations of Washington House Bill 1205 by Speechify, 
Inc. Washington House Bill 1205 prohibits the knowing distribution of a forged digital likeness of an 
identifiable person where the likeness is indistinguishable from genuine content, misrepresents the 
individual’s speech or conduct, and is likely to deceive a reasonable person, when distributed with intent 
to defraud, harass, threaten, intimidate, or for any other unlawful purpose. 

Speechify is an AI voice company that operates AI voice-generation and voice-cloning products that, by 
design, allow any user to clone any individual’s voice from a short audio sample and generate unlimited 
synthetic speech from that clone of any individual, including Washington residents, with virtually no 
safeguards against misuse. 

Speechify’s synthetic audio outputs easily satisfy the elements of the statute. The voices are designed and 
marketed to be indistinguishable from genuine recordings, they necessarily misrepresent the speech of the 
depicted individual as the words may easily be supplied by a third-party user rather than the voice’s 
owner, and they are likely to deceive a reasonable listener. In testing, Speechify was happy to read aloud a 
fraudulent scam script in a cloned voice, in a “breathless, panicked voice,” without triggering any flag, 
warning, or restriction, a direct facilitation of distribution with intent to defraud, a core unlawful purpose 
stated in the statute. 

While subsection (4) of HB 1205 provides immunity for “interactive computer services” as defined in 47 
U.S.C. § 230(f)(2), that provision should not shield Speechify from bearing liability in this instance. 
Speechify is not a passive host of user-created content: its proprietary AI engine transforms a short audio 
sample into a reusable voice clone and generates the resulting synthetic speech in response to user inputs. 
Under Fair Housing Council v. Roommates.com, LLC, the Ninth Circuit held that a platform that 
materially contributes to the creation of challenged content is itself an information content provider and is 
not entitled to Section 230 immunity, the same analysis should apply to this case. 

We urge your office to investigate and take appropriate enforcement action regarding the following 
conduct, which likely constitutes violations of the law: 

•​ Speechify’s synthetic voice outputs are indistinguishable from genuine recordings, misrepresent the 
speech of the depicted individual, and are likely to deceive a reasonable listener, satisfying the 
elements under House Bill 1205. 

•​ Speechify’s own testing demonstrated that the platform would read aloud a fraudulent scam script 
in a cloned voice without any content moderation, evidencing facilitation of distribution with intent 
to defraud, a core unlawful purpose specified in the statute. 

•​ Speechify’s marketing of voice cloning for pranks, impersonation, and other uses without consent 
prove facilitation of distribution for additional unlawful purposes within the statute’s reach. 

•​ Speechify’s presentation of safeguards that don’t actually work, the cross-platform bypass that 
permits Studio-cloned voices to be used on the free-tier consumer platform, and the concealment of 



a no-refund policy at the point of purchase constitute deceptive practices in violation of consumer 
protection laws. 

 
The complaint above sets out these practices in full, together with a Section 230 analysis explaining why 
it does not shield Speechify from bearing liability. We would welcome the opportunity to discuss these 
materials with your Office and to provide any additional information helpful to your investigation. 
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