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Executive Summary 
 

 At a time when the transition to a primarily Internet-based system of disclosure is well 

underway in the securities industry, this report examines how the Internet can be used to improve 

the effectiveness of financial disclosure.  Toward that end, the report identifies potential benefits 

and pitfalls of Internet disclosure; the pre-conditions necessary for effective Internet disclosure; 

the most significant barriers to effective disclosure, regardless of delivery method; and how 

Internet disclosure may be able to help reduce those barriers.  Our analysis of these questions is 

informed by an extensive literature review, examination of industry websites, interviews with 

experts, and surveys of investors and financial professionals.  The following is a brief summary 

of our findings, which are described in greater detail in the body of the report. 

 

The Potential Benefits and Pitfalls of Internet Disclosure 

 

 It has long been recognized that Internet disclosure allows for information to be 

disseminated much more quickly, updated more easily, and delivered at a significantly lower 

cost to financial services firms.  As the Internet has evolved, however, views of its potential 

benefits have expanded.  Among the key additional potential benefits of well-designed Internet 

disclosures identified in our literature review and expert interviews are:  

 

 the ability to layer disclosures, enabling investors to choose the level of detail they wish 

to receive; 

  

 increased capacity to incorporate graphic and even video elements, to make disclosures 

more appealing and accessible;  

 

 enhanced ability to search disclosures for the most relevant information;  

 

 access anywhere and anytime from a variety of devices;  

 

 improved archiving of information;  

 

 the ability to package disclosures with tools, such as calculators, and other educational 

materials in order to improve investor comprehension; 

  

 environmental benefits from the reduced demand for paper; and  

 

 enhanced ability for third parties to analyze and repackage the information to make it 

more useful to investors. 

 

 Despite these considerable potential benefits, even the strongest Internet disclosure 

advocates acknowledge that there are also potential pitfalls to electronic delivery that must be 

taken into account when developing policies and practices in this area.  Traditionally, the leading 

issue has been lack of Internet access for significant portions of the population (discussed further 

below), followed closely be concerns about privacy and information security.  Experts have 

identified the following additional potential pitfalls:  
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 Internet users who have become accustomed to rapidly scrolling through long legal 

contracts and clicking the “I agree” button at the bottom may give electronically 

delivered disclosure documents the same cursory review; 

 

 investors who have been taught to be leery of clicking on links in emails, because of 

concerns about “phishing” or malware, may be reluctant to accept delivery of disclosures 

through hyperlinks in email messages;   

 

 email may be easier to ignore or lose track of than paper mail or may get caught in spam 

filters;  

 

 disclosures may get lost, inadvertently or intentionally, on websites that serve a variety of 

competing functions; and  

 

 even as we are becoming more accustomed to computer-based disclosures, increasing 

numbers of individuals now access the Internet primarily through a smart phone, raising a 

whole new set of issues with regard to security and readability.   

  

Investors Express Mixed Views about Internet Disclosure 

 

 Investors surveyed for this report expressed mixed views about the benefits of Internet 

disclosure.  For example, most (60 percent) strongly agreed that electronic delivery is better for 

the environment than paper disclosure.  On the other hand, just under half of surveyed investors 

expressed strong agreement with regard to other potential benefits identified by experts, 

including: that electronic delivery makes it easier to access information prior to meeting with 

their broker or adviser; that it could significantly reduce the cost of disclosure and therefore 

reduce their fees; that the interactive nature of the Internet can make it easier to find the 

information that is most relevant to them; and that the layered disclosure possible on the Internet 

enables investors to choose the degree of detail they want to receive.  Financial professionals 

expressed significantly more favorable views about the potential benefits of Internet disclosure in 

each of these areas. 

 

 Moreover, privacy and information security clearly remain a major concern for a 

substantial minority of investors, and these concerns appear to pose the most significant 

impediment to investor acceptance of electronic delivery.   Nearly a third (32 percent) of 

surveyed investors indicated significant reluctance to permit Internet disclosure because of 

concerns about security and/or privacy.  Similarly, a perception that paper-based disclosures are 

more secure and better protect privacy was considered the strongest selling point of paper 

delivery among surveyed investors.  Despite these concerns, most investors appear to have an 

open mind about Internet disclosure.  Only slightly more than a third (37 percent) of those 

surveyed expressed a strong preference for receiving all disclosures as paper documents for the 

foreseeable future. 

 

Many Firms Make Good Use of Internet in Presenting Information to Investors 
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 Our website evaluations turned up numerous real-world examples of how financial 

services firms are using the flexibility and functionality of the Internet to present information 

effectively.  We found numerous examples of firms’ incorporating visually appealing design 

elements into their websites, layering information in order to provide that information in more 

consumable chunks, providing easy navigation within and among topic areas, supplementing 

written materials with video, putting disclosures in context by providing a broad range of 

supporting tools and educational materials, providing appropriate security protections around 

sensitive personal financial data, and allowing access through a variety of devices.  On the other 

hand, we also found examples of potential pitfalls and one major missed opportunity.  In 

particular, use of pleasing design elements was sometimes selectively applied and was not 

always extended, for example, to information about fees or revenue sharing payments that the 

firm did not wish to highlight.  Also, links to important disclosures were in some cases less than 

prominent.  As for the missed opportunity, while many firms offered a tool investors could use to 

locate a financial adviser in their area, none of the sites we reviewed provided direct access along 

with that tool to an individual broker’s or adviser’s BrokerCheck or IAPD reports.   

   

The Pre-conditions for Effective Internet Disclosure: Investor Access and Attitudes 

 

 For Internet disclosure to function effectively, investors must have ready access to the 

Internet, and the legal framework for disclosure must permit electronic delivery.  These basic 

requirements have largely been met.  For Internet disclosure to reach its full potential, however, 

investors must fully embrace this disclosure mechanism, and the legal framework for disclosure 

must be flexible enough to allow for innovations that take full advantage of the Internet’s 

capabilities.  Challenges remain in each of these latter two areas, as discussed further below.   

 

 Uneven or limited Internet access, which once was a major impediment to expanded use 

of the Internet for mandatory disclosures, appears to be largely a thing of the past.  Research 

indicates, for example, that a sizeable majority of American adults (roughly 80 percent) and 

nearly all investors are Internet users, and most today access the Internet through broadband 

connections.  While a persistent minority, particularly among older and less well educated adults, 

do not use the Internet and have no intention of changing, use among minorities and among more 

moderate income households has grown significantly in recent years.  Moreover, those who do 

use the Internet use it more frequently and for uses closely related to investing, such as making 

online purchases and online banking. While efforts can and should be made to further close the 

digital divide, inadequate Internet access is not concern it was even just a decade ago. 

 

 Although attitudes appear to be evolving, ready access to and frequent use of the Internet 

does not necessarily equate to willingness to use the Internet for investment-related purposes. 

Slightly more than half of our survey respondents reported using the Internet for investment-

related purposes at least “sometimes,” but nearly as many reported using it for this purpose either 

rarely or never .  Fewer than one in ten reported using the Internet for investment-related 

purposes “very frequently,” while another 15 percent reported doing so “frequently.”   Among 

the survey findings with particular relevance for this study, just over half of those surveyed 

indicated they would be willing to use the Internet to receive reports and documents.  Investors 

expressed greatest willingness to use the Internet to view account information, obtain general 
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information, and research individual investments, with significant majorities expressing a 

willingness to use the Internet for each of these purposes.   

 

 On the other hand, some of this lukewarm support for receiving disclosure electronically 

may reflect a general lack of interest in reading disclosures, rather than a strong bias against 

using the Internet for this purpose.  In fact, when asked about their preferences for receiving 

certain types of disclosure either electronically or on paper, survey respondents were slightly 

more likely to express a preference for electronic delivery, particularly with regard to 

information on compensation practices and background information on individual professionals.  

Not surprisingly, preferences were strongly correlated with age, with younger investors 

preferring electronic delivery and older investors preferring paper disclosures.  Nonetheless, 

even among younger investors, a significant minority continues to prefer traditional paper 

disclosures over electronic delivery.   

 

 Despite these pockets of resistance, our findings suggest that a majority of the investors 

surveyed are willing to at least consider a transition to electronic delivery, including a significant 

minority who are already making that transition. 

 

The Pre-conditions for Effective Internet Disclosure: The Legal Framework 

 

 The Securities and Exchange Commission established the legal framework permitting 

electronic delivery of disclosures in the mid-1990s.  In doing so, it identified a set of simple, 

flexible principles for electronic delivery that have allowed electronic disclosure practices to 

grow and develop in concert with the subsequent dramatic expansion and technological evolution 

of the Internet.  The framework turns on three basic requirements: direct notice of the availability 

of electronic disclosures, access that does not make it too burdensome for the investor to locate 

and read the disclosure document, and evidence of delivery.  The latter can be satisfied either 

through direct evidence or through informed consent of the investor and compliance with the 

notice and access requirements.  The Electronic Signatures in Global and National Commerce 

Act (or ESIGN Act), enacted by Congress in 2000, imposed an additional requirement to obtain 

consent to electronic delivery through an electronic consent method.  While the SEC has the 

authority to adopt an exemption, it has so far chosen not to do so for broker-dealer and 

investment adviser disclosures. 

 

 Some now suggest that the SEC’s electronic disclosure policy needs to be updated.   

Among the issues that are raised in that context are questions of what constitutes delivery and 

whether the time has come to switch the delivery default from paper to electronic in order to 

speed the transition to an Internet-based disclosure system.  In addition, some suggest that the 

legal framework needs to be updated for a different purpose: to enable firms to take full 

advantage of the flexibility of the Internet in designing disclosures for electronic delivery. 

 

What Constitutes Delivery? 

 

 Since at least 2000, various industry groups have periodically urged regulators to 

eliminate the disclosure delivery requirement in favor of an “access equals delivery” model.  

Under this model, “delivery” could be accomplished solely by an issuer posting a document on 
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the issuer’s or a third-party’s web site. Advocates have strongly objected to that approach.  

Although the Commission has decided the issue differently in different contexts, it has generally 

upheld the notion that some form of notice is required to satisfy the delivery obligation.  

Meanwhile, technological changes – including widespread access to email over high-speed 

connections and techniques for providing password-protected access to account information 

online – have significantly eased the burdens of electronic delivery.  It is now possible to deliver 

even very lengthy documents via email, either as an attachment or through a link to the firm 

website.   

 

 Financial professionals surveyed for this study appeared at the very least to be confused 

about what satisfies delivery requirements.  When asked their view of delivery obligations, for 

example, roughly two-thirds of financial professionals said that obligation was satisfied by 

providing transparent access.  On the other hand, while an overwhelming majority of financial 

professionals viewed mailing of paper documents and email with printable attachments as 

satisfying the delivery requirement, only half believed that sending an email with a hyperlink to 

the document would constitute delivery, and fewer still felt that providing a link on a website 

would constitute delivery.  This may represent their view of what would satisfy legal 

requirements rather than what ought to be sufficient.  However, the SEC’s electronic delivery 

policy clearly suggests that an email containing a link to a document would satisfy the delivery 

requirement, so long as the investor had consented to electronic delivery. 

 

 Investors surveyed for this report were highly skeptical of an approach based on access 

alone.  Asked their preference among various electronic delivery methods, fewer than one in ten 

expressed a preference for receiving disclosures through notices on their broker’s website.  Half 

expressed a preference, if disclosures are delivered electronically, for receiving those disclosures 

in the form of a printable attachment to an email, while three in ten expressed a preference for 

receiving disclosures in the form of a hyperlink within the email.  In other words, an 

overwhelming majority of investors wants even electronic disclosures to be delivered to them in 

some fashion.   

 

 Meanwhile, some firms are using electronic delivery to improve the likelihood that 

disclosures are actually read by investors.  One firm with a heavily retail customer base has 

adopted the practice of monitoring whether those customers who have chosen electronic delivery 

are in fact accessing disclosures they receive electronically.  When customers go too long 

without accessing the disclosure documents, the firm sends them a message which, if ignored, 

causes the customer to be defaulted back into paper delivery.  Another firm described a system 

of A/B testing they use when emailing notices to customers.  Testing two different versions of 

the email, the firm can determine almost immediately which is the more effective, i.e., which is 

most likely to be opened and read by recipients.  They then switch to the more effective version.   

These efforts to increase the likelihood that disclosures will be read simply wouldn’t be possible 

or practical in the context of paper disclosures. 

 

Who Gets to Choose the Delivery Method? 

 

 In recent years, the debate appears to have shifted away from whether firms have an 

obligation to deliver disclosures to the question of who gets to choose the delivery mechanism.  
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Consumer advocates have traditionally argued for an “opt in” approach, requiring consumers to 

affirmatively choose to receive disclosures electronically.  Some industry representatives and 

Internet disclosure advocates see this approach as impeding the transition to electronic delivery, 

as simple inertia keeps individuals who might be willing to receive disclosures electronically 

from making the switch.  The issue is important, since research has shown that how we set the 

defaults – opt in versus opt out – has a dramatic effect on the choices investors will make.  

Indeed some behavioral science research suggests that defaults have a far stronger influence on 

the actual choices made than preferences.  This suggests that an approach that aligns defaults 

with preferences will produce the optimal outcome.  However, survey data on investor 

preference for paper versus electronic delivery offers no such clear signposts.  

  

 The significant percentage of investors who continue to prefer paper delivery suggests 

that investors may not yet be ready for electronic delivery to be the default option for investment 

disclosures.   On the other hand, the discrepancy between those who indicated a preference for 

electronic delivery (44 to 48 percent) and those who actually report receiving at least some 

disclosures electronically (30 percent) suggests that the current opt-in approach is not producing 

results that align with investor preferences.  Although investors generally expressed satisfaction 

with their disclosure delivery mechanism, respondents who said they receive some of their 

disclosures electronically were more likely to say they are “very satisfied” with their delivery 

method.   

 

 If it were possible to move away from the opt-in/opt-out paradigm and structure choices 

about delivery as a neutral choice, such an approach might produce decisions about delivery that 

more closely reflect actual customer preference.  In the meantime, many firms are offering 

investors what one might characterize as the best of both worlds.  At these firms, even those who 

prefer to receive disclosures in paper form have the option of accessing those same documents 

online, often through a special password-protected area of the website where their account 

information and relevant documents are maintained.   

 

Is More Design Flexibility Needed? 

 

 Disclosure rules often dictate such details as what information must be provided the 

document’s cover, the order in which other items must be presented, and in some cases even the 

minimum type size for certain disclosures.  A number of experts have suggested that investors 

will not receive the full benefits of Internet disclosure – such as greater use of layering of 

information or break-down of documents into multiple screens of information – until rules are 

revised to allow more flexibility in the design of disclosures to take advantage of the Internet’s 

capabilities.  The review of company websites for this report provided ample support for this 

viewpoint.  A striking contrast exists between the innovative design many companies employ in 

presenting supplemental information on their websites, such as investor education material, and 

the much more mundane presentation of mandatory disclosures.   

 

 The question is whether it is possible to achieve the benefits of design flexibility without 

losing the benefits of standardization.  While some experts are optimistic, and believe exploring 

ways to provide that flexibility should be a priority, others suggested that the liability that 

attaches to mandatory disclosures, rather than inflexibility in the rules themselves, is the main 
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factor inhibiting innovation.  Meanwhile, some firms are already experimenting with ways to 

realize the design benefits of the electronic delivery within the existing disclosure framework for 

mandatory disclosure documents.  One firm, for example, is exploring presenting portions of the 

online version of the mutual fund shareholder report in video format.  Several firms let investors 

customize the presentation of their account documents on the password-protected area of their 

website.  Among other things, they offer investors the option of having information consolidated 

across all their accounts or presented in ways that most prominently feature the information of 

greatest interest to that investor.  However, even those who are doing most to explore the 

possibilities offered by electronic delivery seem to agree that to do more they would need more 

flexibility under the rules. 

 

Barriers to Effective Disclosure 

 

 Disclosure is an essential investor protection tool, but there are limitations to what even 

the best designed disclosures can be expected to accomplish.  The report discusses a number of 

barriers to effective disclosure: 

 

 Investment decisions are complex, with virtually limitless options available and 

numerous, often technical factors to consider in order to identify the best option. 

 

 Many investors lack the skills and expertise to make good investment decisions. 

 

 Investors don’t make good use of the information that is provided to them, often spending 

little time researching their investment decisions. 

 

 Disclosures do not reflect investor preferences for disclosures that are brief, readable and 

delivered before they have to make an investment decision. 

 

 Investors are often overwhelmed by the volume of information provided which may have 

the perverse effect of causing them to make less use of the information provided. 

 

 Many investors don’t want to make their own investment decisions, preferring to rely 

instead on recommendations from financial professionals.  

  

 Investors struggle to understand and use information about conflicts of interest, which 

takes on added importance given their heavy reliance on professionals. 

 

 In our survey of financial professionals, we asked about their views on the effectiveness 

of disclosures generally and to what degree they felt that different factors constituted a barrier to 

effective disclosure.  A majority of financial professionals (56 percent) agreed that mandatory 

disclosures are “generally effective tools for protecting retail clients.”  On the other hand, less 

than a fifth of financial professionals believe that retail clients make good use of the mandatory 

disclosures provided to them.  Asked to rate how strongly they agree with a series of statements 

about possible barriers to effective disclosure, financial professionals surveyed were most likely 

to agree that “excessively technical or legalistic language,” “difficulty in finding useful 

information in lengthy, printed materials,” and “lack of interest in disclosure information among 
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clients” undermined disclosure effectiveness.  In addition, half of all financial professionals 

strongly agreed that clients prefer to rely on advice rather than research investments on their 

own. 

 

How Internet Disclosure Can Help 

 

 Recent research suggests that even minor changes in presentation can influence investors’ 

willingness to read disclosures, their understanding of the information presented, and the choices 

they make as a result.  Given the significant impact that these design choices can have on 

disclosure effectiveness, it seems logical that, properly implemented, Internet disclosure could 

have similarly beneficial effects.  We are not suggesting that Internet disclosure is a panacea 

capable of curing all the problems that undermine disclosure effectiveness, but the research for 

this report does suggest that there are ways in which Internet disclosure can help.  While some 

may require policy changes, others can be achieved within the existing regulatory framework. 

 

 The report identifies the following as key areas where electronic delivery can help to 

improve investors’ willingness to use and ability to comprehend the disclosures they receive. 

 

 Investors consistently express a preference for receiving disclosures well in advance of 

any investment decision.  Financial services firms have traditionally resisted such a 

requirement on the grounds that it would impose unacceptable delays.  Internet disclosure 

offers a variety of easy and affordable means of delivering disclosures prior to any 

investment decision. 

 

 Internet disclosure can help to reduce information overload through the layering and 

better design of disclosures.  Layered disclosures allow for a less intimidating 

introduction of disclosure information and enable investors to choose the degree of detail 

they wish to explore.  Housing disclosure documents on the Internet also opens up new 

possibilities in designing disclosure documents in ways that present information in more 

visually appealing and consumable screen-size chunks.  Investors who can as a result 

approach disclosures a topic at a time may be less likely to feel overwhelmed and thus 

less likely to be turned off by disclosure documents.   

 

 Internet disclosure can’t make investment decisions less complex, nor can it eradicate 

financial illiteracy.  But presenting disclosure documents on websites in combination 

with Internet-based tools and investor education materials could help to promote 

increased investor comprehension.  At the very least, it could ensure that investors have 

ready access to the background information necessary to make a more informed choice.  

At the same time, Internet disclosure also could make it possible to provide certain types 

of disclosures, most notably cost disclosures, in ways that are more relevant to the 

investor.  When a financial adviser recommends a dollar amount investment in a 

particular product to the investor, for example, or compares two or more investment 

options, it ought to be quite easy, using Internet-based tools, to provide the investor with 

dollar amount cost information.    
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While some investors are unlikely ever to make more than minimal use of disclosure materials, 

preferring to rely exclusively on a financial professional for advice, others could reap significant 

benefits.  The easier the materials are to access, the more relevant their content, and the more 

appealing their design, the more likely it would seem to be that investors would make use of 

them.   
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Can the Internet Transform Disclosures for the Better? 

 

 

I. Introduction 
 

 Since the 1990s, which saw both the advent of nearly instantaneous communication via 

email and the emergence of the worldwide web as the dominant repository of information, 

financial services firms and regulators have expressed a growing interest in expanding use of the 

Internet to provide disclosures to investors.  For the firms, the Internet offers obvious advantages 

in the form of reduced costs to print and mail paper documents they are required to provide to 

investors.  Investor advocates have been slower to embrace the idea of Internet disclosure, based 

primarily on a concern that many investors were not ready for the transition and that those who 

lack access or willingness to use the Internet should retain control over the choice of delivery 

mechanism.  In recent years, however, advocates have increasingly come to recognize the 

potential benefits the Internet offers to improve both the timing and effectiveness of disclosures.   

 

 Today, the transition to a predominantly Internet-based disclosure system is well 

underway.
1
  Virtually all securities firms maintain a presence on the web, and a majority of them 

use their websites and email to provide both government-mandated disclosures and additional 

information to investors.  Some have begun to explore creative ways to use the functionality of 

the Internet to improve the effectiveness of their communications with investors.  By the same 

token, nearly all investors today have access to the Internet over high-speed connections and are 

frequent Internet users.  Many recognize at least some advantages to electronic delivery, and 

most express a willingness to use the Internet for at least some investment-related purposes.  Not 

surprisingly, younger investors express the strongest interest in and acceptance of an Internet-

based disclosure system.  Yet mailing of paper documents remains the dominant delivery method 

for mandatory disclosures, and a significant number of investors continue to express a preference 

for paper delivery.   

 

 Although resistance persists and the timing is unpredictable, the ultimate evolution to a 

predominantly Internet-based disclosure system seems inevitable.  The decisions that we make 

now, during this period of transition, could determine whether we capture the potential benefits 

of Internet disclosure and avoid the potential pitfalls.  The purpose of this report is to begin to 

identify the most promising means of achieving that goal.  The research began with a literature 

review analyzing the legal framework for electronic delivery of disclosures, the most significant 

barriers to effective disclosure, and whether and how the Internet can help to address those 

barriers.  Two surveys, one of financial professionals and one of investors, helped to clarify 

where we are in the transition from paper to Internet-based disclosure and the attitudes that are 

likely to determine that transition.
2
  Reviews of a sampling of industry websites and interviews 

with experts from the consumer community, academia, and industry have helped to round out 

                                                 
1
 See Appendix B for a more detailed discussion of the current status of the transition from a paper-based to 

electronic disclosure system. 
2
 The findings of those two surveys are presented in a final report, “Internet Disclosure Research Report from the 

Industry and Retail Surveys,” prepared for the FINRA Investor Education Foundation and Consumer Federation of 

America by Applied Research & Consulting LLC, June 12, 2013. (Hereinafter ARC Survey Report) 
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our view of how the landscape of Internet disclosure is changing, what are best practices in use 

of the Internet for communicating with investors, and what additional changes could help to 

realize the full potential benefits of this disclosure method.   

 

 Synthesizing the results of that research, this report will address:  

 

 the potential benefits and pitfalls of Internet disclosure; 

 

 the pre-conditions necessary for effective Internet disclosure, including issues related to 

access, notice and delivery; 

 

 the most significant barriers to effective disclosure, regardless of delivery method, and 

 

 how Internet disclosure may be able to help reduce those barriers. 

 

Throughout, the report includes information from our surveys of financial professionals and 

investors as well as real world examples of industry practices that are relevant to the issues being 

discussed. 

 

 

II. The Potential Benefits and Pitfalls of Internet Disclosure 
 

 This research is informed by a belief that, properly implemented, Internet disclosure
3
 has 

the potential to significantly improve the quality of disclosure to investors.  Among these is the 

potential to disseminate information more quickly and cost-effectively, as the SEC noted when it 

first issued its guidelines for electronic delivery in 1995, and “the promise of electronic 

distribution of information in enhancing investors’ ability to access, research, and analyze 

information.”
4
  As the Internet has evolved, the concept of how it can be used to disseminate 

information has evolved with it.  In the process, our views of its potential benefits have also 

expanded. 

 

Potential Benefits of Internet Disclosure 

 

 The following are among the key benefits that its enthusiasts ascribe to the electronic 

delivery of disclosures:
5
 

                                                 
3
 Throughout this report, we use the terms Internet disclosure and electronic delivery interchangeably to refer to a 

variety of Internet-based delivery mechanisms, including delivery through email containing attachments or 

hyperlinks, for example, as well as documents available through links on either publicly accessible or password-

protected areas of company websites.   

 
4
 Use of Electronic Media for Delivery Purposes, Rel. Nos. 33-7233, 34-36345, and IC-21399 (Oct. 6, 1995).  

5
 This list is based in part on interviews with disclosure experts and industry members as well as previous research.  

The issue was discussed extensively, for example, in both: Swire, Peter P. and Ahmad, Kenesa, Delivering ERISA 

Disclosure for Defined Contribution Plans: Why the Time Has Come to Prefer Electronic Delivery, June 2011; and 

Securities and Exchange Commission, Study Regarding Financial Literacy Among Investors, study by the SEC staff 

as required by Section 917 of the Dodd-Frank Wall Street Reform and Consumer Protection Act (August 2012). 
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 Internet disclosure allows for timelier disclosures, speedier distribution to investors, and 

easier and faster updates to content of disclosure documents, all at a significant cost 

savings to financial firms. 

 

 The Internet is ideally designed to deliver layered disclosure that enables investors to 

choose the level of detail they want to receive and provides for a simpler, more easily 

understood “first layer” of disclosure. 

 

 The Internet allows for innovation in the design of disclosures, to include video content, 

for example, and interactive graphics, making disclosures more appealing and accessible 

for investors. 

 

 Well-designed digital documents are easier for investors to search for the information that 

is most relevant and useful to them.   

 

 Online disclosures can be accessed from anywhere and at any time using the device of 

the investor’s choosing (e.g., desktop, laptop, tablet or phone). 

 

 Internet disclosure allows for easier archiving of information, with the financial firm’s 

website providing the organizing framework. 

 

 Disclosures can be packaged with tools, such as calculators, other educational resources, 

and supporting content such as FAQs, glossaries, and help sections designed to improve 

investor understanding of the disclosures and their significance. 

  

 Internet disclosure offers environmental benefits from the reduced demand for paper to 

produce documents, many of which will end up in the trash. 

 

 Electronic delivery allows for quicker notification of non-delivery, through email 

bounce-backs, and easier testing for investor access. 

 

 When disclosures are provided in search-friendly formats (e.g., XBRL), independent 

third parties can more easily analyze and package that information in ways that are useful 

to investors.
6
 

 

 

 

                                                 
6
 For example, when the SEC adopted its final rule requiring public companies to file financial statements using 

XBRL (Interactive Data to Improve Financial Reporting, File No. S7-11-08, January 30, 2009, available here: 

http://www.sec.gov/rules/final/2009/33-9002.pdf), it stated: “We are adopting rules requiring companies to provide 

financial statement information in a form that is intended to improve its usefulness to investors. In this format, 

financial statement information could be downloaded directly into spreadsheets, analyzed in a variety of ways using 

commercial off-the-shelf software, and used within investment models in other software formats.”  This same or 

similar technology can be used for text documents as well as financial data. 

 

http://www.sec.gov/rules/final/2009/33-9002.pdf
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Potential Pitfalls of Internet Disclosure 

 

 In short, the potential benefits of Internet disclosure are considerable.  But even its 

strongest advocates acknowledge that there are also potential pitfalls to Internet disclosure that 

must be taken into account in developing policies and practices in this area.  Setting aside for the 

moment issues of access and choice, which the report discusses below, the biggest concerns 

traditionally raised with regard to Internet disclosure have involved the privacy and data security 

risks.  With hackers periodically making headlines taking down corporate and government 

websites, people are understandably concerned about the safety of their accounts and the security 

of their sensitive financial data.  Internet disclosure advocates typically respond to these concerns 

with two points: 1) with the exception of account statements, much of what we refer to when we 

discuss mandatory disclosure does not involve sensitive personal financial data and thus does not 

require a high degree of security; and 2) companies have developed sophisticated authentication 

practices designed to protect financial account privacy and security.
7
   

 

 On the other hand, the authentication procedures themselves can also be seen as a factor 

that may inhibit investors’ willingness to use the Internet for this purpose.  If the first thing that 

happens when people attempt to access their account online is that they are asked a lot of 

authentication questions to which they may or may not know the answers, some are likely to 

become suspicious or quit in frustration.  Moreover, many Internet users fail to follow commonly 

recommended security practices, such as using different login names and passwords for different 

accounts and using difficult to decode passwords.  Instead, they choose the convenience of an 

easily remembered username and password and use them over and over again for all their 

accounts, thus undermining their own information security.   

 

 Other potential pitfalls include the following: 

 

 Internet users have become accustomed to rapidly scrolling through long legal contracts, 

describing terms and conditions of use for example, and clicking the “I agree” button at 

the bottom.  If mandatory disclosure documents look like the typical paper legal 

document, they may get the same cursory review. 

 

 One of the primary methods used to deliver disclosures electronically is through 

hyperlinks in email messages.  But investors who have been taught to be leery of clicking 

on links in emails, because of concerns about “phishing” or malware, may be reluctant to 

accept this delivery method.
8
 

 

 Email may be easier to ignore or lose track of than paper mail.  In addition, emails can 

get caught in spam filters if investors don’t take appropriate steps to ensure delivery.   

                                                 
7
 See, for example, Swire and Ahmad, Delivering ERISA Disclosure.   

 
8
 Phishing is the term used for a form of fraud in which crooks, pretending to be from well-known companies, 

organizations, or government agencies, contact individuals and trick them into revealing their Social Security 

numbers, financial account information, passwords, or other personal information.  Malware, short for malicious 

software, is a general term for software that is used to disrupt computer operation, gather sensitive information, or 

gain access to private computer systems. 
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 Disclosures may get lost, inadvertently or intentionally, on websites that serve a variety 

of competing functions.   

 

 Even as we are becoming more accustomed to computer-based disclosures, increasing 

numbers of individuals now access the Internet primarily through a smart phone, raising a 

whole new set of issues with regard to security and readability.   

 

 Survey Findings
9
:  Our surveys of investors and financial professionals both included a 

number of questions designed to elicit their views of the benefits and risks of Internet versus 

paper disclosure.  On the investor survey, for example, respondents were asked to rate, on a scale 

of 1 to 10, how strongly they agreed with a series of statements about the potential benefits of 

both paper and Internet disclosure.  

 

 None of statements regarding the benefits of paper disclosure elicited strong agreement
10

 

from a majority of survey respondents, though a significant minority expressed strong agreement 

with each statement.
11

  They were most likely to agree that paper documents are more secure and 

protect their privacy better, with 48 percent expressing strong agreement with this statement.  

Nearly half (46 percent) also expressed strong agreement that they find it easier to read complex 

documents on paper than on a screen.  For each of the other four statements tested, roughly four 

in ten expressed strong agreement: that it is easier to organize and keep track of paper documents 

than electronic documents (41 percent); that disclosures should be printed on paper because they 

are important legal documents (41 percent); that it is important for them to be able to access 

disclosure documents when they are away from a computer (40 percent); and that they like to 

make handwritten notes on disclosure documents, which is easier when they are printed on paper 

(39 percent). 

 

  

                                                 
9
 Throughout the report, sections on “Survey Findings” discuss the findings of the ARC Survey Report. 

 
10

 Throughout this discussion, those who rated their agreement with a statement as an 8, 9 or 10 on a 10-point scale 

are deemed to have expressed strong agreement. 

 
11

 See ARC Survey Report, page 40-41. 
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Figure 1: Investor Views of the Benefits of Paper Disclosures 

 

Source:  ARC Survey Report (page 41). 

 Overall, investors expressed stronger agreement with statements regarding the benefits of 

Internet disclosure.
12

  For example, 60 percent strongly agreed that replacing paper-based 

disclosures with electronic disclosures would be better for the environment.  On the other hand, 

many investors appear to be either unconvinced by or unaware of some of the strongest selling 

points for an Internet-based system of disclosure.  Notably, just under half of survey respondents 

strongly agreed that:  

 

 Internet disclosure makes it easier to access information prior to meeting with their 

broker or adviser (49 percent). 

 

 Using the Internet for mandatory disclosure could significantly reduce the cost of 

disclosure and therefore reduce their fees (48 percent).   

 

                                                 
12

 See ARC Survey Report, page 36-38. 
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 The interactive nature of the Internet can make it easier to find the disclosure information 

that is most relevant to them (47 percent).   

 

 The Internet allows for layered disclosure that enables investors to choose the degree of 

detail they want to receive (45 percent).   

 

Investors were more skeptical that Internet disclosure allows for more visually compelling 

display of disclosures, making it more effective than paper.  Only 38 percent of survey 

respondents strongly agreed with this statement.   

 

 Moreover, security clearly remains a concern for many investors.  Only about a third (32 

percent) strongly agreed that the delivery of mandatory disclosure materials does not require a 

high level of security.  (On a separate survey question, 32 percent expressed strong agreement 

with the statement that they are reluctant to permit Internet disclosure because of concerns about 

security and/or privacy.
13

)  On the other hand, investors surveyed expressed significantly less 

agreement with several negative statements about Internet disclosure.  Only two in ten (21 

percent) strongly agreed that it would require technologies and skills that they do not currently 

have.
14

  Just 27 percent expressed strong concern that Internet-based disclosure allows brokers 

and firms to conceal important information.  And only a third (33 percent) expressed strong 

agreement that Internet disclosures make it harder to review information about product 

recommendations during meetings with brokers or advisers.  On a separate question, just over a 

third of investors (37 percent) strongly agreed that, for the foreseeable future, they prefer to 

receive all disclosures as paper documents.
15

   

  

                                                 
13

 See ARC Survey Report, page 45. 
14

 This survey was conducted online, suggesting that results may under-represent the views of those who do not use 

or only rarely use the Internet. 
15

 See ARC Survey Report, page 45. 
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Figure 2: Investor Views of the Benefits of Internet-based Disclosures 

 

Source: ARC Survey Report, page 38. 

21% 

27% 

32% 

33% 

38% 

45% 

47% 

48% 

49% 

60% 

0% 20% 40% 60% 80% 100% 

Using the Internet for mandatory disclosure 
would require technologies and skills that I 

do not currently have 

Internet-based disclosure allows brokers 
and firms to conceal important information 

The delivery of mandatory disclosure 
materials does not require a high level of 

security 

Internet disclosure makes it harder to 
review information about product 

recommendations during meetings with 
brokers or advisors 

The Internet allows for more visually 
compelling display of disclosures, making it 

more effective than paper 

The Internet allows for layered disclosure 
that allows me to choose the degree of detail 

I want to receive 

The interactive nature of the Internet can 
make it easier for me to find the disclosure 

information that is most relevant to me 

Using the Internet for mandatory disclosure 
could reduce the cost of disclosure 

substantially and therefore reduce my fees 

Internet disclosure makes it easier to access 
information prior to meeting with my 

broker or advisor 

Replacing paper-based disclosure with 
electronic disclosures would be better for 

the environment 

How strongly do you agree or disagree with the following 
statements about Internet mandatory disclosures? 

(All retail clients, percentage rating top-3 box on a 10-point scale of 
agreement, N=1000) 



9 

 

 Financial professionals were asked a similar set of questions about the benefits of Internet 

disclosure, offering an interesting contrast in viewpoints.
16

  Financial professionals were far 

more positive about the benefits of Internet disclosure in several areas, including areas where 

investors expressed relatively strong agreement: 

 

 78 percent of financial professionals strongly agreed that replacing paper-based 

disclosure with electronic disclosure would be better for the environment, compared with 

60 percent of investors. 

 

 69 percent strongly agreed that the Internet allows for layered disclosure that empowers 

customers to choose the degree of detail they want to receive, compared with 45 percent 

of investors; 

 

 65 percent strongly agreed that using the Internet for mandatory disclosures would reduce 

the cost of disclosure substantially, compared with 48 percent of investors;
17

 

 

 45 percent strongly agreed that the Internet allows for more visually compelling display 

of disclosures, making it more effective than paper, compared with just 38 percent of 

investors. 

 

 On the other hand, financial professionals were also significantly more likely than 

investors to strongly agree that Internet disclosure makes it harder to review information about 

product recommendations during meetings with clients.  Roughly half of all financial 

professionals surveyed (49 percent) strongly agreed with this statement, compared with just 33 

percent of investors.  Financial professionals were also significantly less likely than investors to 

strongly agree that Internet disclosure makes it easier to provide information prior to meeting 

with clients.  Only 22 percent of financial professionals strongly agreed with this statement, 

compared with 49 percent of investors.   

 

 

 

 

 

 

 

  

                                                 
16

 See ARC Survey Report, page 19-21. 

 
17

 The question to investors included a secondary aspect – that the reduced costs would flow through to investors in 

the form of reduced fees – which was not included in the question to financial professionals. 
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Figure 3: Financial Professionals’ Views of the Benefits of Internet-based Disclosures 
 

 
 

Source: ARC Survey Report, page 21. 
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 Best Practices: While many investors remain to be fully convinced of the potential of the 

Internet to improve the quality of disclosure, the review of financial services websites and 

interviews with experts conducted for this report offer numerous real-world examples of these 

potential benefits.  Indeed, this project had its origins in a previous project on investors’ mutual 

fund purchase practices.  In conducting research for that mutual fund project, we were struck by 

how innovative many fund companies were in using their websites to present information 

effectively and how far the typical mandatory disclosure document falls short of this ideal.  The 

review of financial firm websites for this project
18

 confirmed our previous impression that there 

is unrealized potential to improve the effectiveness of disclosures by taking advantage of the 

flexibility and functionality that the Internet offers.  In keeping with that finding, many of the 

following examples of good practices are based on how firms present supplemental information 

as opposed to mandatory disclosures, where they may not have the same degree of flexibility. 

 

 Visual Appeal 

 

 In contrast to many mandatory disclosure documents, which include large amounts of 

complex information in dense paragraphs of type, many firms provide supplemental material and 

investor education material on their websites in much more visually appealing ways.  In keeping 

with the recommendations of digital design experts, they make good use of white space, break 

information up into smaller chunks viewable on a single screen, use eye-catching graphics to 

illustrate the material, and present information in question and answer format with headers that 

make it easy for the user to find the information they are seeking.  This can be an important 

technique to prevent the “scroll down” problem identified by several experts as a potential pitfall 

of Internet disclosure.    

 

 Some of these design techniques that are prevalent on firm websites would certainly be 

applicable to paper disclosures.  However, the costs associated with printing and mailing these 

documents may discourage design practices, such as liberal use of white space, graphics and 

color that could drive up the page-count and overall cost.  In other cases, prescriptive rules 

regarding how disclosures must be presented may inhibit the ability of firms to take advantage of 

these techniques in mandatory disclosure documents.   As we move to a more Internet-based 

system of disclosure, it should be possible to incorporate these design changes into mandatory 

disclosure documents.  One expert warns, however, that if website disclosures are presented in 

more easily consumed screen-sized chunks, it will be important that investors retain the ability to 

easily view or print the document as a whole so that investors who place a value on maintaining 

paper copies of important documents will retain that ability. 

 

 Layering of Disclosures  

 

 The Internet is ideally designed, in a way that paper disclosure documents are not, to 

allow for “layering” of disclosures.  The SEC has begun to experiment with this concept with its 

mutual fund summary prospectus rule, which allows delivery of a summary prospectus to 

                                                 
18

 A total of 14 websites, selected to represent a variety of business models, were reviewed for this project.  They 

included several large full-service brokers, several independent brokers, several brokers with a significant on-line 

discount brokerage business, small advisory firms, firms specifically oriented toward smaller retail accounts, and a 

mutual fund company. 



12 

 

substitute for delivery of the full prospectus so long as the full prospectus is available on the 

Internet and can be requested by the investor.  The summary prospectus is designed to provide a 

brief introduction to key topics that are dealt with in detail in the prospectus.  But it still largely 

resembles a paper document and makes only limited use of layering’s potential. 

 

 A number of firms have made much fuller use of layering in their presentation of 

supplemental information and investor education materials on their websites.  The following is 

an example from one website we reviewed that makes particularly good use of layering.  The 

website home page includes a “Your Needs” tab at the top of the page that lists a number of 

topics (e.g., saving for retirement, living in retirement, paying for education, etc.).  Clicking on 

the paying for education link takes you to a page with a brief, high level introduction of the topic 

and links to several subtopics (e.g., common questions, tools and resources, investments and 

services).  The common questions link again includes a brief text and links to three basic 

questions: 1) How can I prepare for my child’s education expenses? 2) How could saving for 

financial education affect financial aid? 3) How do I balance saving for education with saving for 

retirement? Clicking on one of those links takes the user to a more detailed discussion of that 

particular topic, but still presented in a visually appealing way, with good use of white space and 

subheads.  Similarly, clicking on the Investments & Services link takes the user to a page 

providing a menu of various investments and services for education funding, including brief 

descriptions of each.  Click on a particular option, e.g., 529 plans, and you get a more detailed 

discussion of that particular type of account. 

 

 All this clicking through to different pages may sound laborious when described in this 

way, but in practice it is quite easy to navigate.  And the benefits are significant.  Instead of 

being overwhelmed by receiving all the information on the topic in one intimidating mass, the 

investor is able to go through it a step at a time, focusing on the information they want and 

receiving it in more consumable bites.  If this concept were more fully and effectively integrated 

into the mandatory disclosures that are provided to retail investors, it could have the potential to 

increase investors’ willingness to read these documents and improve their understanding of the 

disclosures.
19

  As noted above, however, it would be important for investors to retain the ability 

to easily view or print the document as a whole, if that is their preference. 

 

 Navigation 

 

 Most of the websites we reviewed offered extremely easy navigation around the website, 

with tabs across the top of the page, drop-down menus listing topics addressed under each tab, 

additional menus down the side of the page, and prominent account log-in buttons.  On the other 

hand, these website reviews did also turn up examples of how information can be lost or buried 

on busy websites.  For example, several sites we reviewed offered good, well-organized 

disclosure pages, but accessible through a tiny hyperlink buried amid boilerplate disclosures at 

the bottom on the page.  (Because we did not have access to the customers’ password protected 

portion of the site, we could not determine whether a more prominent link was provided on that 

area of the website.)  In contrast, one firm we interviewed and whose website we reviewed 

described how, in a recent redesign of their website, they had incorporated elements intended to 

                                                 
19

 Testing of disclosures for effectiveness would help to determine whether this assumption is correct and how best 

to design a layered approach to achieve the desired outcome. 



13 

 

drive more users to the disclosures housed on the site.  A couple of websites we reviewed 

included a prominent disclosure link and/or a prominent pricing link in a tab at the top of the 

page instead of burying it at the bottom of the webpage.  In one case in particular, the pricing 

link takes the user to a very well-designed section of the website with clear, easy to read 

information on account fees and charges for various types of investments.   

 

 Use of Video 

 

 Several firms made particularly good use of video on their websites to supplement 

written materials.  Examples included tutorials on how to make use of the various website 

features as well as videos on particular investor education topics.  One of the firms interviewed 

for this report is even exploring using video for portions of the online versions of certain of its 

mandatory disclosure documents.  They view this as a way to make the disclosures more 

dynamic and appealing to investors. 

 

 Putting Disclosures in Context 

 

 Internet-based disclosure offers a unique opportunity to combine required disclosures 

with supplemental materials to improve investor understanding of the disclosures and their 

significance.  A number of the websites reviewed for this study made excellent use of this 

feature.  Although the websites varied greatly based in part on the business model of the firm, 

most websites reviewed included a wealth of investor education materials.  These included 

background material to help investors determine which type of account would be best for them, 

material describing the important features of various types of investment products they might 

consider purchasing, articles on particular investment topics (e.g., retirement planning), and 

information on basic investment concepts (e.g., the power of compounding, the importance of 

diversification).  Tools include calculators of various types, asset allocation tools, fund finders 

(identifying mutual funds that meet certain criteria defined by the investor), and tools for finding 

a financial adviser.  Glossaries to help investors understand technical terms are commonplace, as 

are FAQs and help sections.   

 

 Several of the sites reviewed were particularly noteworthy for the degree of investor 

education and support they offered on their websites.  Several offered extensive investor 

education material or links to material from outside providers (e.g., FINRA, SEC, and 

Morningstar).  One firm did a particularly good job of presenting basic topics in plain English.  

Another did a particularly good job of including investor education materials for each type of 

investment provided through the firm, directly accessible from the investment products page on 

the site.  Another firm offered a particularly extensive array of calculators and other tools for the 

more self-directed investor.  On a couple of sites, a pop-up window opens offering the 

opportunity for a live chat with a licensed representative for investors who may be struggling to 

understand the website materials.   

 

 As a result of all these practices, the investor who accesses disclosure documents on a 

well-designed website has tremendous resources available to help him or her better understand 

the information being disclosed.   
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 Password Protected  

 

 Nearly all of the websites reviewed for this study included a password-protected portion 

of the website where customers are able to access their accounts.  Based on the non-

representative sample of websites reviewed, investment advisers serving retail customers 

appeared to be somewhat less likely than brokers to offer this option.
20

  While it was not possible 

for this study to access this area of the websites (except for those firms where we have accounts), 

several of the firms offered video tutorials and written materials describing the features available 

in this area of the website.  According to these tutorials, customers are typically able to check 

account balances, make transfers, get tax forms, and otherwise manage the accounts on this 

portion of the website.  Other features include To Do reminders, which allow the investor to 

track progress on account activities, and message centers that allow secure communications with 

their adviser online.  Several sites offer customers the ability to get information consolidated 

across all their accounts, and some appear to offer customers significant ability to customize how 

they receive and view that information. 

 

 In addition, many sites appear to offer customers access to all the relevant disclosure 

documents for their accounts in this password-protected portion of the site.  The documents 

specific to their account are housed here; the customer does not have to seek them out.  Several 

sites offer customers the ability to save and organize these documents by folders on the website.  

One site reviewed includes, with every disclosure document posted to the account, the option to 

click a button and view it, save it as a PDF to the customer’s computer, or print it – helping to 

ensure that documents the customer wishes to retain will remain available on the website or in 

paper form for as long as the customer wishes.   

 

 Access to this password-protected portion of the website is typically prominently featured 

on the home page and accessible through other back pages of the website as well.  Login appears 

to generally be through the standard username and password method.  However, at least one site 

requires the customer, after correctly entering his or her username and password, to also enter a 

PIN – offering an additional layer of security.  Another firm requires users to periodically change 

their password, presumably for the same security purpose. 

 

 Alternative Access 

 

 Several of the websites reviewed promote the availability of apps for use on smart 

phones.  While this report does not attempt to analyze these apps, and some may question the 

wisdom of accessing sensitive financial data through this method, their availability does support 

those who note the high degree of access (anytime, anywhere) that Internet disclosure can 

provide.  In addition, one firm interviewed for this study noted that its financial advisers all now 

carry iPads, which allow them to use Internet-based materials in their face-to-face meetings with 

customers. 

 

 Room for Improvement:  While the website reviews for this study provided ample 

evidence of the potential benefits of Internet disclosure, these reviews also turned up examples of 

potential pitfalls and one missed opportunity.  For example, on a number of the websites, the use 

                                                 
20

 This was born out by our survey of financial professionals.  For further discussion of this topic, see Appendix B. 
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of appealing design elements and clear navigational guides seemed to be selectively applied.  A 

prime example was the disclosure of revenue sharing payments.  On several sites that otherwise 

featured very appealing design elements, these disclosures were presented as an unrelieved block 

of grey type, accessed through a less than prominent link.  On one site, useful information on the 

distinction between brokers and advisers was provided, but only if the investor happened upon it 

in the advisory section of the website.  Comparable information was not provided in the 

brokerage section.  While some sites provided clear, plain English information on various fees 

and other charges, others provided this information, if at all, in a dense mass of complex, 

difficult-to-digest text.   

 

 Many of the websites reviewed included tools for finding a financial adviser.  By entering 

a zip code, the user can get a listing of the firm’s representatives operating in that area.  

Information provided generally includes name, address, phone number, and often a brief bio.  

What was missing from all the websites reviewed was any link to the broker or adviser’s 

BrokerCheck or IAPD disclosures.  Some firms provided links to the FINRA website somewhere 

on the firm’s website, and at least one mentioned the availability of BrokerCheck, but none 

provided a prominent link to the disclosures on the portion of the website where they would be 

most relevant to an investor searching for a financial professional.  This failure to provide a 

direct link seems to be a real missed opportunity, where firms could easily provide access to 

information that is intended to assist investors in making a more informed choice among 

financial advisers.  In addition, while a number of firms included a link to the firm’s ADV Form 

on the website, it was not typically prominently displayed.   

 

 

III. The Pre-conditions for Effective Internet Disclosure 
 

 For Internet disclosure to function, investors must have ready access to the Internet, and 

the legal framework for disclosure must permit electronic delivery.  For all intents and purposes, 

these basic requirements have been met.  For Internet disclosure to reach its full potential, 

however, more is needed.  Investors must fully embrace this disclosure mechanism.  And the 

legal framework for disclosure must be flexible enough to allow for innovations that take full 

advantage of the Internet’s capabilities.  The following section of the report discusses the current 

state of affairs in these three areas: investor access to the Internet, investor willingness to use the 

Internet for investment-related purposes, and the legal framework for Internet disclosure.  It then 

discusses whether it is necessary to update the legal framework for Internet disclosure in order to 

reap the potential benefits of Internet delivery of mandatory disclosures.  

 

Investor Access to the Internet 

 

 Today, according to research released last year by the Pew Internet and American Life 

Project, roughly four out of five American adults use the Internet.
21

  After a rapid rise in Internet 

use in the 1990s and early 2000s, overall Internet adoption rates have leveled off.  Among 

                                                 
21

 Unless otherwise noted, the following discussion is based on information found in Digital Differences, by Kathryn 

Zickuhr and Aaron Smith of the Pew Internet and American Life Project (April 13, 2012) or a subsequent survey 

conducted by Pew in November and December of 2012.  Data from the latter survey is available here: 

http://pewinternet.org/Static-Pages/Trend-Data-(Adults)/Whos-Online.aspx.   

http://pewinternet.org/Static-Pages/Trend-Data-(Adults)/Whos-Online.aspx
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Internet users, however, Internet use has grown.  On the other hand, today’s adult non-users 

show little interest in changing their status; only one in ten non-users told Pew researchers that 

they were interested in using the Internet or email in the future.  Age, education, income and 

race/ethnicity remain significant factors affecting Internet use, according to the Pew research. 

 

Age: While fully 94 percent of adults between the ages of 18 and 29 are Internet 

users, only 54 percent of those 65 and over are.
22

  Interestingly, the drop-off above 

age 65 is quite dramatic.  In the 50 to 64 age group, 77 percent identify themselves 

as Internet users.   

 

Education:  Level of education shows a similarly strong correlation.  While 95 

percent of those with at least a college degree are Internet users, just 51 percent of 

those without a high school education are.
23

   

 

Income:  The effect of income is less dramatic, but still significant.  Nearly all of 

those making more than $75,000 a year are Internet users (98 percent), but a fairly 

robust 67 percent of those making less than $30,000 are as well.
24

  This contrasts 

sharply with the mere 28 percent of under $30,000 earners who were Internet users 

when Pew began studying the issue in 2000. 

 

Race and Ethnicity: Gaps in Internet use based on race and ethnicity remain a factor, 

though use among minorities has grown.  By late 2012, 84 percent of non-Hispanic 

whites were Internet users, compared with 73 percent of Blacks and 74 percent of 

Hispanics. 

 

 The way we access the Internet has also changed dramatically in recent years.  As 

recently as 2001, at a time when roughly half of all adults were online, only 4 percent of 

American households had broadband access.  As of December 2012, nearly two-thirds of 

Americans (65 percent) have broadband access in their homes.  Home broadband access is 

significantly lower among Hispanics and African Americans.
25

  One factor helping to reverse 

that digital divide is the growing popularity of smartphones and other devices that provide 

wireless access to the Internet.  As the Pew Internet and American Life Project noted in its 

report, Digital Differences, “Groups that have traditionally been on the other side of the digital 

                                                 
22

 The earlier Pew Research report found Internet usage among those 65 and older of just 41 percent and 74 percent 

among those in the 50-65 age group. This would suggest that Internet usage among older Americans continues to 

grow dramatically. 

 
23

 Again, the November-December 2012 survey shows a significant increase in Internet usage among non-high 

school graduates over the earlier Pew Research, which found that just 43 percent of those without a high school 

diploma report using the Internet. 

 
24

 The earlier Pew Research, Digital Differences, reported Internet usage among those earning less than $30,000 at 

62 percent.   

 
25

 The December 2012 data on broadband access is available here: http://pewinternet.org/Trend-Data-

(Adults)/Home-Broadband-Adoption.aspx.  This data does not break out broadband numbers by race.  Digital 

Differences reported overall broadband access at 62 percent in 2011, including two-thirds of whites (66 percent), but 

only about half of Hispanics (51 percent) and African Americans (49 percent).    

http://pewinternet.org/Trend-Data-(Adults)/Home-Broadband-Adoption.aspx
http://pewinternet.org/Trend-Data-(Adults)/Home-Broadband-Adoption.aspx
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divide in basic internet access are using wireless connections to go online. Among smartphone 

owners, young adults, minorities, those with no college experience, and those with lower 

household income levels are more likely than other groups to say that their phone is their main 

source of internet access.” 

  

 The Investment Company Institute has also examined changes in Internet use among 

mutual fund investors over the years, research that generally shows higher levels of Internet 

access in the investing population than in the population at large.  According to research 

conducted by ICI in 2008, for example, fully 95 percent of mutual fund investors reported having 

access to the Internet, and three-fourths reported going online at least once a day.
26

  While the 

ICI initially found that Internet access was greatest among young, highly educated, and higher-

income mutual fund investors, their research has shown the gap to be narrowing.
27

  For example, 

the proportion of mutual fund investors 65 or older with Internet access grew from 30 percent in 

2000 to 70 percent in 2010, according to their recent research.
28

   

 

 Survey Results: Since our investor survey was conducted online, all respondents were by 

definition Internet users.  Three-quarters of the survey sample (75 percent) reported using the 

Internet “very frequently,” and another 21 percent reported using the Internet “frequently.” 
29

 

While the percent who describe themselves as very frequent users declines with age, even in the 

over-60 age group 67 percent of survey respondents described themselves as very frequent users, 

compared with 81 percent of 21-to-39-year-olds.  Most reported having some sort of high-speed 

Internet connection at home – either a cable modem (45 percent), a DSL-enabled phone line (30 

percent), or fiber optic connection (13 percent).
30

  In addition, half of survey respondents 

reported accessing the Internet on a mobile device.  Younger investors are far more likely to 

have mobile access to the Internet than older investors.  Among those in the 21-to-39 age group, 

84 percent of respondents reported having mobile Internet access, compared with just 28 percent 

of those 60 and older and 47 percent of those aged 40 to 59.
31

   

 

  

                                                 
26

 Investment Company Institute, Investor Views on U.S. Securities and Exchange Commission’s Proposed 

Summary Prospectus (March 14, 2008), available here. 

 
27

 Ibid. 

 
28

 Ibid. 

 
29

 See ARC Survey Report, page 47-48. 

 
30

 Ibid., page 49. 

 
31

 Ibid., page 51. 

http://www.ici.org/pdf/ppr_08_summary_prospectus.pdf
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Figure 4: Frequency of Internet Use among Investors 
 

 
Source: ARC Survey Report, page 48. 

 

 

Figure 5: Method of Internet Access among Investors 
 

 
Source: ARC Survey Report, page 49. 
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 Over half of our survey respondents (53 percent) reported using the Internet for 

investment-related purposes at least “sometimes,” but nearly as many reported using it for this 

purpose either rarely (20 percent) or never (26 percent).
 32

  Even among our sample of relatively 

frequent Internet users, fewer than one in ten (9 percent) reported using the Internet for 

investment-related purposes “very frequently,” while another 15 percent reported doing so 

“frequently.”  Just under three in ten (29 percent) said they “sometimes” use the Internet for 

investment-related purposes. 

 

Figure 6: Frequency of Investors’ Use of the Internet for Investment-Related Purposes 
 

 
Source: ARC Survey Report, page 52. 

 

Willingness to Use the Internet to Receive Financial Disclosures 

 

 As access to and use of the Internet has grown, the suspicion with which many 

Americans viewed the Internet in its early days seems largely to have abated.
33

  As a result, 

willingness to use the Internet for financial activities has grown.   

 

 In its research on how Americans use the Internet, for example, Pew found a growing 

willingness to use the Internet for online banking, a use closely related to investing.  

According to their research, 61 percent of American adults today use the Internet for 

                                                 
32

 Ibid., page 52. 

 
33

 Digital Differences, in 2000 a majority of non-users (54 percent) felt that the Internet was “a dangerous thing” 

while 36 percent said it was “confusing and hard to use.”  Today, non-users are most likely to say they just aren’t 

interested (31 percent). 

26% 
20% 

29% 

15% 
9% 

0% 

20% 

40% 

60% 

80% 

100% 

Never Rarely Sometimes Frequently Very frequently 

  How often do you use the Internet for investment-related 
purposes? 

(All retail clients, N=1000) 



20 

 

online banking and 66 percent use it to purchase products.   However, those over the age 

of 65 are significantly less likely either to bank or to purchase products online.
34

   

 

 Like Pew, ICI also has documented a growing interest in using the Internet for financial 

purposes.  According to its research, by 2010 82 percent of all mutual fund investor 

households reported accessing the Internet for financial purposes, such as checking their 

investment information.
35

 

 

 Despite these encouraging developments, questions remain over whether investors are 

willing to move to a primarily Internet-based system of financial disclosure.  For example, the 

SEC financial literacy study included a number of questions related to investor preference with 

regard to delivery method and found preferences split.
36

  SEC survey respondents generally 

preferred receiving disclosures in hard-copy, either sent through the mail or presented in-person 

by the adviser.  On the other hand, a significant percentage of SEC survey respondents expressed 

a preference for electronic delivery in some form.   

 

 Evidence from other sources suggests that younger Americans increasingly view the 

ability to conduct their financial business online as a necessity.  According to recent research 

from Scivantage and the Aite Group, for example, 44 percent of Gen-X and Gen-Y investors 

surveyed had shifted assets to another investment firm or switched investment providers due to 

availability of online tools.  And 42 percent of Gen-X and Gen-Y respondents said their bank 

would need to offer more convenient services and/or more robust online brokerage/trading 

capabilities in order for them to move more assets to their bank.
 37

  As Scivantage Vice President 

Chris Psaltos said in the news release announcing the research, “Online investing capabilities are 

now second nature to Gen-X and Gen-Y investors and will be a requirement for banks that want 

to attract future high-net-worth or current affluent members of this segment.  As younger, tech-

savvy investors look for greater control of the investment decision-making process, wealth 

management firms, particularly banks, must ensure that their online investment platforms are 

keeping pace with the latest consumer technology innovations.” 

 

 When CFA looked at mutual fund investors’ purchase practices, in a 2006 study funded 

by the FINRA Foundation, we found similarly mixed views, with younger investors expressing 

stronger interest in using the Internet for various investment-related purposes.  On that survey: 

 

                                                 
34

 Digital Differences 

 
35

 Swire and Ahmad, Delivering ERISA Disclosure 

 
36

 Securities and Exchange Commission, Study Regarding Financial Literacy Among Investors, study by the SEC 

staff as required by Section 917 of the Dodd-Frank Wall Street Reform and Consumer Protection Act (August 2012) 

 
37

 Scivantage and Aite Group, Press Release, “Wealth Management Industry Not Sufficiently in Tune with the 

Needs of Young Investors, According to Aite Group Research,” Jul 30, 2012  
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 Just under 60 percent of all mutual fund investors indicated they would use the Internet to 

obtain general information about funds and to research individual funds, but 70 percent or 

more of fund investors between the ages of 18 and 45 said they would do so.
38

   

 

 On the other hand, fewer than half of survey respondents expressed a willingness to use 

the Internet for any of the other suggested activities, including to receive periodic reports 

and disclosure documents (49 percent), to use a calculator to compare costs (47 percent), 

to communicate with a financial services professional (39 percent), or to purchase mutual 

funds (26 percent).   

 

 Younger investors were more willing to use the Internet for these purposes, with roughly 

six in ten survey respondents in the youngest three age groups saying they would use the 

Internet to receive periodic reports and disclosure documents about mutual funds they 

owned or to use a fund cost calculator. Even among younger respondents, however, only 

about half or less said they would use the Internet to communicate with a financial 

services professional, and just over a third said they would use the Internet to purchase 

mutual funds. 

 

 At the same time, more than two in ten survey respondents (21 percent) said they would 

not use the Internet at all, including 54 percent of those 65 and older.   

 

 Survey Findings:  For the purposes of this study, we sought both to update the mutual 

fund survey findings on investor willingness to use the Internet
39

 and to dig deeper into the 

reasons behind their preferences.  While our recent survey showed a slight increase in 

willingness to use the Internet for various purposes, the difference is not as dramatic as one 

might expect given the time that has elapsed between the two surveys and the fact that this 

survey was conducted online while the previous survey was conducted over the phone. 

Specifically:
 40

 

 

 In a finding of particular relevance for this research, the percentage of survey respondents 

who indicated they would be willing to use the Internet to receive reports and documents 

rose from 49 percent on the earlier survey to 54 percent.  On the other hand, the 

percentage who indicated they would be willing to use the Internet to communicate with 

a professional was essentially unchanged, at 40 percent. 

 

 Investors on our updated survey expressed greatest willingness to use the Internet to view 

account information and performance, an online activity not asked about on our previous 

survey.  Two-thirds of investors surveyed (67 percent) said they would be willing to use 

the Internet for this purpose.  

                                                 
38

 Roper, Barbara and Brobeck, Stephen, “Mutual Fund Purchase Practices, An Analysis of Survey Results,” (June 

2006) 

 
39

 In revising the survey, we changed the options to reflect general investment purposes, rather than mutual fund-

specific purposes, and we added one additional activity: view account information and performance. 

 
40

 See ARC Report, page 52-53. 
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 As with our previous survey, the other areas where investors expressed greatest 

willingness to use the Internet were to obtain general information (62 percent) and to 

research individual investments (58 percent).  Willingness to use the Internet to obtain 

general information showed a slight increase over the earlier survey, but willingness with 

regard to researching individual investments was essentially unchanged.  It is possible, of 

course, that this reflects many investors’ general lack of interest in researching 

investments as much as it reflects their attitude toward the Internet. 

 

 

Figure 7: Investors’ Willingness to Use the Internet for Investment-Related Purposes 
 

 
Source: ARC Survey Report, page 53. 

 

 In addition to asking a hypothetical question about investors’ willingness to use the 

Internet for various investment-related purposes, we also asked about their preference for 

receiving various types of documents either on paper or electronically.
41

  The only areas where 

the data indicates a clear preference for one format over the other are:  

 

                                                 
41

 See ARC Survey Report, page 41-44. 
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 disclosure regarding salesperson compensation practices (where 48 percent expressed a 

preference for electronic delivery, 37 percent expressed a preference for paper, and 15 

percent said they don’t know); and  

 

 background information on a firm’s individual professionals (where 48 percent expressed 

a preference for electronic delivery, 40 percent preferred paper, and 13 percent expressed 

no preference).
 42

  

 

Overall, preferences for electronic delivery ranged from 44 to 48 percent, while preferences for 

paper delivery ranged from 37 to 45 percent.   

 

Figure 8: Investors’ Delivery Preferences for Various Types of Disclosure 
 

 
Source: ARC Survey Report, page 42 

 

 

 As expected, paper versus electronic disclosure preferences are strongly correlated with 

age, according to the survey results.  For each type of disclosure, investors between the ages of 

21 and 39 were much more likely to prefer electronic delivery than individuals 60 and over.  

                                                 
42

 These were both areas of only moderate interest to survey participants – with an average rating of 6.64 on a 10-

point scale for compensation disclosures and 6.73 for background information – though firm brochures scored 

lower.   
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However, even in this younger age group a significant minority expressed a preference for paper 

delivery.  For example:  

 

 In the area of fees for products and services (the disclosure topic in which survey 

respondents expressed the greatest interest),
43

 54 percent of investors in the 21-39 age 

group expressed a preference for electronic delivery, as did 47 percent of investors in the 

40-59 age group and 39 percent of investors 60 and over.  On the other hand, 34 percent 

of investors in the younger age group expressed a preference for paper delivery of such 

disclosures, as did 47 percent of 40-to-59-year-olds, and 51 percent of those 60 and over.   

 

 Regarding risk disclosures for specific investment products (another area of relatively 

strong overall interest),
44

 52 percent of younger investors expressed a preference for 

electronic delivery compared with 47 percent in the 40-59 age group and 40 percent of 

those over 60.  On the other hand, 34 percent of younger investors, 45 percent in the 

middle age group, and 51 percent of older investors indicated a preference for receiving 

risk disclosures through paper documents. 

 

Preference for paper delivery ranged from 43 to 53 percent among over-60 investors and from 30 

to 39 percent among younger investors.   

 

  

                                                 
43

 Survey respondents gave fee disclosures an average rating of 7.69 on a 10-point scale. 

 
44

 Survey respondents gave risk disclosures an average rating of 7.39 on a 10-point scale. 
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Figure 9: Investors’ Delivery Preferences for Various Types of Disclosure by Age 

 

 
Source: ARC Survey Report, page 44 

 

 In order to better understand the reasons for these preferences, we asked investors 

surveyed a series of questions based on common reasons cited for preferring Internet or paper 

delivery.  (See Figure 2)  As discussed above,
45

 many investors clearly see value in using the 

Internet for this purpose, particularly with regard to its potential environmental benefits.  On the 

other hand, many investors appear to be either unconvinced by or unaware of some of the 

strongest selling points for an Internet-based system of disclosure, such as its potential to 

promote pre-sale disclosure, to reduce costs, to make it easier to find relevant information, to 

give investors more control over the degree of detail they choose to review on various disclosure 

topics, and to provide for more visually compelling disclosure.  And concerns about security 

remain a significant concern for many investors. 

 

                                                 
45

 See a more detailed discussion above, at pages 2-10, in the section on potential benefits and pitfalls of Internet 

disclosure. 
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 One thing seems clear from the survey findings, however: most investors appear to be 

keeping an open mind.  Just over a third of investors (37 percent) strongly agreed that, for the 

foreseeable future, they prefer to receive all disclosures as paper documents.  This suggests that a 

majority of the investors surveyed are willing to at least consider a transition to electronic 

delivery, including a significant minority who are already making that transition. 

 

The Legal Framework for Internet Disclosure 
 

 The Securities and Exchange Commission (SEC) first formally published its views on the 

use of electronic media to deliver mandatory disclosures to investors in 1995.
46

   In that 

document, which focused on delivery of prospectuses, annual reports and proxy solicitation 

materials, the Commission affirmed that “issuer or third party information that can be delivered 

in paper under the federal securities laws may be delivered in electronic format.”
47

 It identified a 

set of simple, flexible principles for electronic delivery that have allowed electronic disclosure 

practices to grow and develop in concert with the subsequent dramatic expansion and 

technological evolution of the Internet.  In the interim, the Commission has updated that 

commentary twice, once in 1996 and once in 2000, but each time it reaffirmed the same basic 

framework for electronic delivery.
48

 The 1996 release focused on electronic delivery of required 

disclosure by broker-dealers, municipal securities dealers and transfer agents under the Exchange 

Act and investment advisers under the Investment Advisers Act of 1940. The 2000 release 

focused on disclosures by both issuers and market intermediaries. 

 

 That electronic delivery framework turns on three basic requirements: notice, access and 

evidence of delivery.   

 

Notice:  In its 1995 guidance, the Commission affirmed that “direct notice of the 

availability of electronic disclosure documents is necessary.”  Thus, simply providing 

notice on a website or in another publication would not be deemed sufficient.
49

  

Moreover, notice must be given each time a document is delivered electronically, unless 

the issuer can demonstrate that delivery to the investor has been satisfied.
50

 
51

   

                                                 
46

 Use of Electronic Media for Delivery Purposes, Rel. Nos. 33-7233, 34-36345, and IC-21399 (Oct. 6, 1995) 

 
47

 Ibid. 

 
48

 Use of Electronic Media by Broker-Dealers, Transfer Agents, and Investment Advisers for Delivery of 

Information, Rel. Nos. 33-7288, 34-37182, and IC-21945 (May 15, 1996) and Use of Electronic Media, Rel. Nos. 

33-7856, 34-42728, and IC-24426 (Apr. 28, 2000).  In 2008, the Commission issued additional guidance on the use 

of company websites to provide information to investors, but it did not revise its standards with regard to electronic 

delivery in that document.  See Commission Guidance on the Use of Company Websites, Release No. 34-58288 

(August 7, 2008). 

 
49

 SEC guidance, 1995 

 
50

 Financial Services Institute, On the Brink of a New Disclosure Regime: Effective Disclosure as Opposed to 

Comprehensive, September 2010 

 
51

 The 1995 Release provided that one method for satisfying the evidence-of-delivery requirement is to obtain an 

informed consent from an investor to receive information through a particular electronic medium. The 1996 Release 

stated that informed consent should be made by written or electronic means. In the 2000 release, the Commission 
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Access:  For a disclosure delivered electronically to satisfy the access standard, it must 

not be “too burdensome” for the investor to locate and read the document.  For example, 

investors “cannot be required to ‘proceed through a confusing series of ever-changing 

menus to access a required document so that it is not reasonable to expect that access 

would generally occur.’”
52

 In addition, the investor must have the opportunity to retain a 

permanent record of the disclosure.
53

 

 

Evidence of Delivery:  Evidence of delivery may include direct evidence, such as an 

email return-receipt message, accessing a hyperlink, or confirmation of downloading or 

printing the disclosure.  However, the Commission also accepted indirect evidence of 

delivery, in the form of informed consent by the investor to receive documents through a 

particular delivery mechanism combined with compliance with the notice and access 

standards.
54

 (See footnote 45.) 

 

In each of the three guidance documents it issued, the Commission provided numerous examples 

of practices that would and would not satisfy the electronic delivery framework. 

 

 In 2000, Congress enacted the Electronic Signatures in Global and National Commerce 

Act (or ESIGN Act), which sets standards to facilitate the use of electronic documents and 

electronic signatures in interstate and foreign commerce.  The law sets a standard for consumer 

consent to electronic delivery that is tougher than the standard previously set by the SEC.  The 

SEC had allowed for written or electronic consent; ESIGN permits consent only through an 

electronic consent method.
55

  While the SEC has authority under ESIGN to adopt an exemption, 

it has so far not chosen to do so with regard to broker-dealer or investment advisor disclosure 

documents.
56

   

 

Does the Legal Framework for Internet Disclosure Need to be Updated? 

 

 The Commission’s electronic delivery guidance is a remarkable regulatory achievement.  

At the time when this policy was first adopted, just under half of all U.S. households owned a 

computer, according to contemporary surveys, and roughly 16 percent of those subscribed to an 

                                                                                                                                                             
stated that an issuer or market intermediary may obtain an informed consent telephonically, as long as a record of 

the consent is retained. The 1995 release also stated that consent to electronic delivery could relate to all documents 

to be delivered by or on behalf of a single issuer. The 2000 release affirmed this, stating that an investor may give a 

global consent to electronic delivery -- relating to all documents of any issuer -- so long as the consent is informed.  

 
52

 FSI, On the Brink, quoting the SEC 1995 guidance 

 
53

 SEC guidance, 1995 

 
54

 Ibid. 

 
55

 FSI, On the Brink 

 
56

 Ibid.  The Financial Services Institute, which generally favors an “access equals delivery” policy for electronic 

disclosure, has identified the SEC’s failure to provide an exemption as “a major barrier to more widespread use of 

electronic delivery of adviser and broker-dealer disclosure documents.”    
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online service.
57

  And yet, at the dawning of the Internet age, the Commission succeeded in 

establishing a regulatory framework that was sufficiently flexible to continue to work effectively 

despite the dramatic technological changes that have occurred since that time.  Some now 

suggest that this policy needs to be updated.
58

  Among the issues that are raised in that context 

are questions of what constitutes delivery and whether the time has come to switch the delivery 

default from paper to electronic in order to speed the transition to an Internet-based disclosure 

system.  In addition, some suggest that the legal framework needs to be updated for a different 

purpose: to enable firms to take full advantage of the flexibility of the Internet in designing 

disclosures for electronic delivery. 

 

What Constitutes Delivery?  

 

 One issue that has long divided industry from investor advocates in the area of Internet 

disclosure is the question of what constitutes delivery.  Since at least 2000, various industry 

groups have periodically urged regulators to eliminate the disclosure delivery requirement in 

favor of an “access equals delivery” model.  Under this model, “investors would be assumed to 

have access to the Internet, thereby allowing delivery to be accomplished solely by an issuer 

posting a document on the issuer’s or a third-party’s web site.”
59

  Advocates have strongly 

objected to that approach.  The Commission has decided the issue differently in different 

contexts but has generally upheld the notion that some form of notice is required to satisfy the 

delivery obligation.   

 

 As it was updating its electronic delivery guidance in 2000, the Commission rejected the 

“access equals delivery” argument, citing concerns about a digital divide and investor 

resistance to an Internet-only approach.  In doing so, it reaffirmed the notice, access and 

delivery requirements included in the agency’s original guidance.
60

   

 

 On the other hand, the Commission adopted the “access equals delivery” approach to 

disclosure in 2005 in the context of securities offerings under the Securities Act of 

1933.
61

 The rules relieve issuers of the requirement to deliver a final or statutory 

prospectus to the investor before the earlier of the delivery of either the confirmation or 

the security as long as the prospectus is filed with the Commission and posted on the 

Commission website via EDGAR.  Investors retain the right to receive a paper copy upon 

request.
62
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 Ibid., footnote 4  

 
58

 This was a recurring theme in interviews conducted for this study.  Also, see for example, FSI, On the Brink.  

Similar issues are raised in the context of ERISA disclosures in Swire and Ahmad, Delivering ERISA Disclosure. 
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 In updating disclosure requirements for mutual funds in 2009, the Commission adopted a 

hybrid approach.
63

  Rather than adopting a pure “access equals delivery” policy, as it had 

for securities offerings, the Commission allowed funds and financial intermediaries to 

substitute delivery of a plain English summary fund prospectus for delivery of the full 

statutory prospectus, so long as the full prospectus and other disclosure documents are 

made available on the Internet and paper copies are provided upon request.
64

  Moreover, 

the Commission requires that hyperlinks be provided to enable easy navigation through 

the prospectus and between the summary document and other disclosures. 

 

 In 2010, when the Commission adopted revisions to Form ADV,
65

 the disclosure 

document for investment advisers, it rejected calls from some industry groups to amend 

its electronic delivery guidance so that disclosures placed on the adviser’s website or 

posted on the Investment Adviser Registration Depository (IARD) would be deemed to 

be delivered, “regardless of whether the clients have provided consent to electronic 

delivery.”
66

  In rejecting that approach, the Commission concluded that “electronic 

access, without evidence that the adviser’s delivery obligation has been met … would 

not, in our judgment, serve to adequately protect client interests.”
67

   

 

 In the years since the SEC began actively deliberating the question of whether “access 

equals delivery,” technological changes – including widespread access to email over high-speed 

connections and techniques for providing password-protected access to account information 

online – have significantly eased the burdens of electronic delivery.  It is now possible to deliver 

even very lengthy documents via email, either as an attachment or through a link to the firm 

website.  Under the circumstances, it would seem that a transition to electronic delivery ought to 

mute the calls for an “access equals delivery” disclosure model.  Nonetheless, some industry 

representatives continue to press for a policy change that eliminates the delivery requirement.
68

   

 

 Survey Findings:  The surveys conducted for this study shed light on this issue.  When 

asked their view of delivery obligations, for example, a significant majority of financial 

professionals surveyed (67 percent) said that obligation was satisfied by providing transparent 

access; a third (33 percent) indicated that firms had an obligation to go further and ensure that 

mandatory disclosure documents are actually viewed by the client.
69

  On the other hand, asked 
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 Enhanced Disclosure and New Prospectus Delivery Option for Registered Open-End Management Investment 

Companies, Rel. No. 33-8998 (March 31, 2009).  Final rule release available here. 
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what constitutes delivery, a majority did not appear to believe that access alone is sufficient.
70

  

While an overwhelming majority of financial professionals viewed mailing of paper documents 

(85 percent) and email with printable attachments (74 percent) as satisfying the delivery 

requirement, far fewer (49 percent) believed that sending an email with a hyperlink to the 

document would constitute delivery, and fewer still (39 percent) felt that providing a link on a 

website would constitute delivery.  This may represent their view of what would satisfy legal 

requirements rather than what ought to be sufficient, though the SEC’s electronic delivery policy 

clearly suggests that an email containing a link to a document would satisfy the delivery 

requirement, so long as the investor had consented to electronic delivery. 

 

 Investors surveyed for this report were even more skeptical of an approach based on 

access alone.  They made it clear that they do not want to have to go in search of information on 

company websites, with fewer than one in ten (7 percent) indicating that this would be 

preferable.  Half expressed a preference, if disclosures are delivered electronically, for receiving 

those disclosures in the form of a printable attachment to an email, while three in ten (29 percent) 

expressed a preference for receiving disclosures in the form of a hyperlink within the email.
71

  

As discussed in greater detail above, investors in our online survey were about equally divided as 

to whether they prefer paper or electronic disclosure.
72

 

 

Figure 10: Investor Preference among Electronic Delivery Methods 
 

 
Source: ARC Survey Report, page 46 
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 This decision of whether we retain the actual delivery requirement for electronic 

disclosures is crucial to determining whether Internet disclosure increases or undermines 

disclosure transparency.  Technological changes have largely eliminated the traditional 

arguments for removing delivery requirements, at least in the retail context.  If delivery of an 

email notifying the customer that new disclosure documents are available and providing either a 

PDF or a link to that document satisfies the delivery requirement, what justification would there 

be for not providing that notification?  Both the costs and the time required appear to be minimal. 

 

 Best Practices:  While some have focused on policies to reduce delivery requirements, 

less attention has been devoted to the fact that electronic delivery offers the potential to improve 

the quality of delivery.  When a firm mails a paper document to a customer, it has no way of 

determining whether that document gets read.  If firms want to ensure that paper disclosures are 

actually viewed by the customer, they would arguably have to have their representative review 

the document with the customer in a one-on-one meeting.
73

  In contrast, when a firm provides a 

disclosure document through a hyperlink in an email, it is possible for that firm to determine 

whether the customer opens that link to access the document.   

 

 One firm with a heavily retail customer base has adopted the practice of monitoring 

whether those customers who have chosen electronic delivery are in fact accessing 

disclosures they receive electronically.  When customers go too long without accessing 

the disclosure documents, the firm sends them a message which, if ignored, causes the 

customer to be defaulted back into paper delivery.   

 

 Another firm described a system of A/B testing they use when emailing notices to 

customers.  Testing two different versions of the email, the firm can determine almost 

immediately which is the more effective, i.e., which is most likely to be opened and read 

by recipients.  They then immediately switch to the more effective version.   

 

These examples show how firms are using the functionality of the Internet to increase the 

likelihood that disclosures will be read in ways that simply wouldn’t be possible or practical in 

the context of paper disclosures. 

 

Who Gets to Choose? 

 

 In recent years, the debate appears to have shifted away from whether firms have an 

obligation to deliver disclosures to the question of who gets to choose the delivery mechanism.  

Consumer advocates have traditionally argued for an “opt in” approach, requiring consumers to 

affirmatively choose to receive disclosures electronically.  Some industry representatives and 

Internet disclosure advocates see this approach as impeding the transition to electronic delivery, 

as simple inertia keeps individuals who might be willing to receive disclosures electronically 

from making the switch.  The issue is important, since research has shown that how we set the 

                                                 
73

 When as part of its financial literacy study the SEC asked investors about their preferences regarding how they 

receive information from their financial professional, 45.4 percent favored receiving that information orally from the 

person advising them.  Securities and Exchange Commission, Study Regarding Financial Literacy Among Investors, 

study by the SEC staff as required by Section 917 of the Dodd-Frank Wall Street Reform and Consumer Protection 

Act (August 2012), page 260. 



32 

 

defaults – opt in versus opt out – has a dramatic effect on the choices investors will make.  Some 

years ago, for example, the Thrift Savings Plan moved from an opt-in to an opt-out system for 

electronic delivery.  After the change, participants received electronic delivery unless they took 

steps to opt out and receive documents in paper.  In January 2007, after the change was made, 

only about 10 percent of Thrift Savings Plan participants had elected to have their paper 

statements mailed.
74

 

 

 In describing the importance of defaults, behavioral economists often cite as an example 

research on choices about becoming an organ donor.  The typical example given is that European 

countries with no other strong differences in their views about organ donation have dramatically 

different organ donation rates based on whether their enrollment depends on an opt-out or opt-in 

approach.  Specifically, European countries with opt-in policies have organ donor rates ranging 

from 4.25 to 27.5 percent, while European countries with opt-out policies have organ donor rates 

ranging from 85.9 to 99.98 percent.
 75

  Presented with a neutral choice – with no default option 

present – a large majority (79 percent in one study) say they would choose to become organ 

donors.  Reflecting on the policy implications of their research, the authors suggested that, in 

deciding between an opt-in and opt-out approach, policymakers should consider which default 

would most closely replicate the selection that individuals would make in a neutral situation.
76

  

For example, since nearly 80 percent of individuals choose organ donation when presented with 

a neutral choice, the logical conclusion is that an opt-out approach to organ donation decisions 

would produce results more closely aligned with actual individual preferences. 

 

 Survey Findings:  Survey data on investor preference for paper versus electronic delivery 

offers no such clear signposts.  According to the investor survey conducted for this study, 

investors are nearly equally divided on whether they prefer to receive disclosures in the form of a 

paper document or delivered electronically.
77

  (See Figures 8 and 9)  Overall, preferences for 

electronic delivery ranged from 44 to 48 percent, while preferences for paper delivery ranged 

from 37 to 45 percent.
78

  

 

 When, as part of its financial literacy survey, the SEC asked investors how they prefer to 

receive information from their financial professional, its results showed a stronger preference for 

paper over electronic delivery.  In considering the SEC’s survey results, it is important to note 

that its question referred more generally to “information” rather than disclosure documents, it 

allowed multiple answers, it included several different approaches to electronic delivery among 

its options, and it included one option (orally from the adviser) that isn’t entirely relevant to the 
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paper versus electronic choice.  The most popular responses were orally from the person who 

advises them and paper documents sent through the mail (at 45.4 percent each).
79

  Various types 

of electronic delivery were favored by between a quarter and just over a third of respondents, 

including: through a written notice (either mailed or e-mailed) providing a web address where 

the information can be found (35.6 percent); in writing (either mailed or e-mailed) with a 

hyperlink to the exact webpage (34.9 percent); available for viewing on the Internet (32.6 

percent); in the body of an email or sent as an attachment (27.6 percent).
80

  

 

 The significant percentage of investors who continue to prefer paper delivery suggests 

that investors may not yet be ready for electronic delivery to be the default option for investment 

disclosures.   On the other hand, the discrepancy between those who indicated a preference for 

electronic delivery (44 to 48 percent) and those who actually report receiving at least some 

disclosures electronically (30 percent)
81

 suggests that the current opt-in approach is not 

producing results that align with investor preferences.  In addition, while investors surveyed 

generally expressed satisfaction with the content of disclosures and even higher satisfaction with 

their current delivery mechanism, respondents who said they receive some of their disclosures 

electronically were more likely than those who do not receive disclosures electronically to state 

that they are “very satisfied” with both the content and delivery of the disclosure documents they 

receive.
82

   

 

 Best Practices:  If it were possible to move away from the opt-in/opt-out paradigm and 

structure choices about delivery as a neutral choice, such an approach might produce decisions 

about delivery that more closely reflect actual customer preference.
83

  In the meantime, many 

firms are offering investors what one might characterize as the best of both worlds.  At these 

firms, even those who prefer to receive disclosures in paper form have the option of accessing 

those same documents online, often through a special password-protected area of the website 

where their account information and relevant documents are maintained.   

 

 For documents posted on the website, one firm whose website was reviewed for this 

report provides account holders with the option of simply viewing the file, saving it as a 

PDF (which could of course be printed out as a paper document), or archiving it so that it 

is saved on the company’s system and is accessible from anywhere.   

 

 As an added measure of security, one firm requires users to enter a PIN as well as a 

username and password to access the account.  While the username and password can be 
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entered using autofill (once the first letter of the username is entered), the PIN must be 

entered manually. 

 

 Some firms allow the customer to choose different delivery options for different types of 

documents.   

 

 Another firm interviewed for this report described how its financial advisers now take 

iPads to meetings with clients, enabling them to combine the oral and electronic delivery 

of information. 

 

Is More Design Flexibility Needed? 

 

 Disclosure rules often dictate such details as what information must be provided the 

document’s cover, the order in which other items must be presented, and in some cases even the 

minimum type size for certain disclosures.  A number of experts have suggested that investors 

will not receive the full benefits of Internet disclosure – such as greater use of layering of 

information or break-down of documents into multiple screens of information – until rules are 

revised to allow more flexibility in the design of disclosures to take advantage of the Internet’s 

capabilities.  The review of company websites both for this report and for the earlier mutual fund 

study provided ample support for this viewpoint.  A striking contrast exists between the 

innovative design many companies employ in presenting supplemental information on their 

websites, such as investor education material, and the much more mundane presentation of 

mandatory disclosures.   

 

 Even when presented on the Internet, the typical disclosure document simply looks like a 

paper document posted on the website, perhaps with the addition of a few hyperlinks.  The 

SEC’s mutual fund summary prospectus is a typical example.  It lacks the more appealing design 

features evident in the best of the fund snapshots that mutual fund companies were producing 

prior to the summary prospectus rulemaking, such as tabs at the top of the screen to organize 

information into topics, presentation of information in screen-size amounts, additional layers of 

information on various topics rather than simply a link to the prospectus.  On the other hand, it 

also lacks more troubling features found in some examples reviewed, in particular giving less 

prominence to cost information for relatively high-cost funds.   

 

 The question is whether it is possible to achieve the benefits of design flexibility without 

losing the benefits of standardization.  While some experts are optimistic, and believe exploring 

ways to provide that flexibility should be a priority, others suggested that the liability that 

attaches to mandatory disclosures, rather than inflexibility in the rules themselves, is the main 

factor inhibiting innovation.  According to this school of thought, as long as disclosures are 

subject to strict liability, disclosure documents will be written by lawyers to satisfy legal 

requirements rather than being designed and written to enhance investor understanding.   

 

 Best Practices:  Some firms are already experimenting with ways to realize the design 

benefits of the electronic delivery within the existing disclosure framework for mandatory 

disclosure documents.  For example: 
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 One firm is exploring presenting portions of the online version of the mutual fund 

shareholder report in video. 

 

 Several firms let investors customize the presentation of their account documents on the 

password-protected area of their website.  Among other things, they offer investors the 

option of having information consolidated across all their accounts or presented in ways 

that most prominently feature the information of greatest interest to that investor. 

 

However, even those who are doing most to explore the possibilities offered by electronic 

delivery seem to agree that to do more they would need more flexibility under the rules.
84

 

 

 

IV. Barriers to Effective Disclosure  

 

 Disclosure is an essential investor protection tool, but there are limitations to what even 

the best designed disclosures can be expected to accomplish.  This section of the report describes 

some of the key factors that tend to limit disclosure effectiveness, regardless of how those 

disclosures are delivered.  The following section examines whether Internet disclosure can help 

address the problem.   

 

 Investment decisions are complex. 

 

 The simple fact is that investment decisions are complex.
85

  The options available to 

investors are virtually limitless.  Whether the investor is selecting a financial adviser or selecting 

an investment product, the factors to consider in an effort to identify the best or most appropriate 

option are often numerous and difficult to analyze.
86

  This is true even when the investor is 

selecting among fairly straightforward products and services.  To select a mutual fund, for 

example, experts are nearly unanimous in recommending that investors consider the fund’s 

investment objectives and strategies, risks, fees and expenses, past performance, including the 

volatility of that performance, the reputation of the fund manager, tax implications of an 

investment in the fund, and information about such account features as investment minimums.
87

  

That is a daunting task, made more difficult by the fact that some of these factors – such as 

investment strategy and risk – can be difficult to convey in clear language that the investor is 

likely to understand.  In recent years more complex products and services have entered the retail 

                                                 
84

 This issue is discussed further in Appendix A: Next Steps. 

 
85

 See, for example, Chater, Nick; Huck, Steffen; Inderst, Roman; and Goethe, Johann Wolfgang, Consumer 

Decision-Making in Retail Investment Services: A Behavioural Economics Perspective, November 2010  

(Coordinated by Decision Technology Ltd with participation by Online Interactive Research Ltd.) for a discussion 

of the vast choices and complex factors investors must weigh in making those choices. 

 
86

 See, for example, SEC 913 Study and RAND Study for a discussion of investors’ inability to distinguish between 

brokers and investment advisers, the services they offer, and the legal duty they owe clients. 

 
87

 Roper, Barbara, Mutual Fund Essential Knowledge: What Do Investors Need to Know and What is the Best Way 

to Provide that Information? (2005). 



36 

 

marketplace, further complicating those choices. The more complex the product, the more 

difficult it becomes to convey the relevant information clearly.   

 

 Many investors lack the skills and expertise to make good investment decisions. 

 

 Extensive research has documented the disturbingly low financial literacy levels among 

Americans.  It has been shown, for example, that many adults “do not possess basic knowledge 

of interest rates, inflation or risk, all of which are essential to making well-informed investment 

decisions.”
88

 Indeed, as researchers working in this area have pointed out, successful investing 

requires financial knowledge beyond the basic financial concepts generally tested for in financial 

literacy surveys.  It also requires, for example, an understanding of such topics as “the 

relationship between risk and return; how bonds, stocks, and mutual funds work; and asset 

pricing.”
89

  Unfortunately, the data here is even less encouraging. 

 

 Results of the Financial Capability Survey illustrate the problem.
90

  To evaluate financial 

knowledge, the survey included “a battery of questions covering fundamental concepts of 

economics and finance expressed in everyday life, such as calculations involving interest rates 

and inflation, principles relating to risk and diversification, the relationship between bond prices 

and interest rates and the impact that a shorter term can have on total interest payments over the 

life of a mortgage.”  Results ranged from a low of 21 percent correct on a question about bond 

prices to 70 percent correct on a question about mortgages, but “fewer than half of respondents 

(46 percent) correctly answered both a question about interest rates and a question about 

inflation. Less than one-third (30 percent) correctly answered those questions plus a question 

about risk and diversification correctly. And fewer than 10 percent of respondents were able to 

answer all questions correctly.”  Moreover, evidence suggests that people overrate their financial 

knowledge.  On the Financial Capability Survey, for example, “most respondents gave 

themselves high scores.” 

 

 The SEC’s recently released Financial Literacy Study adds to an understanding of the 

problem, both by further documenting low levels of financial literacy and by providing evidence 

of how that affects individuals’ ability to understand financial disclosures.  The online surveys 

conducted for the study found, for example:  

 

 Among survey respondents who reviewed a sample ADV Form, 46 percent said they 

fully understood the fees and compensation exhibit they reviewed, and another 50.9 

percent said they understood it somewhat.  However, fewer than three in ten (28.9 

                                                 
88

 Chater, Huck, Inderst, and Goethe, Consumer Decision-Making in Retail Investment Services 

 
89

 Lusardi, Annamaria and van Rooij, Maarten, Financial Literacy: Evidence and Implications for Consumer 

Education, November 2009. 

 
90

 FINRA Investor Education Foundation, Financial Capability in the United States, National Survey—Executive 

Summary, December 2009.  See also, Lusardi, Annamaria and Mitchell, Olivia S., How Ordinary Consumers Make 

Complex Economic Decisions: Financial Literacy and Retirement Readiness, March 2010 and Lusardi and van 

Rooij, Financial Literacy. 



37 

 

percent) were able to correctly identify the likely amount they would be charged, based 

on the information presented in the exhibit they reviewed.
91

   

 

 Among survey respondents who reviewed a sample confirmation for a mutual fund 

transaction, well over half (57.9 percent) could correctly identify the type of investment, 

but only 12.7 percent recognized that the financial firm was acting as a dual agent.
92

   

 

 Having reviewed a sample disclosure that begins as follows, “In addition to sales loads 

and 12b-1 fees described in the prospectus, we receive other compensation…,” just over 

half (54.8 percent) correctly answered a question about whether the firm gets 

compensation other than sales loads and 12b-1 fees.
93

 

 

 After reviewing a sample chart providing information on additional payments the firm 

receives from mutual fund companies, only 31.8 percent indicated they definitely knew 

what the term “annual asset fees” means, and another 46.2 percent indicated they thought 

they knew what it means.
94

  Survey respondents were generally unable to determine the 

significance of the information provided.
95

 

 

This is just a sampling of the survey findings showing widespread inability among investors to 

comprehend typical disclosure documents.  In some cases, improvements to the disclosures may 

help to increase comprehension.  But lack of financial knowledge is also clearly a factor. 

 

 Investors don’t make good use of the information that is provided to them. 

 

 Despite the importance and the complexity of investment decisions, studies have found 

that investors do not spend a lot of time researching their selections.  One of the findings of the 

Financial Capability Study, for example, is that “few compared the terms of financial products or 

shopped around before making financial decisions.”  A study conducted in the European Union 

reached a similar conclusion, finding that “information search is very limited. Only around 33 

percent of investors compare investments from more than one provider or consider more than 

one product from a single provider. Just 27 percent of investors shop around to get the best 

deal.”
96

  There is little if any reason to believe practices in the United States are any more 

thorough.  On the contrary, an early U.S. study in behavioral economics looking at retirement 
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plan selections concluded that investors spend relatively little time on even very important 

decisions, such as their asset allocation decision.
97

   

 

 These conclusions were borne out in CFA’s earlier study of mutual fund investors’ 

purchase practices.  In response to a question about the written sources of information investors 

considered important to their purchase decision, none of the written information sources we 

identified – the prospectus, a summary document, and third-party information sources, such as 

fund ranking services and personal finance articles – was viewed as highly influential by most 

current fund investors.
 98

 “While those who purchased most of their funds directly indicated that 

they got greater value than others from the prospectus, just over a third of even these direct 

investors rated the prospectus as highly influential and just over half rated the prospectus as 

either highly or somewhat influential…In addition, the vast majority of investors in all three 

groups indicated that they do not take advantage of the independent, third-party information 

sources available to them.”
99

 

 

 Disclosures do not reflect investor preferences. 

 

 One reason investors may make poor use of the disclosures available to them is that those 

disclosures do not reflect investor preferences.  As the SEC financial literacy study and other 

research has shown, investors want disclosures that are brief, readable and delivered before they 

have to make an investment decision.  The SEC study found, for example, that: 

 

 Investors “favor summary documents containing key information about the investment 

product.”
100

   

 

 Investors “prefer that disclosures be written in clear, concise, understandable language, 

using bullet points, tables, charts, and/or graphs.” 

 

 Investors “prefer to receive disclosures before making a decision on whether to engage a 

financial intermediary or purchase an investment product or service,” ideally receiving 

that information far enough in advance to think about it before making a decision. 

 

Instead they typically receive long, densely worded documents – documents written by lawyers 

to comply with legal requirements – after they have already made the investment decision.   

 

 Investors are often overwhelmed by the volume of information provided. 
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 As a result of these factors – the difficulty of the investment decisions they must make, 

their generally poor skills for evaluating those decisions, and the density of the disclosures they 

receive to help them make those decisions – investors often end up feeling overwhelmed by the 

volume and complexity of the information they receive.  According to a recent survey of investor 

sentiments, 40 percent of investors believe investment products are “overly complex,” and 34 

percent feel “overwhelmed” by the investment choices available to them.
101

  A study in annuity 

choice provided this insight from early behavioral economics research into how this can affect 

investors’ decision-making practices: “Research in the decision-making literature suggests that 

consumers tend to reduce the amount of effort they expend when decisions become more 

complex.”
102

 Similarly, another study of the insurance market finds that, “More information may 

deflect attention from what is really important. A pervasive finding … is that cue competition 

occurs: more salient cues weaken the effects of less salient ones, and the presence of irrelevant 

cues causes subjects to make less use of relevant cues. Introducing additional accurate 

information may therefore lead to worse outcomes.”
103

  In other words, providing more 

information may cause investors to make less use of that information. 

 

 Many investors don’t want to make their own investment decisions.   

 

 It is not surprising, then, that many investors turn to financial professionals to help them 

make investment decisions.  Our disclosure policies are based on the assumption that investors 

will carefully research their investment decisions, even when they are relying on a financial 

professional for recommendations, but research suggests that this is often not the case.  For 

example, when for CFA’s mutual fund study we asked investors about their purchase practices, 

nearly three in ten of those who purchased most of their mutual funds from a financial 

professional said they “relied totally on that professional’s recommendation without doing any 

independent evaluation of the fund. Another 36 percent said they relied a great deal on the 

professional’s recommendation but reviewed some written material about the fund before the 

purchase.”
104

   

 

 Other research has examined how this reliance on advice relates to disclosure practices.  

In a study conducted for the United Kingdom’s Financial Services Authority, for example, 

researchers found that buyer psychology, specifically the degree to which buyers have trusting 

natures, had greater impact on their insurance purchases than their degree of risk aversion.  They 

concluded that, “in markets where persuasion is important, public policy designed to increase 

consumer information is likely to be ineffective.”
105

  Research designed to test the effectiveness 
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of a new, abbreviated disclosure document similarly found that investors were heavily reliant on 

the adviser both to explain the document and to recommend a course of action.  They found that, 

“the majority felt that the explanation given by the adviser was the most important factor for 

them in gaining a good understanding of the product. This was not to say that they felt the 

documentation was unclear or insufficient, rather that they preferred to listen to and rely upon the 

adviser . . . A number admitted that they would not have read the documents in the ‘real 

situation’ but would have relied wholly on the adviser.”
106

  The SEC’s Financial Literacy Study 

similarly found that investors look to their financial adviser to explain things to them.
107

 

 

 Investors struggle to understand and use information about conflicts of interest. 

 

 Given this heavy reliance on advice by many investors, the effectiveness of disclosures 

about conflicts of interest is of significant concern.  Here, however, the research indicates that 

many investors are largely impervious to these concerns, and that disclosure can in fact have 

perverse effects.  European researchers found, for example, that: “The majority of investors 

mostly or completely trust the advice they receive, and do not perceive their advisor to be biased. 

Conflicts of interest are often only verbally disclosed, if at all, and most investors disregard the 

information or do not think about it.”
108

  The online surveys conducted as part of the SEC’s 

Financial Literacy Study found that investors struggled to understand information provided about 

conflicts, and a majority of respondents were either ambivalent (30.5 percent) about whether 

information about conflicts would affect their selection of adviser or convinced that it would not 

(28 percent).
109

 

 

 Some researchers have found that conflict of interest disclosures can induce a “knee-jerk” 

reaction that can be either beneficial or harmful.
110

   Other research has shown that, far from 

putting investors on their guard, disclosure regarding conflicts of interest may have the perverse 

effect of making them more trusting.  For example, one study found that: 

   

First, people generally do not discount advice from biased advisors as much as they 

should, even when advisors’ conflicts of interest are disclosed. Second, disclosure can 

increase the bias in advice because it leads advisors to feel morally licensed and 

strategically encouraged to exaggerate their advice even further. As a result, disclosure 

may fail to solve the problems created by conflicts of interest and may sometimes even 

make matters worse.
111
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For disclosure to be effective in addressing this concern, the authors conclude, “the recipient of 

advice must understand how the conflict of interest has influenced the advisor and must be able 

to correct for that biasing influence. In many important situations, however, this understanding 

and ability may be woefully lacking.”
112

 

 

 Survey Findings:  In our survey of financial professionals, we asked about their views on 

the effectiveness of disclosures generally and to what degree they felt that different factors 

constituted a barrier to effective disclosure.  A majority of financial professionals (56 percent) 

agreed that mandatory disclosures are “generally effective tools for protecting retail clients,” 

while a third (33 percent) said they are not generally effective.
113

  On the other hand, less than a 

fifth (19 percent) of financial professionals believe that retail clients make good use of the 

mandatory disclosures provided to them.
114

  Asked to rate on a scale of 1 to 10 how strongly they 

agree with a series of statements about possible barriers to effective disclosure, financial 

professionals surveyed were most likely to agree that “excessively technical or legalistic 

language” (7.83), “difficulty in finding useful information in lengthy, printed materials” (7.59), 

and “lack of interest in disclosure information among clients” (7.45) undermined disclosure 

effectiveness.
115

  In addition, half of all financial professionals surveyed strongly agreed with the 

statement that “disclosures serve more to limit liability than to inform investors.” Half also 

strongly agreed that clients prefer to rely on advice rather than research investments on their 

own. 
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Figure 11: Financial Professionals’ Views of Disclosure Effectiveness 
 

 
Source: ARC Survey Report, page 6 
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Figure 12: Financial Professionals Views Regarding Barriers to Effective Disclosure 

 

 
Source: ARC Survey Report, page 10 

 

 

V. How Internet Disclosure Can Help 
 

 One clear message from the SEC’s financial literacy study is that our current system of 

disclosure is not functioning well to promote informed investment decision-making.  This is a 

serious problem given the key role disclosure is supposed to play in protecting investors’ 

interests.  The good news is that research suggests that even minor changes in presentation can 

influence investors’ willingness to read disclosures, their understanding of the information 

presented, and the choices they make as a result.
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  For example, testing of consumer privacy 

notices found that consumers were more likely to read notices that were simple, provided key 
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context up front, and had pleasing design elements, such as large amounts of white space. 
117

  

Another study that involved extensive testing to design a graphic illustration of risk found that 

something as simple as the directional orientation of a risk thermometer could have a measurable 

impact on investor comprehension.  Moreover, this research demonstrated that the impact of 

design decisions can be dramatic.  Specifically, researchers reported that “moving from the text-

based disclosure to one that uses the original thermometer design as a pictorial indicator of risk 

and reward is equivalent to raising participants’ financial literacy levels by 21.8 percent. Using 

the CESR thermometer rather than text has an equivalent impact to raising financial literacy by 

27.5 percent.
118

 

 

 Given the significant impact that method of presentation can have on disclosure 

effectiveness, it seems logical that, properly implemented, Internet disclosure could have 

similarly beneficial effects.  While no one is suggesting that Internet disclosure is a panacea 

capable of curing all the problems that undermine disclosure effectiveness, the research for this 

report does suggest that there are ways in which Internet disclosure can help.  While some may 

require policy changes, such as the increased regulatory flexibility for disclosure design 

discussed above, others can be achieved within the existing regulatory framework.  This section 

describes some of the ways in which Internet disclosures can help to improve investors’ 

willingness to use and ability to comprehend the disclosures they receive. 

 

 Timing 

 

 For years when investor advocates have urged regulators to require pre-sale disclosure of 

the information investors need to make an informed decision, industry groups have countered 

that such a requirement would be too costly and would unacceptably slow the investment 

process.  As noted above, one of the clear benefits of Internet disclosure is that it both 

dramatically reduces the cost of delivering disclosures and allows for essentially instantaneous 

delivery.   

 

 A variety of options exist to provide this instant delivery.  A number of firms maintain 

basic disclosure documents – such as fund summaries and prospectuses for the mutual funds and 

annuities they sell – on their websites.  Not only can these online documents be accessed by the 

customer at any time, including during a telephone call with the financial professional, they can 

be “sent” instantaneously using either email or the message system some firms maintain on the 

password-protected areas of their website.  Even where disclosure documents are not housed on 

the website in a way that is accessible by account holders, email can be used to deliver an 

electronic version of a disclosure document in PDF form.  Any of these approaches should allow 

for delivery at the point of recommendation when such recommendations are made during a 

telephone call with a client.  One firm interviewed for this report noted that all of its financial 

advisers now take iPads into the field with them.  Use of tablet computers would provide another 
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convenient option for providing electronic point-of-recommendation disclosures during in-

person meetings with customers.   

 

 In short, Internet disclosure appears to offer an easy means of addressing the clear 

preference investors express for receiving disclosure documents well in advance of any 

investment decision. 

 Information Overload   

 

 Investors generally express a preference for more abbreviated disclosure documents and 

complain of feeling overwhelmed and intimidated by complex disclosure documents.  Research 

has shown that how information about choices is presented to the investors can affect their sense 

of information overload.  Specifically, as one behavioral finance paper that looks at asset 

allocation decisions concludes, “when information is easier to obtain and evaluate, consumers 

are more likely to use it when making decisions or choices … So if information about investment 

options is presented in a simpler way, investors should suffer less information overload and be 

more likely to use it when making … decisions.”
119

   

 

 The review of financial firm websites conducted for this study suggests that Internet 

disclosure could help to address this problem.  A key selling point of Internet disclosure is that it 

allows for the layering of disclosures, providing a less intimidating introduction of disclosure 

information and allowing investors to choose the degree of detail they wish to explore.  Housing 

disclosure documents on the Internet also opens up new possibilities in designing disclosure 

documents in ways that present information in more visually appealing and consumable screen-

size chunks.  Investors who can approach disclosures a topic at a time may be less likely to feel 

overwhelmed and thus less likely to be turned off by disclosure documents.  A review of 

financial firms’ use of these techniques in the supplemental information they provide on their 

websites suggests that incorporating these design elements into online disclosure documents 

could help increase investor use and comprehension of disclosure documents.   

 

 While the evidence compiled for this report is persuasive, it is based on a limited and 

non-scientific review of financial firm websites.  Before committing to such an approach, which 

would require policy changes to allow additional flexibility in online disclosure design, it would 

be appropriate to conduct further research to provide solid evidence that the benefits in this area 

are real and not simply cosmetic.  (For a further discussion of this topic, see Appendix A: Next 

Steps below.) 

 

 Complexity of Investment Decisions   

 

 Internet disclosure can’t make investment decisions less complex, nor can it eradicate 

financial illiteracy.  But presenting disclosure documents on websites in combination with 

Internet-based tools and investor education materials could help to promote increased investor 

comprehension.  At the very least, it could ensure that investors have ready access to the 
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background information necessary to make a more informed choice, even if not all investors take 

advantage of this opportunity.  At the most basic level, online disclosures can include hyperlinks 

to a glossary of technical terms.  But a number of the websites do much more.  For example, a 

number of firms provide extensive investor education materials – both written and video – on 

their websites.  These materials cover both general personal finance topics (investing for income 

in retirement, funding a college education, or the benefits of dollar cost averaging) and more 

specific investment-related subjects (information about mutual funds, annuities, bonds, ETFs, 

etc.).  Some provide access to materials produced by third parties, such as Morningstar and 

FINRA, in addition to providing their own proprietary content. 

 

 Not surprisingly, firms that cater at least in part to more self-directed investors were more 

likely to provide more and higher quality investor education materials and tools.  Such firms 

provided a variety of different tools, including asset allocation tools and various calculators, that 

could be useful to investors seeking to understand their investment goals and options for 

reaching those goals.   In the best examples, investor education materials and tools were well 

integrated with other web content, including mandatory disclosures, so that investors were not 

forced to go searching for the relevant information in an isolated area of the website.  For 

example, one firm that caters in part to self-directed investors includes an “educational 

resources” link on its website for each category of investment product offered by the firm.  

Another firm presents its calculators with easy to understand headings that seem likely to appeal 

to users.  For example, under retirement savings calculators, the firm offers calculators under the 

following headings: Am I saving enough? What can I change? What will Social Security 

provide? What effect can inflation have?   

 

 One area that seems like a real missed opportunity on financial firm websites was the 

general lack of good material relevant to selecting a financial professional, including information 

on differences between brokers and advisers and links to BrokerCheck and IAPD reports for 

individual representatives.  Many firms offer tools for investors to use in locating a 

representative in their area.  But none of those reviewed for this study included a link to the 

BrokerCheck or IAPD reports for those individuals.  It was equally difficult on most websites to 

get information on the differences between brokerage accounts and advisory accounts and why 

the customer might prefer one over the other.  Indeed, it was often difficult to distinguish 

between such accounts based on the information provided. 

 

 Whether investors would make good use of investor education material and Internet-

based tools remains an open question.  When our survey asked investors about their interest in 

using various different types of Internet-based tools, they expressed moderate interest in each 

option.
120

  Specifically, tools to compare fees of different mutual funds scored a 7.43 on a 10-

point scale; interactive tools to illustrate risk/return scenarios for various products scored 7.34; 

and interactive tools to help investors evaluate their financial goals scored 7.28.  Access to 

disciplinary records for broker-dealers and investment advisers, something most experts agree 

investors should evaluate when selecting a financial professional, scored a 7.16.  Younger 

investors expressed the greatest interest for each type of Internet-based tool.   
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 One possibility that Internet disclosure opens up is providing certain types of disclosures, 

most notably cost disclosures, in ways that are more relevant to the investor.  When a financial 

adviser recommends a dollar amount investment in a particular product to the investor, or 

compares two or more investment options, it ought to be quite easy, using Internet-based tools, to 

provide the investor with dollar amount cost information.   This would likely be far more 

compelling to investors than the percentage fees that are typically provided.  It could be made 

even more compelling if it included the impact of those costs over the expected lifetime of the 

investment.  Investors who see the significant impact that apparently minor differences in cost 

could have on their financial well-being, and see that information not in generic terms but 

particularized to their personal situation, may come to place significantly more value on cost 

disclosures.  The capacity of the Internet for providing this information quickly and at little cost 

enables us to think differently about not just how we deliver information but the kinds of 

information we are able to provide. 

 

 While some investors are unlikely ever to make more than minimal use of disclosure 

materials, preferring to rely exclusively on a financial professional for advice, others could reap 

significant benefits.  The easier the materials are to access, the more relevant their content, and 

the more appealing their design, the more likely it would seem to be that investors would make 

use of them.   

 

 

VI. Conclusion  
  

 In the nearly two decades since the SEC first issued its guidance regarding electronic 

delivery of disclosures, financial services firms have enthusiastically embraced the Internet as a 

central component of their communication strategy.  While different firms take very different 

approaches, use of the Internet to communicate with customers is all but universal today.  In 

many ways, firms are able to make better use of the Internet for purposes other than the delivery 

of mandatory disclosures, which is the topic of this study.  Operating outside the legal constraints 

imposed on mandatory disclosures, firms are able to explore more freely how the Internet can be 

used to improve the way we communicate with investors.  Advances firms have made in these 

areas can offer valuable insights into how the effectiveness of mandatory disclosures could be 

enhanced in an Internet-based system of disclosure.  These insights come at an important time, 

where serious questions have been raised regarding the effectiveness of our current disclosure 

system in providing investors with the information they need, in a form they can understand, at a 

time when it is useful to them in making an investment decision.  
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Appendix A: Next Steps 

 Resolving the full range of questions about how the Internet can be used to improve the 

effectiveness of disclosure will require a more in-depth policy discussion. The following are two 

areas where we believe additional steps would be useful in furthering that policy discussion.  

 Alternatives Approaches to Decisions about Delivery  

 

 Evidence suggests that, under today’s opt-in approach to electronic delivery, fewer 

investors receive disclosures electronically than are willing, or even prefer, to do so.  On the 

other hand, the percentage of investors who prefer paper disclosures is large enough that an opt-

out approach, under which investors would be defaulted into electronic delivery, seems no more 

likely than opt-in to produce optimum results.  In order to try to resolve this stalemate, a policy 

discussion could be convened to examine possible alternatives to the opt-in/opt-out delivery 

paradigm.   

 

 One question ripe for discussion is whether it is possible to design a forced-choice 

approach that requires the investor, as part of the account-opening process, to make an 

affirmative choice between paper and electronic delivery rather than being defaulted into 

one option or the other.  If so, how would such an approach work?  What safeguards 

could and should be built into the system to ensure easy switching among delivery 

mechanisms? What if any policy changes would be needed to bring it about?   

 

 Short of a forced choice, are there other alternatives that ought to be considered to ensure 

that actual delivery choices more closely track delivery preferences?  For example, in 

accordance with the E-SIGN Act, current policy requires that investors who choose to 

receive disclosures electronically make that choice through an electronic format.  Could 

that requirement be loosened to allow for investors to choose electronic delivery when 

filling out account-opening paper work?  If so, what safeguards should be included to 

ensure that investors make an informed choice?  Are there additional safeguards, such as 

monitoring to ensure that investors actually access their disclosure documents, that would 

ease concerns regarding such an approach? 

 

 Another issue deserving further consideration is whether all of the documents that are 

currently subject to a delivery requirement are appropriately required to be delivered.   

Are there certain documents currently subject to a delivery requirement where ready 

access, and an ability to choose to have the document delivered, would be sufficient?  If 

so, what safeguards should be built into the system to ensure that investors are receiving 

adequate notice of and easy access to the additional disclosures that are not subject to a 

delivery requirement?  Would such documents need to be reconfigured to move certain 

information into other documents that are subject to a delivery requirement? 

Investor advocates, regulators, academics, Internet policy experts, and industry representatives 

could be brought together for a discussion or series of discussions to explore these questions.  

The goal of such a discussion would be to seek ideas, and possibly even consensus, about 

alternative approaches that might help promote a transition to Internet disclosure without 

impeding the ability of those who prefer to receive documents in paper form to continue to do so. 
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  Alternative Approaches to Disclosure Design 

 A repeated refrain in the course of this research was that additional regulatory flexibility 

is needed if disclosure documents are to be designed in ways that promote innovation and fully 

capitalize on the capacity of the Internet to improve disclosure effectiveness.  A useful 

experiment would be to recruit financial firms to develop mock Internet-based disclosure 

documents freed from the rigid requirements that govern those disclosures today.  Two 

documents – the mutual fund summary prospectus and the ADV form – would lend themselves 

particularly well to such experimentation.  Both are commonly used with retail investors.  Both 

supply information that is directly relevant to important investment decisions (e.g., selecting a 

mutual fund and choosing a financial adviser).  And both could benefit from greater design 

innovation.  Ideally, it would be possible to test the new approaches with investors to determine 

whether they are, in fact, more effective in conveying essential information. 

 As part of this experiment, it would be useful to discuss the policy changes that would be 

needed to permit and encourage design innovations.  Would enhanced regulatory flexibility be 

sufficient?  If so, what safeguards are needed to ensure a basic level of comparability among 

disclosures and to ensure that important information doesn’t get lost?  Or is legal liability, as 

some have suggested, the real culprit that prevents design innovation?  If so, is it possible to 

design a system that promotes innovation without sacrificing accountability?  What would the 

key features of such a system include? 

 Best Practices 

 While some changes designed to capture the benefits of Internet disclosure will require 

additional policy changes, there remains much that firms can accomplish by adopting best 

practices under the existing legal framework.  Indeed, financial firms are out ahead of regulators 

when it comes to capturing the benefits of the Internet for communicating with investors.  One 

goal of this report is to identify industry best practices that can be adopted to improve 

communications with investors and can be adapted to mandatory disclosures in ways that 

enhance the effectiveness of those disclosures.  Disseminating this report more broadly can help 

to promote that goal and – as additional feedback comes in from financial services firms, 

regulators, other policymakers, investor advocates, and academics – further refine the report 

findings. 
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Appendix B: The Transition to an Internet-based System of Disclosure is Well Underway 
 

 A basic premise of this paper is that we are currently in a transition from a paper-based 

system of disclosure to one that will eventually be primarily Internet-based.  The survey of 

financial professionals conducted for this study provides extensive supporting evidence.  The 

following is a summary of key survey findings describing the current state of play in the 

transition to an Internet-based system of disclosure. 

 

Figure 13: Financial Firms’ Presence on the Internet 

 

 
Source: ARC Survey Report, page 24 

 

 The vast majority of financial firms maintain a presence on the Internet.  Fully 91 percent 

of the financial professionals surveyed for this study stated that their firm has a website that is 

accessible to the general public.
121

  Firms use their websites for a variety of purposes, including: 

client account access and transactions (78 percent), marketing (71 percent), delivering account 

statements (67 percent), other client communications (67 percent), and delivering transaction 

confirmations (62 percent).  Six in ten (61 percent) reported using the Internet to provide 

mandatory disclosures to investors, and the same percentage reported using the Internet to 

provide supplemental disclosures.  Brokers are more likely than other types of financial firms to 

report using the Internet to deliver mandatory disclosures.
122

  Among the financial professionals 

surveyed, 70 percent of broker-dealers, but just 54 percent of other firms, reported using the 

Internet for this purpose.   
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Figure 14: Purposes for Which Financial Firms Use the Internet 
 

 
Source: ARC Survey Report, page 25 

 

 Financial professional survey respondents were asked about their firm’s use of the 

Internet to deliver certain types of disclosures to investors.  The list included both mandatory 

disclosures and other supplemental information that is viewed as valuable for investors but that is 

not required to be disclosed.
123

  For each, the financial professional was asked whether their firm 

currently uses the Internet for the stated purpose, expects to do so within a few years, or does not 

expect to do so within a few years.
124

  Firms were most likely to be using the Internet to deliver 

investor education and other types of supplemental information to investors, with 51 percent 

indicating that they currently do so and another 25 percent indicating that they expect to do so 

within a few years.  Firms were least likely to be using the Internet to provide information on 

salesperson compensation practices, with only 18 percent indicating they currently do so and 40 

percent indicating that they do not expect to do so in the near future.  Interestingly, 38 percent of 
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survey respondents said their company uses the Internet to provide background information on 

the firm’s individual professionals, something that was not common on financial firm websites 

reviewed for this study. 

 

Figure 15: Financial Firms’ Current and Expected Website Usage 
 

 
Source: ARC Survey Report, page 17 

 

 Among the financial firm websites reviewed for this study, it was common practice to 

include a password-protected area of the website where customers of the firm can access account 

documents.  However, our survey found this to be less common: 37 percent of financial 

professionals said their firm has online resources that are available only to the client, while 52 
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percent indicated that they did not.
125

  In using the Internet to deliver disclosures, a plurality of 

financial professionals (46 percent) said their company makes disclosure documents available to 

the general public, while just over a third (36 percent) said they make those disclosures available 

to customers only.
126

  Broker-dealers were significantly more likely than other firms to make 

such disclosures available to the general public.  Whereas 55 percent of broker-dealers said they 

made their disclosures available to the general public, only 37 percent of other firms indicated 

that they did so. 

 

Figure 16: Password-protected Access on Financial Firm Websites 
 

 
Source: ARC Survey Report, page 24 

 

 Asked about a list of Internet-based tools that firms might consider adopting for their 

retail clients, financial professionals suggested that the most likely tools to be adopted are 

“interactive tools that help clients evaluate their financial goals.”
127

 Just over half of financial 

professionals (54 percent) indicated that their firm would be likely to adopt such a tool.  None of 

the other examples was cited by half of the financial professionals surveyed.  In general the 

likelihood of adopting Internet-based tools appears to be associated with the size of the firm as 

firms with more than 5,000 employees are significantly more likely to adopt Internet-based tools 

and practices than firms with fewer than 5,000 employees. 
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Figure 17: Likelihood that Financial Firms Will Adopt Internet-based Tools and Practices 
 

 
Source: ARC Survey Report, page 18 
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Figure 18: Likelihood of Adopting Internet-based Tools and Practices by Firm Size  
 

 
Source: ARC Survey Report, page 19 

 

 Even as we grapple with the implications of Internet disclosure, social media and other 

technological developments are introducing a whole new set of challenges.  According to our 

survey of financial professionals, usage of social media among firms is fairly widespread.
128

 

Facebook (47 percent), LinkedIn (45 percent) and Twitter (31 percent) are the most used 

platforms. Larger firms (with more than 5,000 employees) are more likely to utilize the major 

social media platforms.  A third of financial professionals (34 percent) indicated that their firm 

does not use any social media platforms.  At the same time, 65 percent of financial services firms 

have taken steps to make their online resources available through mobile technologies.
129

 Of 

those firms that have not yet moved their resources to mobile platforms, one quarter (25 percent) 

indicate that they plan to do so in the near future.   As with social media, larger firms are more 
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likely to have dedicated resources to mobile technologies. The vast majority of companies with 

more than 5,000 employees (87 percent) have started to make their resources available on mobile 

devices compared to only 49 percent of firms with fewer than 5,000 employees. Broker-dealer 

firms (71 percent) are also more likely than other firms to enable mobile users.   

 

Figure 19: Financial Firm Use of Social Media 
 

 
Source: ARC Survey Report, page 27 
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Figure 20: Financial Firms’ Current Provision of Mobile Access  

 

 
Source: ARC Survey Report, page 28 

 

Figure 21: Financial Firms’ Plans for Provision of Mobile Access 

 

 
Source: ARC Survey Report, page 28 
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